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Abstract

Chapter | of this report provides an analysis on the EU report issued
pursuant to Paragraph 1 of Article 97 of GDPR entitled “Data protection as a
pillar of citizens’ empowerment and the EU’s approach to the digital
transition - two years of application of the General Data Protection
Regulation.” The observation is that the said report hinges on two major
aspects, 1.e. the enhancement of data subject’s awareness and rights in
relation to personal data protection and creation of new governance model
and culture of data utilization. The new global phenomenon guided by EU
for data utilization certainly will cause an impact on Taiwan. It is advisable
that lawmakers shall closely follow up with the global and modern trend of
personal data protection in promulgating or modifying Taiwanese personal
data protection laws and consider the needs to align Taiwanese regime with
relevant global standards.

Under the GDPR, the transparency requirements only apply to a
decision based solely on automated processing, including profiling which
produces legal effects concerning him or her or similarly significantly affects
him or her. Chapter Il of this report notes that the limited scope of
application of the transparency restrictions is insufficient in protecting
personal data. Before the relevant transparency provisions are amended to
extend the scope of application, this report proposes that a feasible interim
solution could be to include algorithms data as personal data so as to apply
the transparency requirements on such data. This report has noted that
disclosing algorithms is not equivalent to providing meaningful information
about the logic involved; on the other hand, failure in disclosing the original
state of algorithms is also not equivalent to not providing of the meaningful
information about the logic involve. The notion of making automated
processing transparent is that the data subject may have a chance to



challenge and contest the decision making. For the purpose of being
transparency in data processing, it is less likely to expect data subjects to
comprehend the complex algorithms logics of automated processing even if
they are fully disclosed to data subjects. A more practical method to achieve
data transparency is to transfer the programming languages to the real
categories of data decided by automated processing; how these categories of
data are related to automated processing and how such automated processing
may has an impact on data subjects; accordingly, data subjects may
reasonably anticipate the potential impacts caused by automated processing
and to seek possible remedial methods. As to whether such right to be
granted to data subjects shall be called “a right to explanation” or “the right

of access”, it 1s not crucial.

Chapter Il of this report explains the application of the legitime
purpose principle and relevant clauses in the GDPR which governs the scope
of utilization of personal data by private entities and introduces relevant EU
court decisions. In providing analysis on the circumstances that qualify Item
(f), Paragraph | of Article 6 of GDPR and factors that shall be considered in
applying the legitimate purpose clause, this report considers and outlines the
Opinion 06/2014 on the Notion of Legitimate Interests of the Data Controller
under Article 7 of Directive 95/46/EC issued by the Article 29 Data
Protection Working Party (WP29) in 2014 and relevant decisions rendered
by the EU Court of Justice from year 2011 to 2017. This report proposes that
a more in-depth understanding of the legitimate purpose clauses under the
GDPR provides useful guidance in re-designing the framework of legitimate
grounds for processing personal data in Taiwanese personal data protection
laws. The conclusion of the analysis is that, the legitimate grounds for
processing personal data can be sought and exist only when the goal pursued
in using personal data outweighs damages or losses that may cause to data



subjects. It is hopeful that the introduction and analysis of the legitimate
purposes clauses under the GDPR serves as useful guidance in improving the
current Taiwanese personal data protection laws, mainly by supplementing
the deficiencies of legitimate causes and grounds in using personal data.

Chapter IV of this report studies and analyzes the legal framework
governing biometric data and several cases. The GDPR section mainly
clarifies that the biometric data that qualifies Paragraph 1 of Article 9 of the
GDPR shall be the data that can distinctively identify a specific individual.
In addition, this report introduces the relevant clauses in the GDPR that
governs the utilization of biometric data. As to the US regulations, this report
introduces the well-known general biometric data regulation, i.e. the
Biometric Information Privacy Act (BIPA) promulgated in the State of
Illinois in 2008. This report outlines the relevant elements in using biometric
data by data controllers and the cases applying BIPA.
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1 EU, Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data and
on the free movement of such data, and repealing Directive 95/46/EC (General Data
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&toc=0J:L:2016:119:TOC.

2 Buropean Commission, Data protection as a pillar of citizens’ empowerment and the EU’s
approach to the digital transition - two years of application of the General Data Protection
Regulation, Brussels, 24.6.2020 COM(2020) 264 final, available at
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52020DC0264&from=EN

1



N
WP

TR ok R TR M (84 2 T
> TN pl‘“}ﬁ,f cGDPR % % #7F @ P FFiFho ks

=% YA S 2 P0E R EOR A ROR N 3R eD
IR S AL LI

-~

(\T;\‘; ”g,h‘i
|4
|

%\?«
ﬁ%
),
NS
N
|

RS

o
n-

(=

=
-~ |a;
?ﬁ o

puy

BRI T S @A i A S H A < R
Lad Pl gt @ GDPR iy ¢ Bt ELPEd o
BB TS IR L ﬁ,grsﬁg’ﬁﬂ: c PaaEe £ 2 (White Paper on
Artificial Intelligence) ; 12 2 2020 # 2 % e [ goosd 3 8§k
(Communication on a European Strategy for Data) (7™ i f 7 #2 &K
w)y oo

Tk S AD B A TR £ 451 A T GuE® - GDPR 44 &
~HEEPIE o mERAKERATHE {20 Ei T il B
Pﬁm@?’ﬂ’ﬁﬁ’éﬂd AL EE ST SFEP S N E e B
GDPR #7# * il b % 5 2 3 2 & R P > by F R E R
(privacy by design and by default) » # 24>t R3E+F 7 g7 4 § 3%
R R e E R K e-Prlvacy Regulation
P~ it 3§ <0 e-Privacy Directive » &5 R L d 1 202 F i

-

Fifa ’ r-»’f‘aL‘JfL

(co-legislators)z®=fz » T FEi%H it & B-F % o

B A FAL 2 T g i e = pF % (Europe fit for the digital age)J
12 % T g % 4 $23% (European Green Deal) | si L & B35 B o 5 gt o
NE G HFIERATH S RS o 24 N REREED Y R fi R
sk d oo PRI glEca B s arE g4 P 2
(climate-neutral)z’v’vﬂig » BREA G E - GDPR #F; *JE_E,‘%%% ik
BAZEH  FEET RGN RS B A a4 .

TR Rk e T H - chgo FALZ A (asingle European data
space) ; > — BE & E - TR B pFs %S A2 i)
L IEARRARE L Rl R PR TR (common European data
spaces) e hizd ¥ 4 F ¢ o BE R AW EZEE - BP LT (T

-G RETREENZ I - 2 G H TR hT ¥ ‘]“i(availablllty) °
2



TR 2 2FHLEFF A k23 o FHAL N PEFY
g & T o defe B & GDPR g eh 54+ 2 2 TR R (public
database) ® enE AL o T g 2 = 73 B (European cloud federation) | » #-
%45 F5R % P (data spaces) » #ft i1 & GDPR '*Fu%f"’ E AL R 2
AR AR - GDPR FE i 4 F#L% 31 % A& 3 (high level of
protection) » ¥ p&S 1B 4 &éfﬁﬁ?ﬁii RSO A
SRR R R & sl o

.JE% PEAFE AMEI SR BT RES GG G R
2R Ll s AR R %ﬁﬁiio—:ﬁ&ﬁﬁ@;ﬁgag
%ﬂ’$4&£ﬁdpmﬁuik B T RE AL E &
FIEEFF o AVWHEL DD HLAR > ¢ FARIES 2T 1 ER

4

GDPR¥ B F % 2" Ef cnifd > e Wi * DG b enfp £ o 3% 5 ¢
YR RAEHBT AL £ R BAIFTOE SH IR 2 R 2AT
EIRE 44 B9

—F#ﬁ;ig; D3RP ITE TR i%ghﬁi%%%ﬁ%g&qoy
oA AESEINP AL GNP FRLEARETHRAF LI D

Brag < o REFRAL K IF I AR S o REHS ZER

PERE PR iR o AT %E‘M@E& 74 * 9 GDPR »
445\7?‘? e ¥ ad P 4> J&hﬂf‘lﬁ’f}i EZ R4 HVF|EFR > e &
BT AR o B AT B BAR SR 0 7 L EARE
JLRT 2Rt e MR ERY - B E R A oL SR RR B
*wnE &M S F4eE £ Antonio Guterres )I‘ 1 a‘p 41 » GDPR @
Tz - BHCH.GRE RN S DRSPS F:?'{
REp 2 H ¢ R wEF At AR ARTE
(innovation and regulation) ek 4= & & o |

COVID-19 £ M4 v Rie g » &t R L FIar p# > &30 F R
fRi-z g enle pEo L MEAE IR RS 2 L 2R BIRAE . BRR
AR Ak yaﬁég%@ugﬁ@fﬁgfgé# i#2 o GDPR P £z 4 -
E i Ul e IR £ AR EfIfep o ek (essence) » 2 2 L

3



20 NAAE D EF
@#¥°*”Kﬂr%méﬁ#%wrﬁﬁ’%&%%QW@éiﬁ
PE- ks PTREED *

£ 2 B E gyl

F s B *é?fi?*i*"ﬁi“% VS RRL S TR RS & o
FERE TR E LA ERR R &P RE R HE RN 2 (built-in)
S EFEY s Gldel @ Fl B Fg 4v ~ (voluntary signing up by users) ~
Al g > v (data minimization)fe 33 % & > 12 2 hE i 7
(exclusion of geolocation) % = /% o R 1R * chF fL iFRE B4 g 2
/% 7 # (data protection and privacy legislative framework) EALEN
MEEDIL L - S R T iR R (DR BT AT
F)VEMER - R N ARE DB F RGN > H L
§ 2020 # 4" 16 p = F B EHUE f2 hdg 0 £ B D

SRR 0 B FAEES Bt

B WL § B4R $ S R E # dk 2 (manipulation) > & H §_
gd A EF BT E Y HE A ATIR (7 o 2 P 2 (micro-targeting) o e
ﬁ’%%@f#F“%ﬁﬁxrﬁﬁﬁnﬂwgu&qxrﬂ\ﬁﬁF \
ONE R N TRAME S o F o & 2018 & 91 5 L gD

TEEF rﬁég_m$<mm@rﬁ% g

fip= anTRRE Y NE EF R E TR DT R ¢ BRE
7 % ¢ (the Council) ~ % ' 3% ¢ (European Parliament) ~ g & % 7L
wEL R § (European Data Protection Board » 12 = f§ #£ EDPB®) ~ jib =
AR éﬁk‘r‘# 7 4p M 2_ & 7JB %8 (the Multi-stakeholder expert
Group) » ™ % H 'f Tr‘Fﬁg GA s BEHOL LA - HPp AT

'
e ©

=3

3EDPB75f2'&J}f§GDPR§368ﬂ;€."17#&afé“:~iﬁ§ HARd mpE e el W
FTEREE TN R ES S HER? ik GDPR - ﬂ_E”* TEAI uGDPR rﬂﬁ’*
W »f;wu i SR ik (eik o EDPB 2 k4 fpg 30 95 45 4 O R TR
#E o1 T o) (Article 29 Data Protection Workmg Party, WP29) >
https://edpb.europa.eu/about-edpb/about-edpb_en (last visited June 24, 2020) -

4



% GDPR §*m £15 > - s arxdad pih @it ifg
AR E R 2 BB A ARE A d IR kA A
RiviRg 25 F R odok < 304 1T MG A fo TR RS 0T
i A €+ 5 0 ARIFEL Y GDPR 4§ S a1 R
B2 fAREZHEBJIT M GA RN DS P AR
A ﬁ’%&*ﬂ %ﬁd %5 GDPR #t# 3§ % nS sk T el o japt
4F 2 g 1 % GDPR X P w0 5 b A7l i chp i o TR Rl

P S I 3
T oge (fR A E o

f%_;g > I—lpjﬁz m*é‘@‘; GDPR % 97 ,,+a, 2 I8 mF\ x4 fjjt’
TRERTEAEE & FEEY - REPBF) B B335 1w i
a3 EFe L2 g Dy LR

~ i & R(MAIN FINDINGS)

1

® GDPR e %5 11 2 £ 1788 — R4 58 iv(Enforcement of the
GDPR and the functioning of the cooperation and consistency

mechanisms)

GDPR £z #7ems T2 ¢ B B & 43 b2 cnFop b 4o
@ﬁaﬂﬁﬁﬁﬁi#kﬁiEmm w@iwiﬁ ?##ﬁw%
T i * X fE 9 i {8 end & fg(corrective powers) > R A
Frcfdg o R AR AL TR E Y o 4 gf Mo PR A
MALZREZ M g RIS FH AP F I E~F T & -
Hw L o doB P THREY >0 Ao &ipy 21 {3 AR oL
%z % (deterrent effect) - GDPR e % p 45 » § & ;2975 p b (78 %
(actors)i~ it &2 7 L i Aw B A T
FRRRATOE T2 * - REPH] 2§ A H
M- = (one—stop—shop mechanism)
R AR IR S S iRBFREIEM R T - 2N, 2 pIRE B

-

(internal market)shE & T4 > 7 % XA ZF SR F L o “H 2 BR

\

V\J

A

3\
R
R
k)
ek
% .
=
-0
o
G o
|4



BALTHEEBME S X P g T GRS & £
- IR A dE AT o TR M Y A= 2 % §] GDPR #
Bty 1B o 4e o B & TF X (Joint operation) 0 12 & F gy F]pt @ B
B =B £ 24 4 (joint investigation) -

S Fé&fr%fﬁﬁ% EN2V- L TR A ST (i B SR i L
(harmonized) - & /A2 A+ K3 > 0T BEEARE & - A d oA
#ti&/%@ﬁﬁiﬁ(complamt handling procedure) ~ fr/@de 42+ <X 2R &
(admissibility criteria for complaints) % - EDPB i 2 $#4 % ¢ ¢ B4~ % IF

=3

= PORNP NI SIS S
L oA g 25t

R

$3- EDPB 2 12 M 14 4 2 B endf 4 2 i % & - EDPB 51 %
BERIMER -3 2019 F#F K 50 cEDPB & &% 1 67 (»< i
¢ 7 10 i %“rm:}ﬁ 51 (quidelines)r4 2 43 i» &, & (opinions) o 41 & B % A
$2° EDPB #4 # éndg 51 % % 4 7 a0 ¥ ¢ £4 GDPR i & %
& (key concepts)& K47 b chadg 51 > fe @8 i 3% ) & RS 4+(guidance)
frEDPBp5l iz e ut & > ¥ 7 533 1EDPB & %7 { ?“*"‘%?
o R LM L H O THFEPBMTELIAL S :
PEEMBRT R UG R EFH I

L g7 %ﬁ“é’% CER R ARA R RS 4 B R
TSP RGO R M 0 2016 3 2019 £ B B 0 4§ BB B3R g
““*§ﬁﬁ°ﬂ CER R kG R HEE S B
A 4 Gt B REM A B S od ks - BRI TEATE
FW2 BN En B Rk i asr é‘-ﬁfﬁ? Tk g
FARER X & > TP A 4 g R W KT F o -
FALE LM R 2 2 a0 ERE L 4 7 3 ;91@ ?«}.’.E_; 5 By
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4 F]P o GDPR & kot § B FRERITREL FIBM @

* o

® @ EHl4rir o EivIRYT - TALR e R 2> 2 (Harmonized
rules but still a degree of fragmentation and delivering approaches)
PNL g~ EF ¢ A K2 Z(national legislation) t ¥+ GDPR 5 %5
T o hipiyIR 2 B A 2 pF o " 4ik sk 1z (Slovenia) 1t ¢h His &
ARESE &% 37ehz iz o ¢ Bee B RRGOR il B & B R
PRl T e RE Refld €RP;ZEDFERDELEES o

%4 GDPR a‘%lﬂi—i—?—fﬁ—ﬁ'r}~? AREEA Y AR
ERE IR ERMAR LS Gt E o X AR E S G R EE-

£ 489 5 GDPR ¥ &t 'Fi#'l ox Tt » GDPR e s fFm & B
- X KRB FF] G0 V4 i 4 (facultative specification clauses)
PR AR c BHl ko & ¢ R R R SZE @Y T AL E JRIR D
E#F PR TR TE fo L H - 7 4(Single Market) ® #tif
PR RERIIAZ AT - REE RBBRF RS
RIFTG R £ H B ARTPHPFELERRE 2243 %5 36 o
ERPIMIFIFEE L IFAZ AT ARRE DL P RREE
# A2 ) GDPR #7aLg=2_ 27F (margins) » + # & it 3 GDPR {23
THITFR R R
Bl R 2P g % fo— 78 FFRP R > Trdeie 33 {o(reconciliation)
A F PR R R 2 R RAr A d
(freedom of expression and information) o 7 &= B o2 284 3R p d 4R
PR ERTAIHEH BT ORE R A IREFRITNT BLB
F*f%gﬁ{;zm{g“ PILe R G S e 2 A Er%‘o ¥ehous 5 - ¢ R
RFd 22 f 2o r AT 2 [ gpd & 4&(case by-case
assessment) ;- ¥ &_F & 4g(derogations) GDPR m1§ * 4 o

HE ¢ HFFHR RS E S 532803 {o(reconciliation) 2 ZF d 2
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(M2 Hfz@eg )2+ gw@$mﬁﬁmﬁg@’w%a,u%
BETHRREATE B % PR BEE - FRE B fE
IR cofe P38 > & 2R 2 ﬁng pES F;D(Court of Justice)z 2 g A &
;% I (European Court of Human Rights) 12 ] % (case law) o

B RILEARE B B - AL L g A M2 R R
e il 20 o REEDE-H L XFLALE R HT
Bgssiis s &7 ko f 4 ¢ HRA4 3z T F 5 %R (codes of
conducts) | > ¢ & ¢ B R s { B o R 10 BF OB E
* {5 HE ¥ EDPB A KA HPEF AR R DB FTE 4
5105 4 B4 € B BA Y 54 04830 - & o 44 ¢ #-3% & EDPB
EROAEIERREFTAMPF Ve P AR R ES TR
A LN DA e SR N A

® x4 A4 FIHH B F (Empowering individuals to control their
data)

i — i 2 ~ 713 & (Fundamental Rights Survey) » & B 16 #&
11z 4 g 69%F M 16 GDPR> 204 ¢ ¢ T1%:h 4 drif H ] feh
T B -

BAFHEJI LB > o35 T ARITR Y B L 2P
“%f%é CPORT IR RS E o B TREY S P 0 2 GDPR & i A2 5
F# (procedural rights) » & # & 7 & F4L 35 4 M 4% O S > B
4oi% ¥ N £ 3722 (representative actions) > ©2 2 2 £ friA(judicial redress) o
BT AHEL R p R E LR HREJFRZZL
ﬁ&?oEMB—'% THFELY ARBRFIE- HiEFE A
A niT i o ¥ - 2 o5 3hF 3 DR R & 23 (representative actions)
hig 4 (Directive) oy 33 - LAERS - B FE A0 77 ¢ A E
42 B 48272 (collective actions) » *# < 58 777 (cross-border actions)
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7L ¥ 4% 48 (the right to data portability) & 7 37 % B £ & A 4%
A v RFFA D WHET TR FLE REGR
FRAE S I A ABAIRTIRGS C E R TR RER L 2L IR TV I
i - LS ﬁilxﬁﬁ [FTo 4 Flpt o L g B AE A2
- W EBEF LN P BEAE AR F B ESY 2
AR R AR F TR AL /ﬁ PEAD S F R R F e 2T

~

M

A
B e B 4 2 * (‘lock-in’effects) ik & o ¢t #F > P*;}»'? HEET AT
Gh A2 E AR F IR R TR BT 0 K A X R

' 1;\\-

3L &
RARSLEL R ’Hiﬁﬂg%&gagi

TEAR A EARARE TR G TR T b4 R
wik L - FARE @ TR B ET RS RE S VO TR
#%%EIFL’&_F? Bt D BAR R (e L 4LF s ) AR BAe L s
5’;‘?%—“’& ° iE’KT ?J‘j%%‘g;fi‘z‘_l.iiiﬁl;‘ﬁjl? v LR #&t&,\&,
Mol s P S ERTRLEPHER S 2 PET RS ;#nu
o pE(real-time) @i dEF o Fac LR L THF HEHE R
WA dEl A3 TR RESENE (b4 28 Tﬁ:%éﬁiﬁsﬁ%
1) 0w B B ARy EAPHOERT (FHAE LA data
altruism) - % 7 F & PR 722 (Digital Services Act)4p i fie & E & >
HE e RLRALY TR T4 7 5 (data-related practices) &
o4 18 % si(platform ecosystem) ¥ #ri> ik & o

o

ﬂJ —
b

&

® lmmgrd o] f % enid g &+ H (Opportunities and challenges for

organisations, in particular small and medium-sized enterprises)

GDPR 4 &7 24 A T 4L p d jnid P (Free Flow of Non-Personal
Data Regulation) | » it & & & ¥ #3748 € > BEERL B2 LIAT FEFT
PEmE P Np D i o PR S R EERE Mg R o TR
ao#ﬂw%%ﬁﬁ@’ﬁjﬁ%ﬁikﬁﬁﬁﬁié%%ii
(privacy-friendly)efgi-= & > ¥ U {ed § 05 M~ 3 FhP e @
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e fIE MRS > GDPR enig * & 5 $eiL £ H L9 )
& % (small and medium-sized enterprises, SMES)m % o e A3 . & &
~ 2 = ;% (risk-based approach) » 134555 % —“z -~ o] 45 GDPR i
FERXARE ORI ETREEYERI L3 LR AEY B
TREART A FEA AL DR GoF S TG e ik 2
Lo s o £ % s 17 GDPR %**ﬂ&“ﬁm'ﬁp@@ o
¢%§é’ﬁg1ﬁ»%}‘aﬁ%§; RiZedefiely¥+  @adH- 735
fs 7 GDPR e % o

TR l%ﬁ%t&&é e 2?57 GDPR 1
£ blde  F ik ﬁ}—?;ﬁr zk(templates for processing contracts) ~ &

T ER R ﬁa%(records for processing activities) ~ X7 #7733 2 # AR
IrE o DRV 3N e A mEREMIEAF o AKRPF LS
» R oorigaed o g% e 7 GDPR -

GDPR 5 #73 #3]ch= @ frie ik it— B 1 & 44 (Toolbox) - 2 §T
B4 H J5 17 GDPR > Bi4e @ 7 5 B R ~ JFEBFo R B2 GiELK 2%

L R LY O E S mﬁw LHF P EFE RO

PREGA RN BNEE P ) f i\‘;up-a‘ﬁﬂ*szgz’ﬁx o X
WMWY A GDPR eEE T 0 & 2 (F FRRE D) FTRER

P
R A RTENE P B AT UF 2R OERELS K5
HEEPHL P AFE #ﬁ %""? T?f(controllers)b%ﬁ 22
(processors)z. [ el & 22 X ik 20 > 12 fie & W% @ﬁiﬂ%ﬂﬁ X 0% FehidE
Fom iAo

(i}
w
ke

® GDPR J& * ** &7 4% # (the application of the GDPR to new
technologies)

GDPR $t7 f fl gk cniB * 3B v {1 = 3 o g o = 2% 35 R
GDPR i i * * & 741 3742 k3 B

GDPRAAR - A E & 2 FiEen1 & 7 kAT g B 7 ik
PR A HER - & COVID-19 Z i & # ¢ » GDPR shf e i3k &
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PR REP E LR GA s B L AR R LB
* A25% (tracing apps)frd # L fRAS K o R FRHIT A kD
PRANRR o B FROTRELERD B* T REFL 0
ALFE S A PR AR PRERE B o bl H A g

a ;E:F:Q: E? ﬁ‘ + ¢ F;’;? E¥d 2\.“:_7—‘31: ’ L.t_g"gl_f:l‘ ;}i"r}%:ﬁ;—lﬁ‘f , )‘7%;1,; fu€ 2\#
Horig t A LG E g‘.f—rjﬁfﬂﬂ‘#n PR (4o IRFER) > LR E e ik
Hw o g G0 TALEEB MR AATH R PR S e

ﬁ&%w@ﬁ%o

£F ke A AEET SFEST 0 TR AL ER O
(micro-targeting) % 47 38 p¥ > GDPR 15 i ~ 53 4 3472 30 i B 4 48
flLHLER -

@ FERLMLICAREFTHE ﬁiﬂ £ 5 (Developing a modern
international data transfer toolbox)

GDPR &7 — I it in1 L 4a > G iR 4 T AR R By
FZESEF S OR R 2 NEETREE R PSR R i
A E > HL EHEd*r GDPR {22 & ikt oh1 & > B¢ H i
Bt A o

Eé%$%%¢W%Nf %a’MMéﬁriiﬂwa
(adequacy decision) | ¢ ixfazu e ik A @ B A FALE L E 2{cp d
b @ﬁiﬁi#a Meox ZFom &7 T Rk ike- ha xprdﬁl#%
R TR £H F 2019 £ 27 4 T grl-p A4p 3 1§ M3
Z_(EU-Japan mutual adequacy decisions ; £]i¢ 7 23 < chp d fr¥
DR AR ARE o p ot B R P RE L ST FEER 2
pE MR FNE s LR Pl EiTE gk o

R AARBEROMY G o PRI PIFEE S
LR RAF H (2 60 7 2)ad f1F14 0 2 Ltz o
@ﬁ%“fﬁb?miL@&owﬁ’ﬁﬁ%ﬁ@%ﬁ?@f
Az Beha TRL > TR RE S 6 g R - RELE R T
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MNP 2 B A KM keage)s 7 3 (Political Declaration on the
Future Relationship between the EU and the UK) » 34 & ¢ P # & & 4345
GDPR e 7 i i3 34 2 :}ﬁ (the Data Protection Law Enforcement
Directive):& {7 1§ &[4 :&% o

A4 it5 GDPR % - et - REL ¢RZEL7F A%
905 4p 4 P E i P-4 g 11 B35 M ah% S9ie {7
T MR E p B PR ks FROT R EE § el
wg o Mz BETE PSR GDPR R ek o 3§ A MnE s § 5
2L PO L R BB FIRTO FRFFPEE L
EAE MRS as SR €SB LR IRE R - E RN R Ak
W BAINH O MERILERAETHREE S R L B

Rm o d 3 FCE Z e (Court of Justice) #2020 # 7 * 16 p = 2
- R A AR A G AR R B R R A E
Bl iea gt @218 L $Hf PSR TPy 7= & 0 B B3R 4

f T AR E & g*’ A - S L OO ITE S s
R M% GDPR 37 & sflfede 1d B o 13 L 7 P it e

EERTREIEE TR TRV R AL DERT R niE- HRF
R %15}*‘%"*\5'* J"ﬂ{#"ﬁll"z\ TP BRSO L @%ﬁ%ﬁﬂf
FHENFFOTE OP RS ERREENRIBLEE S ERE 5

nded GDPR chm"%s 3¢ £ + "EDPB £ & £ 4 > v kIR
i: ﬁﬁlﬁﬁﬂﬁx%fra‘ﬁ 51 (guidance) » bl4e3 F &k 4 4 F = B (binding
corporate rules)r4 2 #73f e T i) ¢k 535 (derogations) ; ; I+ p¥ » EDPB
2 vz e d# R o7 2RI B E S £ bR
GDPR #13 i1 B o

ARAIF M A A 1% GDPR FR @451 & > EDPB & 7 4
gﬁmf1*?*$§:§%1%¢ gl (Fr e fEie- Bt F Ik g g
Rl 34842 Ao FER RS @51 & onis 5 BRIERE S & TR
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N ‘Q%J‘LFLJLJ (%I )& GDPRAE 2 i * = R(% 3 iF)2 B ik

L 6
v

¥ -1 GDPR #hEZ & W% a3 v > irh{ GDPR &gt ¢k 2 1
(extended territorial scope) » =l 7 B R B 3t FE ORI
AAEWRG pnill @ GDPR #r& 2 & T e sk o TR IRk g8 M enft
TEL R F RS oA i BT EE 2 PR E R

ER BB ATE A FREEBM ATEBL AN L Y Awp

o

—\

1
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Bpo2 & °*i?z%§§ﬁp TS PG T 28 Wt
BEFAmBE R REIRB 73 i LGSR A ] #E5 GDPR
[

® LR IRES G WiEg & & W'E £ (F(Promoting convergence and

international cooperation in the area of data protection)

GDPR @ g = 5 Rt Flikend 8 44 edp > » BRF I H

8 Lasf;;ul”u mxff%{%ow LR i‘Tﬁ*ﬂf“’Lm{"ﬁi% j\—"

e R - e R A E R R T e BT 2
FE V- S he BT MEGEF A GR o

gt - AR A A oL - R R ERAE D
g NHGEE EEf kY T REF REFFIRZF RS -
LiBWEART 0 BE ¥ P 5237 (European External Action Service) %
BOR e d = R RrRR e A BenR) TR SRS R § R
MIEEEE IR F s ST ﬁ-fﬁ_ﬁﬂtﬁ\ﬁ”l P it {Fah- kit
TATEICE S TIRR B2 ﬁnﬁ‘iﬁé BB T et o G20 fr G7 B
e R OPOR e i i A e R T?f/’”c Fuldidi

PROGHTEREHTHRA I R 1‘“95‘9 o TEMK ¢ %3‘%]

B RE ¢ LR RR S D EPY LR T 2 3 (data sharing)

T EFHFUE Y (abuse) o B Ao (B H) 2GR R 2 B b B g B
(disproportionate access) i * 3L o
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EAE R ﬁ@ﬁi#
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TR SRR £ 7 R a §i2 2% R (conflicts) > 2 a = 2 A
2RRE TR GOAAET 5T RFABEH LR RL §iA R
R e s pE 2 20 B LEEFERT LG 2L &
Ty e B¢ FulE @il ol ke & hF R FEY % (data
protection safeguards) > fe pF 12 gt § F scdT F e B o

(SRR EFR AT T TAREREL B2
FIER ) e P - A m P R E B L g %mé
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1% GDPR #& k3 1 & » mgiFH i 3 »cfp i7 GDPR o
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% o

™y

dA g E 6 A M2 2L adFEgeE? (F] GDPR & 5
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At R OF st B (fragmentation) sz B T 2% 0BT 2B S o

I F € B BF e 45w U] iF Ak (specification clauses)#1id = i £
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%

BdF I BT RAEPT > € R W2 Fe(national courts) vt 2 g R 2
Feeidp B 2 672 (Case law) § B4 30 3% B4t oA i3l R eh- @ o
¢ B 2 g % T2l A g W po: &Y R ki GDPR ik
# (provisions) & <

IUNEES G L ¢ R R LY G TR R - )
MFEFRF ORI 2% 2 015 @ FE b4 BB (TR0 E Rend WEE L
Wi > A A S EHmAEY fad [ B T AL (Data Free Flow
with Trust) ; ePE 4 o B FF > » ¢ 35 & 8 i &2 (adequacy) $t35 > 1o
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=78 R %6 2248 S (Implementing and complementing the legal
framework)
R
B i K22 GDPR q- R
B 3R o FIERERT g R
EARE R o B R RRE P IR A i
W =i % GDPR éh@ i &L F f- > iR T 411 & GDPR
KL E R Mehz 22 o
ML g R

u ;j&;g R r&]iﬁﬁ GDPR enfi-ingr ¢ B W& {7 2 (e #élfvﬂ

Mf"ﬁ‘ébﬁf&?mﬁ? Hff',/))'i’lﬁ: 37) jq’”"l‘ﬁ FH 1R

"FE§ R R = GDPR

L¥EFeg R Ew“lfé&@— H IR LB o s B R T
ZTAOBRBE > BAor RS g S B F s SRR o b
ol Pt e EEFATAAMOBE o & EH g EAcd R
pod RPeT

LF TR - R R SRR 0 L AR o

HFE

By R KRGS rAR M 2] 62 0 3+ GDPR & 4 i% 2%
i B R MR A FTREY LS ﬁ«mwm
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(=) Frio2@ x S 4L > 30+ (Making the new governance system

deliver its full potential )
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forms for data breach) i 2 4338 * Ed i b 2e4 > 1 Fl e
¢ ] £ ¥/ {7 GDPR & 4% -

SRR
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B FIRAHEEERE FRE-HEFF RF LR -

(T)&E- HEHFF s FHE ﬁ"“l en1 £ @ (Further developing the
toolkit for data transfer)

EYTS
B 45 2017 0 T ARV A B Y o RER A TAL

FAPRE > B EAEDY Z RREE T LA 5 ¢4
& % &g g il MR 6 #2.(adequacy process) ;

B LR LA SRR e |
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4 F IR R

W oE- HEFRFTH BRI §)2 GDPR 412 "
F:](‘a? 3 I'—r—).\F’&mmr ;

| .Ekﬁ;i%?; Rk > #4802 75~ GDPR i * BN e d
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https://ec.europa.eu/commission/presscorner/detail/en/ganda_20_1166.
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¢ EDPB, Guidelines 04/2020 on the Use of Location Data and Contact Tracing Tools in the

Context of the COVID-19 Outbreak [hereinafter Guidelines on Contact Tracing Tools], 21

April 2020, available at

https://edpb.europa.eu/sites/edpb/files/files/filel/edpb_guidelines_20200420_contact_tracing
_covid_with_annex_en.pdf. # = a‘%t fﬁfiﬂ' B RRFELR € B A FTREES %D
% > %[ EDPB % # BE S i FAL R BRI B 2 4n5)

https /Ipipa.ndc.gov.tw/News_Content. aspx‘7n—DO9B8808B663F4AD&sms=AE8BB2204A5

93B89&s=D60ASSAS5TAT3AFEE  ( # {4 il p :2020/6/24) -

" Id. paras. 1-4.
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350 2020/4/21 >

https://www.cw.com.tw/article/article.action?template=transformers&id=5099958 (& {5 /§l
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® EDPB, Guidelines on Contact Tracing Tools, supra note 6, para. 39.

10 See PAUL B. LAMBERT, UNDERSTANDING THE NEW EUROPEAN DATA PROTECTION RULES
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321-22 (2018).
11 See David Wright, The State of the Art in Privacy Impact Assessment, 28 COMPUTER LAW
& SECURITY REV 54, 57 (2012); See Atanas Yordanov, Nature and Ideal Steps of the Data
Protection Impact Assessment under the General Data Protection Regulation, 3 EUR. DATA
PROT. L. REV. 486, 487 (2017); IT GOVERNANCE PRIVACY TEAM, EU GENERAL DATA
PROTECTION REGULATION (GDPR): AN IMPLEMENTATION AND COMPLIANCE GUIDE, 213 (3™
ed. 2019) (Effective risk management is also an important tool for achieving GDPR
compliance.).
12 See Yordanov, id. at 489.
13 See Silvia Venier et al.,, Final Report - A Privacy and Ethical Impact Assessment
Framework for Emerging Sciences and Technologies, PRESCIENT PROJECT, Mar. 25, 2013, at
50 (Art. 33 of the proposed regulation explicitly provides for privacy impact assessments,
except that they are renamed data protection impact assessments (DPIAs), thereby confirming
our previous observation on the institutionalisation of PlIAs.), available at
http://publica.fraunhofer.de/documents/N-238503.html.
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14 See Paul de Hert & Serge Gutwirth, Privacy; Data Protection and Law Enforcement.
Opacity of the Individual and Transparency of Power, in PRIVACY AND THE CRIMINAL LAW, at
3 (2000), available at https://works.bepress.com/serge gutwirth/5/.
15 See Aidan Forde, The Conceptual Relationship between Privacy and Data Protection, 1
CAMBRIDGE L. REV. 135, 138 (2016).
16 See id. at 139.
17" See Yordanov, supra note 11, at 487-89.
18 See generally Lee A. Bygrave, The Place of Privacy in Data Protection Law, 24
U.N.S.W.L.J. 277(2001); Forde, supra note 15, at 138-146.
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Waldman, Privacy Law's False Promise, 97 WASH. U. L. REV. 773, 773-824 (2020).
2 GDPR, Art. 35 (1); Raphael Gellert, The Article 29 Working Party's Provisional Guidelines
on Data Protection Impact Assessment, 3 EUR. DATA PROT. L. REV. 212, 212-14 (2017).
22 GDPR, Art. 35 (1).
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See generally Article 29 Data Protection Working Party [hereinafter “WP29”], Guidelines on
Automated Individual Decision-making and Profiling for the Purposes of Regulation 2016/679,
17/EN, WP 251rev.01 (Feb. 6, 2018), available at
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=612053.
24 GDPR, Art. 35 (3).
25 GDPR, Art. 35 (4), (5).
WP29 % 95 dpd P R E G AR BT RGEBM mE LR ¢ E R TR
EEM T /»\7 L AT o Fa,? *> WP29 ek = 3P » see Article 29 Data Protection
Workmg Party, https://ec.europa.eu/newsroom/article29/news-overview.cfm (last visited June
24,2020) - % GDPR **+ 2018 & 5 ? B 455 (7{8 > d EDPB B~ WP29 2_i& i® o
21 'WP29, Guidelines on Data Protection Impact Assessment (DPIA) and Determining
Whether Processing is “Likely to Result in a High Risk” for the Purposes of Regulation
2016/679 [hereinafter Guidelines on DPIA], 17/EN: WP 248, 4 April 2017, available at
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=611236.
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2 Information Commissioner’s Office [hereinafter “ICO”], Accountability and governance:
Data Protection Impact Assessments (DPIAs) [hereinafter Data Protection Impact
Assessments], 23, May 14, 2018, available at
https://ico.org.uk/media/for-organisations/guide-to-data-protection/guide-to-the-general-data-
protection-regulation-gdpr/data-protection-impact-assessments-dpias-1-0.pdf.
2 'WP29, Guidelines on DPIA, supra note 27, at 7-9.
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% GDPR, Art. 37 (1).
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% Zarsky, id. at 998-1003.

80 WP29, Automated Individual Decision-making and Profiling, supra note 46, at 5-6; see
generally Tal Z. Zarsky, An Analytic Challenge: Discrimination Theory in the Age of
Predictive Analytics, 14 ISJLP 11, 22-35 (2017).

42



2 'z

20 B e g (purpose limitation)

O
St

5°m 2 B GDPR % 55 % 17 %

Fa PRS2 R & o

i 3lit i F LATH TR o S AT S

BEATAE > AR G v h 7 PRSI X HAE 7 BE 0 R
RS PR 0 @ 2 rs;caﬁg GDPR % 5 is% 13 % f

Lz 214 (data security) i Bl 2. B *& o

=

F F<+'EE"F¢EETE#%ﬁ§&“§ RN SRR R &V LI
L& FsY 5 TEP i (transparency) R P| | g & oo 3T T g
it BEIEF S HIIEE R P ."Jﬁfﬁé B3 RE
E«??%KOGDPRMSTQ-MlIEJ'FL#mII? d@Hr Rpe o
FaERABFTEY FLOTEPL R R mpitardd ﬁﬂmk
¥R S (opaque) - # 2 5 g BEANERL o AEP 2 pE T
KR W BEFFENR A P o P 527 L R 4o F (T
LE A faR o Pt TR #3082 (algorithms) ek 3
Foom HF R AR F A S - B A OE RN 4 ko st vk
T F 7L ?-ﬁ PR SRR OTEY g B E o LB F % & GDPR At
ERDFEP R DI RE R BFEY ERDTEP > F
EF A REHNTRE R AL BTREEF 75 .’é%%iﬁli’i'ﬁiﬁu%%?
GDPR % 5 % % 2 78 R 4= sk 7 (accountability) & 1] 5 #7255 -

EP RGBT RN EES AR USE DL FF T A vET
TEFHREEFOBFTE LA VAT RAPE B R FERE
MEETHRERLBTRIFTE A éé%%'l%frf#’a‘;m e R
WSS R AlA AR o i~ L% GDPR A3 ¢ g4 i**/*“l’
P RS A p B R A %zﬁ;@;ﬁgi A i F R

81 See generally Wachter, supra note 58, at 11.

62 WP29, Guidelines on Transparency under Regulation 2016/679 [hereinafter “Guidelines on
Transparency”], 17/EN: WP260 rev.0l, paras. 2-4 (Apr. 11, 2018), available at
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=622227.

43



=&

- ~ GDPR #* p #3474

(-) =4

34

GDPR $3* g

347

Ko

Rergp g

Ht P BT KB B T RS b a4 p B

21

%‘r AR PATR F A E 2 BT R

2 f#HT > GDPR B~ vk

R BN R AR R PE DN ) B R

ﬁ}:?;gﬁgﬁ‘ EFRRREREE LT FURE B RRR
M2 #FA) o Pl B - R BTEY L ERHE

FRDINT BT AR s A E LR s T RS
I B T IR A I R WEEAL (PR
B oA 2 AT E 5975 PA SRR (FIHF+HA K
B OFA3: AP L5 P it AR (+p B AR ) ot

RAX FiE-HFHL G

® AL A4 Sy (WA 58MA B AR

PEA )

® X732 @ A4 B Jﬁo“

Fit#gA] 3 (7 GDPR % 22 if g enp B 4r AR ) B s
GDPR av N @é}%v PIF ac b "G i® ¥ o R mpE 2 3] =
GDPR -3t #73) 2 p d 347 /- W PLpFeni@ * > 5 o[k 4
ERRAY 2E Y 13EF 2B TH 5 14iES 28 g -
$15E% 15 hix 2 %3 iEx3Fraien 5 T ERBFTIF
HEhEB D .9%)%5:'2‘ PEA W A 0 P BT B 6345 A s R
P2t TR EHTFA AL 2R TN FENHE AP
EEKJ ‘;’J/’J-% li-ﬁ.ﬁo

83 'WP29, Automated Individual Decision-making and Profiling, supra note 46, at 9.

44



%013 0 GDPR #%0 p #5234 i R 2 P %40 7 K A l4e

BB EAR AR )

EIERSS PN S— FE R (EEE AT R

BT EERE B8 o (ER
CEINT L7 L (b o
GOEpN 7

LSRR (55 22 6 - 55 13 165
FItrrERE BB R HHES 2 TEE £ 14 1665 2 TESE g 2K
NBEA R B M > | 15 L h s B 35
K54 (GDPR 5 22 %) 5 3 IEE a 20

"2 3 GDPR £ 5l R ge e f B 03T A KT AL (3 22 0F) i

AR -
(=) % 2842 4k

1. &
(1) 224545 248 ;4 p & 1 $25 7 % (a decision based “solely on”

automated processing, including profiling) :
o BB R A A AR ARR A A R g2 2
R RFEATARAAE  aF T4 (TEG B @ L

45



1) o AR AN SRR F ST ok 4 f{iﬁﬁﬁv
ARARR om AN M AR 2 B R
P E AT RA AR RIS REEY A f@

i *
FAL oA AHABITRET ERF TRES SRR PSR
£IR

“ri) Uiz B (legal effects) ; 0 2 BB E A 2R R
FIe 3 0 Dldo k3 p B 24725 -2 4 F 63 2RI P A€
AGT] 0 Blde A2 AR AT BRI ARAEIESEE B EENR S O

¥ 2 (similarly significant effects) ; - 7 3p3% p #
FPREANZERNAERS OREFFAOEE DXL
L2 R R ES KR i1 731& % o S'GDPR % 3 eh% 71 BLo1 8 2
ERAZY G BT RAER o SRtk p BT
FEEPEFTFARTIRY BRI A ERFEAAZEFT LT
Ky ¢ (blwaZ2EFTAE»FH7 ) £ "2 %
BES p #e 245 oM e B 2 (targeted advertising) |2 35 -
HARRE D EHTTAREAAE RS LRI Y ET A
B BMLLE A WP ST

.

A

O LLAINTERSEA . FREBEF F LR D Rk K
IR A T

® LAEFEADHE

8 Id. at 21; Celine Castets-Renard, Accountability of Algorithms in the GDPR and beyond.: A
European Legal Framework on Automated Decision-Making, 30 FORDHAM INTELL. PROP.
MEDIA & ENT. L.J. 91, 111-12 (2019).

5 WP29, Automated Individual Decision-making and Profiling, supra note 46, at 21.

% Id.

7 Id. at 21-22.

68 GDPR, Recital 71.

69 WP29, Automated Individual Decision-making and Profiling, supra note 46, at 22.

46



® J2ihibizs o0

2. TR &b ~ B ok uiF AL 1

Ko F PRI EHEF L AL EERFAFNOE
LB, P g A4 A P GDPR § 22 5w T TR #E (F
195) ~ bleh g (% 258) 5 U]

\\\

(1) B2 o

# GDPR % 228 % 13802 > § 4 7 BIEFHER iy
4%Liﬁny”¢ﬁﬁadﬁﬂm$%%%$éﬁwi*%@ﬁ
AT R AM L P ERARKZ AT E T I AR ERER
“section 47> M ARfERE F EAF LRS- BE c ERILL G
¥ 22 i (gvgﬁ) P B A F|FEA G EAKRLAENS G
(e i - ABFE mﬁ:lw & o TR T RE
BELE 22 EH 2 AT OFAT o TR HE FA AL R
T AR T FEARG AKRLA

® p B AR GTAHEE F AT wRE éz\gﬁ@]ééﬁjﬁﬂ}%a
"if,ﬁLE#ﬁ%&urnﬂ» FAzpd ~EflZ 'f_%’é—“ﬁoz;l]
i B4R R EH R LR P o REE %}%ﬁz L’vﬁlﬁ% BE
Bt R~ RF 2SR5 20 -0 (% bax) s

0 Jd.
T Id. at 20.
72 GDPR, Recital 71.
47



® Zp B A Y F A 2 P sk L (explicit consent)§ (% ¢ 4%)-
73

A4

¥YaZ CHRITZBE FRAESF IFARTI LS 5 17
FHAEEELES 2 ANBT LB B AN 2
CROFMTFNT b7 LFFEAFRY 1A TYES p B3 H‘rfj*kﬁi
B e YETEPERRLGTL A RAFRBE A LB
Mk o AT ABTFRERE L BIESHEMLAS

# GDPR % 6 if %
L R AL MW%m%Jﬁ%fw DRI L B

FT2EH NG b EE 6 (F afi)EY T 2 - R H
R LEY BT PATE Ay fae T FHIFHEEEs, o
FERE L2 Ed o AR E TR/ MG IR o

el o FERCT R P& R B o f“*?ﬂ ﬁﬂ*ﬁ%ﬁ;‘ kg0 2pF3]
FdRe - R BFEY 7LRPLE A

N LI N - A s = ¥ .
f}?‘% TEIFTR B2 T L

Pe 73 N 1 o 33 B s 4= Y e
fojg s £ Earere £ 27 5

@
@
®
@ 5 EEFE AN A2 E B F(vital interests)#T e & 2 {7 5 5
®
®

BB EAJIEREDEGFT > 5 R F 1 E (legitimate
interests)z_ p er#rie & 2 {7 5 o T4

RS
\—\
~=h
fn
=
(Eé
s
N
W
i
pai

@ Bl pREY A

73 GDPR, Art. 22(2).
74 GDPR, Art. 6(1).
48



O ESE B

@ #hotiE IR

@ FFFEAZPRER -7
3. $ % A eni R A bugk(contest) g (R AN T R For
B8 TEEAPmPL, TR BAR)

B 7% GDPR % 224 5 200 A% W o % bar Mhii taw, ¥

dOR T TR E B P BRI AR T S BRI 2 TRk e 0 1
FEEEAZpdENEIFHIE a S af: S cAEd T ain
ERRL P Y FEHFTE RO AN S A B oxEd T2

o TR T R R B AR Y 3R R
r

T\;tk» B B(S az), & TETAPREEL(Y c ), e

AR FFABRANLTRFIES LIRS £ & T
%% ?*5¢M«E$%é#whi1&$1A7Ea¢gp B
EoLiphed ORGSR BFEIL AL 0 R
(R S R G N e iuzaij‘,;g‘zg@;;i‘_aii#ﬁ}@om

in’%ﬁ%wﬁ%%ﬁg%%&%iﬁé’gi&j W
HapPARL A LA ZTERRBE LR GRANT O F LR A
AP RATE 2R iﬁ';’i ARIE G R RLEEEPGRIE

4. HE2 ¥ 9 ERFMAB T hdd w4

295 GDPR % 22 i % 4 R > Tk BRd 2 p #3474 K &
EE % 9 1E H 1:@*&am#3wfﬁn@;?:%i ’ @s:sa f #‘ ¥ 9IEF 234
Td THoT ¥ %*;@@%g{#%&ur@gi4y gdﬂ}gﬁ ﬂ

> GDPR, Art. 22(2).
76 GDPR, Art. 22(3).
77 GDPR, Art. 22(4).
49



3
b2z Ed (O ~FEPERR
LR N R gi: "Hg Xy & ekt LFEd o

GDPR % 22 if 2 Fi13 ®A S AHDF 22 RPRZT w3
2

2
J'Edqr\m] i ﬁ;;%fp' T A ) A FR N FE AL 2E 2§

78

J
# % 4 ’éiWPZQXa%‘FJEﬁ’:;%?71,@3&«51,;3”40791’32’%?@?_&?7
FER AL G VG R HH TR E A R A AT ST 4
Pens g mEdr T s o ARG B pRIHTT S
{7 av Rk R IR o A R ERIIT L IR R B & BAE
B ACEL A DA ERELIRE T A € BEE PRESMEF

CES DR R T

GDPR % 22 i LfFenf #o347ik-K » A RpFHAT £ - A2
LI R
(1) S0 AR G HE T A AL 2 ERBAMIE 4§
Feprulme TRAIE L Bl 3 HIR 2 KR BAE T

78 GDPR, Recital 71; WP29, Automated Individual Decision-making and Profiling, supra
note 46, at 28.
® WP29, id.
8 1d. at 29.
50



1 AR B e enliA) 5 Bets s GDPR %3 % 71 8
R SRR

;!E

A%

4@:

(2) d AT 2pd (MR AREAFEET) | 0 BRI EP D
T AR aEA r‘lt FRZL AEPOPEFERREF R D0 Y
WAl AR L B P RPaT e Rt FREE L F R i,;\#gfi%§
2205 @ fﬁ«,%?iﬁ 13~15 i % % 35 i% ~ % 37 i 5 Fru| R - &

G AT A
= ~ GDPR 3¢ p #3457 R ing P 1V R

(=) B #3145 RLF % » GDPR ¥ 89 i ERFFE - 7 T
EELEE N RN

GDPR % 89 i 4+ 44 2 2 ¥ 2 # % & 73 (archiving) P e~ J 3t 4
g 2 fr ¢ # 7 (scientific or historical research) p =7 > 12 2 L+ 2Lt
(statistical) p > @ 2 FenB FFY (75 > BRI FFFY FHHE (T
BEY ) RBPEBTEY AL pRCH G BFEY 75
G LB P ET o bArRER 2R ZHE R TP LB
TEY FLOoRPEZENE AR 4frhGDPRE£H T F A2 % 15 05(3T
wE) % 166 (L D) ~ % 18 (UHIAILIE) 2 % 2145 (48
G Al B R o

wE EmANT (amAdr) P e BFEY 55 L3 hrs
Ppers @ @35 GDPR § 89 i e ik » #8283 % 4 %
Fako - A RMBAITER AP o HA AL % T
Pt RR T L R L 15 R R RE A G
BORIEE 0Lk 5 g n] v o) %@“?ﬂ%‘i? HET 2L BTG
F AP 2 GDPR ¥ 145 5% bR L FHF T4 2
FACETE 0 TG R R REE AR

81 See Viktor Mayer-Schonberger & Yann Padova, Regime Change? Enabling Big Data

Through Europe's New Data Protection Regulation, 17 COLUM. SCI. & TECH. L. REV. 315,
330 (2016).

82 See Zarsky, supra note 58, at 1007-08.
51



GDPR?"—;‘M 162 BEE ¥ 3 s @ %}3 FAER AR G % 89 15w 2
TEP P e RAR AP P L BFEY PR RSEE L BT

45;‘ v @ % 48 3R (aggregate data)? st 0 EEAS R R A BT 7 A
;}' &g%“ﬁrrx;}%k$1¢47jﬁ—%@ JL;L083" r’l”,#‘g.’/‘/n\—*ﬁ—
ﬁrbf?: R A TR S R T e R X 2 Ap B AR

RGN 89 ER AL TR KL P n2 R (55 | o d W
DAL A AR E T A 2 AR T &R
WA F AT 2L 8O KRR B LT L o

(=) wEHR

1 FH#EE § o oK H(GDPR ¥ 13~ 14 %)

GDPR % 5",3%%3" 17 % azed ST Pegpitpp & K7
i 5?éﬁwf%éi‘i?iﬂﬁﬁé%?‘@tﬁ‘u

PHERENREE AL ARG G PE 2

FF LT B e 4 oBIGDPR F 12~14 i T gt 2 T g @i

RPlhE R 5 AL A R

P % )5)‘“
[
By
I qh-

&%%%ﬁj,@Gmmﬁlzﬁﬁlﬁ%iﬁ?ﬁﬁﬁﬁ@ﬁ
BT R F R ELFT 2N 1302 5 L4 ERTE
BUEATREUEF  BRREZFFADBFEY T~ 2% 15
~Q2ERTETAFAKRZ B UE R U ERTL BT RIS
iAo
jﬁEGDWQﬁééﬁﬂgaﬁl,i?%?E@%Hﬂ#§f4$?@4
FR TR gALIRIIIRPRAPFL 2R RFFL & T, o
— B Bt 0BT BT AR T ﬁvméﬂu T EJJ%-B"E‘
WEFA S TR RANFEANALE
wﬁm%ﬁ’%@ﬁwa%*%?’?ﬂﬁﬁ AR

\]"

b

1v

;u

" A E ks
AR

\g,x«i_,_

®

\_

8 GDPR, Recital 162.
84 EU. AGENCY FOR FUNDAMENTAL RIGHTS ET AL., HANDBOOK ON EUROPEAN DATA
PROTECTION LAW 207 (2018).
52



3
o

4k
>~
pat 1—3\4‘_
1\
(\s
\t Sy
Dy
w
W’g
[t
13
4.;.
g
R
=
<
W
|\
ki
R
=
 ad
>~
¥
‘}r_
>—L
s
R
\ "

ER

GORERA- b i*ﬁ‘wpa”;? » GDPR # %] 44t % 22 xifﬂjpéa 12
WAL WEIRAEF2ZY BES 20552 FRTERELY 14
ER 2B gHRTELTFRE D T AR 2R 1EE 5 45847
FRFARE 2 EZENR HE T A BTEY RS L
# F . (meaningful information about the logic involved) s 12 2 %4 ¥ 4

ETIRS

& & M4 22 37 Hp & & (the significance and the envisaged consequences of
such processing for the data subject) - | 8d v pt 2 g 18 2 5 ad
AT EM 2 Er G F o R TER (- R R

SR R T ) Eat 4 e N @ et R QR code i B 2 o
87

® FELAFINTARHFTFANERPBEGFH 2L 5% %

FE A4 ﬁ »w’miﬁi “4’ﬁﬂéﬁ@m
FTERDPEAFEMAB TR IR BI FRE & ¥ AYS
$v » WP29 * 45 51 (Guidelings)# #ch@, L2 ¢ b & Rz T2 doey
WELEBIEDF ZARAFTN, > T3 LRTE YT F T2 e

n\\,%m
¥
W3

8 See Sandra Wachter & Brent Mittelstadt, A Right to Reasonable Inferences: Re-Thinking
Data Protection Law in the Age of Big Data and Al, 2019 CoLuUM. Bus. L. REV. 494, 545
(2019).

8 GDPR, Art. 13 (2)(1) GDPR, Art. 14 (2)(g).
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109 Joined Cases C-141 & 372/12, YS, M and S v. Minister voor Immigratie, Integratie en
Asiel, 2014 E.C.R. I- 2081, para. 39.

10 Cases C-141/12 & 372/12, YS, M and S v. Minister voor Immigratie, Integratie en Asiel,
2013 E.C.R. 1-838, at 49, n.40.

11 yS and M and S, 2014 E.C.R. I- 2081, paras.45-46.

Y2 14, para. 44.

13 yS and M and S, 2013 E.C.R. 1-838, para. 60 (“Moreover, a person is entitled to access
his personal data because he has an interest in the protection of his fundamental rights and
freedoms, in particular his right to privacy, when Member States process information that
concerns him. Denying access to the data processed or to information about that process
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would render ineffective other parts of Directive 95/46. It might not be possible to verify,
for example, whether personal data are processed only if necessary to perform a task in the
exercise of official authority vested in the controller, or to obtain the rectification or
erasure of that data. By contrast, legal analysis as such does not fall within the sphere of
an individual’s right to privacy. There is therefore no reason to assume that that individual
is himself uniquely qualified to verify and rectify it and ask that it be erased or
blocked. Rather, it is for an independent judicial authority to review the decision for
which that legal analysis was prepared.”) (citations omitted).

114 Case C-434/16, Peter Nowak v. Data Prot. Comm'r, 2017 E.C.R. 1-994.
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118 'WP29, Automated Individual Decision-making and Profiling, supra note 46, at 6.

119 1d. at 18 (“The rights to rectification and erasure apply to both the ‘input personal data’
(the personal data used to create the profile) and the ‘output data’ (the profile itself or
‘score’ assigned to the person).”) (citation omitted).

120 See Wachter & Mittelstadt, supra note 85, at 539.

121 Directive 95/46/EC, of the European Parliament and of the Council of 24 October 1995 on
the Protection of Individuals with Regard to the Processing of Personal Data and on the
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121" See generally Bryce Goodman & Seth Flaxman, European Union Regulations on
Algorithmic Eecision-making and a "Right to Explanation"(2016), available at
http://metromemetics.net/wp-content/uploads/2016/07/1606.08813v1.pdf.

128 pEoatow B2 R PEA 2 WP > see generally FRANK PASQUALE, THE BLACK BOX
SOCIETY. THE SECRET ALGORITHMS THAT CONTROL MONEY AND INFORMATION (2016).

129 See Sandra Wachter, Brent Mittelstadt & Luciano Floridi, Why a Right to Explanation of
Automated Decision-Making Does Not Exist in the General Data Protection Regulation,
7(2) INT’L DATA PRIVACY L. 76, 80-90 (2017).

130 See Temme, supra note 54, at 483-84.

181 See generally Bryan Casey, Ashkon Farhangi & Roland Vogl, Rethinking Explainable
Machines: The GDPR's 'Right to Explanation’ Debate and the Rise of Algorithmic Audits
in Enterprise, 34 BERKELEY TECH. L.J. 143, 153-163 (2019); Wachter & Mittelstadt, supra
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note 85, at 503-04.

132 'WP29, Automated Individual Decision-making and Profiling, supra note 46, at 25.

133 GDPR, Recital 71 (“In any case, such processing should be subject to suitable safeguards,
which should include specific information to the data subject and the right to obtain human
intervention, to express his or her point of view, to obtain an explanation of the decision
reached after such assessment and to challenge the decision.”).

134 See Casey, Farhangi & Vogl, supra note 125, at 160.
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187 Id. at 844.
138 'WP29, Automated Individual Decision-making and Profiling, supra note 46, at 26.
68



(™
‘m
4“'.
ﬁ
s%
¥
i
T*“
\\3
0

B
FHTAR P AR HHE LTS R P AT ST B BRI G
* 4o & M’"? —‘ﬁi%&éﬁﬂ? BHINT A RKARR POV AR R b3

4 zé’f«ﬁ%-?i’ﬁ ?'J.'rﬁi#“ai-f‘%% o PO TR EH A AT
EEE R ARMERFE 2 ELBIE L FLRFRER
GuE B R PO Y ERFETEMAROREY 2 F

B o a5k g1 TR & 72 44 3% 4 (a right to reasonable inferences) ; B~ T3
.ﬁ»ﬁé’e% i See Wachter & Mittelstadt, supra note 85, at 543-48.
69



=% 7 B GDPRZE2734M 2 & § 115 (legitimate
interest) 2 if * %12 4p M R R 22 P |- JER

F-8 FRBFEY LEEd 2 - i F I EHEEE
#—9535 4 1 GDPR v &

RAE S A4 Y hE BT
ErLETD L% A FRENT THES akE E AR L WA

BFUHmE S TES TR I EEE o1

Bp s ¥ THF TR FTREFFOBTES 75 iy
REREFESF 2 F A THRBPBLHE 2B FHIE L0 9T ]
R Pt PRI L RS SRR Y ST
LF SR S 1F S Rt SIS Rl £V E-S0 ST
BIESEY L d Mp g FHEREERAFA 2P S
S TIEEUARE § @ SRS S NER IR Ay Sl R
fRehn FHE AR EFEAPE R IS AL E fEE
AV S TR Y AIERGEE R KA o054 £ BT B R fAR
: T

149 Directive 95/46/EC, of the European Parliament and of the Council of 24 October 1995 on
the Protection of Individuals with Regard to the Processing of Personal Data and on the Free
Movement of Such Data, 1995 0.J. L 281/31, available at
http://eur-lex.europa.eu/legal-content/EN/TXT/ PDF/?uri=CELEX:31995L0046&from=EN.
41 EU, 95 Directive, Art. 7().
142 BU, 95 Directive, Art. 7(a) (“the data subject has unambiguously given his consent™).
143 Trene Kamara & Paul De Hert, Understanding the Balancing Act Behind the Legitimate
Interest of the Controller Ground: A Pragmatic Approach, Brussels Privacy Hub Working
Paper Vol. 4, Aug. 2018, available at
https://brusselsprivacyhub.eu/BPH-Working-Paper-VOL4-N12.pdf. At 4
144 EU, 95 Directive, Art. 7(f) (“processing is necessary for the purposes of the legitimate
interests pursued by the controller or by the third party or parties to whom the data are
disclosed , except where such interests are overridden by the interests for fundamental rights
and freedoms of the data subject which require protection under Article 1 (d )”).
45 Trene Kamara & Paul De Hert, Understanding the Balancing Act Behind the Legitimate
Interest of the Controller Ground: A Pragmatic Approach, Brussels Privacy Hub Working
Paper Vol. 4, 9, Aug. 2018, available at
https://brusselsprivacyhub.eu/BPH-Working-Paper-VOL4-N12.pdf.
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available at https://bura.brunel.ac.uk/bitstream/2438/9724/1/Fulltext.pdf.
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f

:K%E\:‘f‘ﬁlmuxr},ﬁ E3RR ggtuﬁ%
”ﬁ Sk TR T
A )

e R
Fﬁgﬁj?ﬁ#i/’]"ﬁéié'/‘f‘ ,_/’;5?7} °1}Lé}’?sgugézf{;3§'?;{“lj

= ~ Federal Court of Justice, Germany (June 4, 2013)

- FHEGAANERZ IO LA RSP ARREH Y2 B pE ik
TR GPS e F o ML E %Fuia'&tf; ﬁ‘%k E B o ’% Sy 30
it A & F RN g A e A IE AP 4
> % iﬁ“ﬂ:lp Fha@pFE* 75 8 F %0 "a-'?' fl& %E%ﬁ’r,’i%ﬂﬁ e
POt G i@ GPSA"%Lf‘T{; N R
418 G 20 o Blde® 3t A fE(self- defense) Ra o j\%i:@;’;;’é’ﬁrf
AJIEF B ERF A FE2ZE Ko

|
I
EF_
W
=~
e
=
L
'Q/

o
.‘..
o

&

= ~ Data Protection Authority, Supreme Administrative Court of
Sweden (April 28, 2016)

- FFR2P e REE DT el TR MM (Data
Protection Authority, DPA) #% 2 7 - 78 & K,ért TR R G Y o
MRS A B A EF O T e S AR AL
ﬁﬁﬁloﬁﬁ B 75 o A 1400 B e shdp B2 P o

FENSA0F F Adf A 0¥ A BR e B U KR - B R
BB BHEPIER RS TR EFTHEREI P FTHE
(¢ Z24miFEiodp b T4 7 32p TR B HR Y o - ¥
A DPA 5w » 12d g TAR G 3e W2 R FR (THR2ODFHR
B T2 2 8 (blacklists) ; FAL) @ % » ¥ 2 g 2 8% 4ojd B 45

35 Id. at 21-22.
%6 Jd. at 22.
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B LR R A RPCTRE R (7L o ?E-M*I%: DPA 2_ 35 w %>
B AR IR o — Bk DPA A% ¥ B4 1 3o F?’r;‘% £
i DPA A2 -DPA 371 5B (T5E T BB (FFTZ o |

iE P> 4k DPA hps= 2 o 12d 1 & 7 o % Foplanig ¥ i?*
FUZRT Y GRETALFETE I DRSS 20 HEF Db R
i aPdgE s UE AR Ef b R o DPA B2 i@ 1 g
fIERGFEREF I ERER A% F£ &7 ¢ & 2 (necessity)
it R Y A Y R A AR R B R R T THRER 7
P2 RAF DG HEY > 220 FuE A F A AL ) 0 307

=z - Data Protection Authority, The Netherlands ( Investigation into
the combining of personal data by Google, Report of Definitive
Findings. November 2013)

- RAPHR R RSP R i IR é&(éﬁaﬁ%
WEIE AR R R THTE S e B IWiE ) ik
oA F 2iFggrr 5’L5ﬁ?ﬁif,~€iﬁ‘“ﬁé ( Data
Protection Authority, DPA) :27#A & o b o &'

@R r P BE G F R TR
o ASRE 2 ?;’éi% % B 0 1L R gesk a5 o DPA :.::; %

h FHEEHFE R 2P FE 2T 2 HIIUB AEE E LA
FERA G NEJIF A% DPA i P g AIFLA
AEFRFABTRENE 2822 P ETRL P & fommd §

%7 Id. at 23.
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R T I T
O FRER T FBIRG R  T H RRILT
A CEP % FHE S o Gldoié ¥ J0F 5 EF A gk F] o 08

)

I -~ Data Protection Authority, France Deliberation No. 2012-214
(July 19, 2012)

# R F R E 8 B (Data Protection Authority, DPA) 3 & - &
+EE i—‘ﬁ FTFREE DAL T AARETE L N E 7L E R
B oDPA RAEFR  ZFEFMIATFREGTHEF - L2 2 M
LEFAL (Dldeds+ A4 2> F 5L 5 2ah > 12 CVV 1 58)
FALRAPES G2 Fd T f 2 Ry {lE e & o DPA
A ?:‘é—‘ﬁ?%?{f‘lf??ﬂ‘ii%’r Bt ACER Y (R E) b’“’r'i’sﬁfﬁiqfaﬁv

"

(3

B JIEEGTE AL A DPARRE R E S R L BT
PR TEARLAHT TR ER ARG YR ¥
P15 g RE TR FH T W EFL R A LR
I TRAIS S EFYEF > DPAGLE B RE N R 136 o

MU E AR 4 A el rEERT A FFEALBT

~ Spanish National Court of Appeals, June 6, 2012
- RS FE* 1373700 oy AR A TR £l220 - BR
BEAEE FHER FERLLAFFTE R Ao w i y i E
2Pt TRIKERe FrE P (P E0FFEZ RR) Je
RS AN LR RSt
( A

I A

AN
o

308 Jd. at 24-25.
309 Jd. at 25-26.
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BAS T B EREZE LR F AR DK B d 31T THES
¥ B (Data Protection Authority, DPA) 335 3%« @ 975 2 B F A f &2
@ﬁﬁé’“%ﬁﬁi&k%’ﬁ%@%’ﬁiﬁéﬁéfﬁﬂ°ﬁ

310 1d. at 26-27.
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Brd WRZAFHE LR FBETRLLEAS
$2 3 %% 6l

% - & %P GDPRAZ
- ~ 4 $ FHT A (biometric data) 2. LA H L B F

(=) 23 #FEFTHL &

GDPR % 4 1% % 14 ##0 4 4 # 7k (biometric data) (% & 5
M4 i 4 TP TR (specific technical processing) #7118 k>t p 2% 4 2
£ g8 eo(physical) ~ 2 22 sh(physiological) 2 7 % #(behavioural) 3 Az
w3 (allow) 2 £z 3% (confirm) 3% A 2 Jb 4 #+3% 14 (unique identification)
2 M A TR b4ei 25 R if(facial images) 2t 45 & 37k (dactyloscopic
data, i.e. fingerprint data) o 45t T & A FEHEFTHEEIRL 53 X

év‘ .

A S t?%f' DERRE M LA K A R A E
Fo A 5RETARARY o SPhdrdy R 30~ frig(inis) AR
49 (retina) ~ B A5 (ear shape) & -

® i FAT R ¢ b4t B F (keystroke) ~ # i (gait) ~ F %
(handwritten signature) ~ p% %= ¢ gi(eye tracking) % o

(=) # =+ GDPR $O0S lzai:ﬁ,ia\#ﬁigfﬁqi#gg{f#

% GDPR % 9 i % 132 > F4y TFABF » ¥ GDPR
G R 2 P TR 0 % R AR PR TT R b i
(uniquely identify)3 % g X 4 o ¥ 2 2 > GDPR B "4 $ T AL 2
oot > 3 WG TR AL s FREFEBE > F R TR
A€ H ehp e 5 K FF R (genetic data) (TS % 9 iE % 1A R T2
FRABEH XFLFRt s AT TR AL BT L
Bz s 2 EFuimE a g F4 5 & AFIFTRMEY thp ho

311 GDPR, Art. 4(14).
312 See Catherine Jasserand, Legal Nature of Biometric Data: From Generic Personal Data to
Sensitive Data, 2 EUR. DATA PROT. L. REV. 297, 304 (2016).

113



ﬁ?i’ﬁwR$4$‘Mﬁﬁjﬁ”i%%&?ﬁJ’jﬁ

FRABE Y 9ESY Lg% fpadhy Buld e p R4 qmd

P AT, o A L s GDPR 4 5] (i ch 8 1 7

(=) ARG

1. T 2 B peia? (specific technical processing) | 2. & % : 4 $ 3
AP BT AT A S R RIE B F S T A 3

® :rp (enrollment)ﬁﬁp DA PR A P e B i(image) |
PR AL B A P Tk A (sample) |

® Fjcdr B~(feature extraction)#z 5 : 45 % - #4k A P O M F S
HE R 250 T 3R B~ (extract) |
® i = (template)¥s 1t fiz (comparison) 2 & @ x {4 o #-3k Br2_ 3 faE =

T4 $rpe T e (template) ;| T 8%7% > 155 P {8 v i PR

Rp A oM

¥ 5‘5%3"] et S RN E Y L b0 B IR 2
FWamag c(DFHFEE ¥ UBEFALPEEY R (Pldcdp

38 ) @ﬁ%ﬁw’?Uﬁ%4#%k’®? BHEE

4 u,;jgl.]_%_;*”*ﬂ—.fr{%g_lg y lll——E fé!"‘ﬁ&w‘* 2 H o 315
FEEAEER £ AL A BTN A S S A 2 b B

B APEPT A R T RGP w2 %‘ﬂ%‘hﬂw (]
drdg ) o L2 L R4S (raw data) - F# G S AEY 14 &

33 GDPR, Recital 51 (“The processing of photographs should not systematically be
considered to be processing of special categories of personal data as they are covered by the
definition of biometric data only when processed through a specific technical means allowing
the unique identification or authentication of a natural person.).
314 See Jasserand, supra note 312, at 302-03.
315 J. P. Raynal, With Great Technology Comes Great Responsibility: Why Smartphone Users'
Biometric Data Needs to Be Protected, 48 HOFSTRA L. REV. 179, 191 (2019).
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2 TA B A | R E o B ¢ 4R S ST PR e T A

316

2. Tibdid s @ (uniquely identify) | 2 &8 % @ Tasw] | g0 Tpsn
2ZHA

WP29 =t 2012 ## # o0 [ 4 o e e B 2. & & 2 (Opinion
3/2012 on developments in biometric technologies) ; » » 7% 4 4 4
s w] (biometric identification) | &2 T # 4 43 forr 32/5% 2% (biometric
verification/authentication) | z. % ¢ :

® :mu(identify) | TK S HcA P SRR T > T - ¥
ehfie ¥ 42 & (one-to-many matching process) ;| o &Hzr;fzﬁj—;jﬁgfg PE
FUR TR p P L 0 A N YRR M R P Pl R
RN rﬁiéi’iu EFERYF R 4 N R F

FLE g ToE g R F AT SRR L AR

® rrin(verify), 7 sz A A% > A T - H- A
Blde o bR R P g R e

o]

(one-to-one matching process) |

AN I E R L F]j-\k . 318

;}7‘%;1 s I‘%xrqh g Fl;g{;‘;&J r:g,f;@_q iz ’E_;F,g 3 _;’T'J%:E‘f’g’if y e (7%

E] E’i”i%’ﬁ f‘g:p EJ‘J °

GDPR % 4 ix % 14 #x2 2 $pFcF Rz KR TE S 9iF % 1
BA PR T P S AR T 2R #* identification, identify -
A & * “verification”- F ; £ GDPR # % % 51 BZLP|fr PF g *
identification ¥ authentication ( " it u| N Z%E p 2R L 2 1

(allowing the unique identification or authentication of a natural person) ; >

316 See Jasserand, supra note 312, at 303.
317 'WP29, Opinion 3/2012 on developments in biometric technologies, 00720/12/EN: WP193,
April 27, 2012, available at
https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2012/wp1
93 en.pdf.
318 Id. at 5-6.
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m WP29 et it g B2 2 ¥ verification £2 authentication ¥ ¥ & F
it * o
GDPR * F 7% — R ¢ (F 24 &g & ?-?_1%\%%9?';”1;?

Prfh B T 2| 8TA 2 FIE o %gw«—:— YR S E et n
FEA L mrEss Wy JFF'B%;E? A AFEIR o itﬁp\
&d ﬁﬁﬁqﬁﬁ'%%%g\; ZEl S iﬁ Hfe > Wikigie * ;F}fﬁa
iﬂL—,ﬁ#ﬁﬁ‘TJ‘l ERBRE o A S F m;}ﬂjsvg\af 7L B - - i

e

#iEr o f TAEgn, £ 0@ 2 Tgke] ) fEY o i % GDPR % 4
i % 14ﬁi‘ébﬁﬁ EH LR AP PETHERES SR T2 &

=

,7,;@4#*3}44{{?.‘}'%11" Bl FEp RAERE ] A S
SRIE R 7% azﬁd»‘;ﬁ‘rﬁ@fm@’? o k2. F s ik GDPR w
T SLBZEP A BBBTAEY (75 0 7 R P EETH
L TR, B RAARE R A D P g RAER T L g
BRFE -

A4
)

* 37 er?» » GDPR % 4 i % 14 #’xi}ui PRFRT A2 T &2
Fr 2T uF AR R A 2 fbd ek (allowing or confirming the
unique identification of that natural person)i AR A he iR
10 jezF(allow) (3 T rx g_F,Q(conflrm)J’ a2 T R 8w (identify) |
7 ik T Ru(verify) ;o i gt *‘”Lﬁaﬁg'ﬁ, LW E A O ETERA
" b yEE 14 (unique identification) | R W A b TR 2 4 B b4
FER M2 B R U EE SRR R4 &Tfu R TR AT o

Pavw)  wue 3 Tsn, e Thsn, it e 3 Tavw g o

¥ 22 > GDPR % 4 %% 14$xm££;;;;:r;‘
Eal eI gk
FoRzER A gwg TR FRA 2 i r] ' GDPR % 9 if % 15
- HRTAF TR SFRBT > VR - B (F959)
B T v fhdr e 3a 3 2 p 2R A (for the purpose of uniquely
identifying a natural person)J ;LR P i > A2 GDPR %
4% % 1t Drg(confirm) y > RIS 257 &
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e B R FERS T 2 4 BT s o Tt B R
i?%‘%ﬁé’ﬂ%¢%ﬁ@ﬁ%wﬁﬁiﬂo;
% 51 Bhz 3 iz % ¥ GDPR ¥ 4 £ % 14 32 % &R 7910
moom2ky 9N 1IEm;F'7fé B3R T2 P o

= ~ GDPR $*t 1 3 $ 8 7 2 2 5 B TR chf o] (e 44

(- ) GDPR ¥ 9#s4% 2 i 7
% GDPR % 9 % % 1% #3043 B8 6 T2 4 R ikcF
L@ * 75 0 RPE ’%‘i’?*p—avﬂ%ﬁl”ZiE“r%am e

Fd T oo Aot iz o

=

1. 4§ % & ehp gk (explicit) b R, 2 8 #

AT FRRESGARZE(THUZ) R FE FHB
Fobo T @A E G E 4 P r(explicit) e & 7B T E
* o 9n gty § ¥ 4 en T (unambiguous) e R 1F R - i (2
) BFE2e2E*Ed VP mER G Ll RAZE R TPm

'LJ%‘T'\?iﬁLé ’&nlﬁrr%\iJ FRsafd- T2 ki, “ER

V

L;r. r’ -E?\Z\“iﬂ—:"&ﬁ‘[i: » 1B ey 'g’_‘—;-l?j‘\‘-fr_lﬁ_n
f”"w‘"% S (emall) 1@ 3% 554 4 (scanned) i § XK D
Qf;”ag\af%??.}g 321&9» Pf',E_,T' 2k _ {‘Q li;q.,.r%.ﬁ'lej;\: ,

2

3
EWN

= =
- ¥ e
A e TP &R v GEEP AT AT e @
& ¥

319 GDPR, Art. 9(2)(a).

320 GDPR, Art. 6(1)(a); GDPR, Art. 4(11).

321 See WP29, Guidelines on Consent under Regulation 2016/679, 17/EN: WP259rev.01, 18,
April 10, 2018, available at
https://ec.europa.eu/newsroom/article29/item-detail.cfm?item id=623051.
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2. AN ABE T¥13 8 TAEX 2o g Rl  HWE T A
‘f'liﬂ- u%;ivkrw £23En

2P (TEAEEE) AVEE L § R RS B HERR
ZER SHATHREEFT B F 12 TALE X 2 oik g
F3h2 AR EHT R AR frARB L FE TR E DR FE 7
v, 322

3 AWFHEFTEADE L 2 & & ] F (vital interests)#r & 2_iF *

PEEAALHIAZE A2 RAFY T OANRESTE
A

5. % ¥ A P A (manifestly)e p F 2B 2L b Faugr

d T B AR TIEY 2 R e g A
MEC pAOE LR R P REEEELET A TR
(deliberately) | @ @ F 2B chlFa; - X8 6lm 2 > 7 B F LA o 5P
Lo POt iR LR Fo T2 hor 0 R SRR A
FAB XA g E P TANMNS AR ISR FE R R
3 3

2
B RGBT OMMBGT p FORNe GgE T § g

C‘Hﬁ‘

22 GDPR, Art. 9(2)(b).

3223 GDPR, Art. 9(2)(c).

324 See GDPR, Recital 46.

25 GDPR, Art. 9(2)(d).

226 GDPR, Art. 9(2)(e).

327 See EU. AGENCY FOR FUNDAMENTAL RIGHTS ET AL., SUPRA NOTE 84, at 162.
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ﬁ%%%ﬁbﬁ?@@;,ﬁﬁw%ﬁéanggﬂjgﬁiﬁﬂ

wAFRAE TPE pFOR A BIFLAEABTEY T o

6. 5 ieiFik R B R LT

FHEEEF S22 GRAPEF R 2 RAE AT P2

fE ot & 2 Bplhoik e F AT B BT 0 Aof AL M
E=2%

GrFEE 3 & > TE R LR FIFY AFBE -

PeEEF D 2Ry pR L (Y ) TR
o it d & o x| F (substantial public interest)#7%
L &R %ﬁ.ﬁ 1= E\‘ g E"Z]/ZJ:‘ ’

° RIZFEZAEAREZRT PG F 2L éﬁ.}i‘i%t’gfﬁ;%g
B0 (ERURERT) T 0 A A AT L
DRAIEATE2LEY (blaed LTRSS P
EFRASLSFARALSFEE 23R8

28 GDPR, Art. 9(2)(f).
329 GDPR, Art. 9(2)(g).
330 GDPR, Art. 9(2)(h).
$1 GDPR, Art. 9(2)(i).
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o L EJENGMP I FEAFELFAT P I AP E S 8 iE
FLART2ZAFP e ANTRES AR $p a2 &
Btz iz AR EFREERIOAT > N A R EFEAZA
AMEFIE R D2 BRI T o LR (T 05

(=) GDPR % 22 % 45 ina p S 347 K w2 g2
2% GDPR % 22 ix % 4 4R T_ > NE RSP 2 p #2474 % >
FOIRE QRS 1ML RABET 52 Wil ks 9% 278
TRT2Z FEAPRERPL (Faix) fAWEERT(F94) 29
BEFd TR TR YRR UREEFE A2 p ﬁ‘i‘f |2 ¥

“i““

m
SFIATARRAE 0 - TR R bt e d o
(Z)GDPR§ 27§ 2L HE RN TR F S L32F* ¥4
AEERP A& A2 B AT
%% GDPR % 3 i % 231 L% GDPR % 7 L3k = G g B p
» 7RV

AR LI A

A5 0 PR R YR E B e fﬁﬂéiiﬁw%;

@ ANREFSNRBT CHHEEBEMLFIFAEFBTE
f’:‘; ’

® i T &= (monitoring) | B 8 RAGFLTE e EA
xif?f[}?@?f ;‘;. ;

~2

AR R R g F A £ K 0 k4 GDPR
27 5% 1384z RUET A RmPEEP 2 N4 o 2t - &8 F &

332 GDPR, Art. 9(2)(j).
333 GDPR, Art. 22(4).
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FiEs 2% azi T 2 P28 ¥ (BEFEMH) 22 270
HyEAmpd PSS h T HREY 75 o hAE - PR LR
RABRPB2Z AT AP ARHEEY ¥ 9ES 1AL FRBFTE
% 10 iEz L2 e %R FeEA, o A s NRF K AT RE R *#g\.
PARABTLAFHETAES > T L FHEOET > K2 EE R
M - S REER S - IRty - N SENCE SRR &

g

() GDPR % 30 i ¥ 532 BFE?* L&k s £

i GDPR % 30 i % 12 L% > FTHEP FEXLEY F7
EER G %\?\%f’@? SR RAF R RRFEF BIER T ST
FLIE g 4R R £?<~ﬁ 31 A feirt 250 4 '/TL{E‘%E\“‘E
FoopAR L FAREY R T PP d Bl F R e K2
Rz i@ » fHE® ¢ 325 QiF % 1 ArT 2 :H;féil[% & % 10 if
erfI;;)q}-;;—‘fJ,f;Lg;j Be2 B oA WL HA_R 1A it 250 A 0T
2 g F ey #r&ﬁé BRLAPPHHETH PR LEBTE

(1) GDPR % 35 i % 338 2 FH R B 5321 DPIA)RA £ 7 &
i+

* GDPR % 355 % 1382 > - & Fid :}”"? i FTE Y 75
= .

TR RpRAGpd EHFRELF RGP #”'gi)@“ E
EEFTHEEEPLTERR A RFIES 33 3R 'k 0T R
He S hARTE* A RHF2 5 9FF1 n’u&ﬁ:m » % 10 i
Zam R ek BE ST RR G 0 RETTARER ’%ﬁf%ﬁ}i 0
PR #""? F]'r/\J" B AR L 2 P RFRT L S RE
7R kR 3%"??\: i
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(=) GDPR ¥ 37 i % 1522 % F %& L (DPO)R & &7+

% GDPR % 37 % 178 % Cc Zx L 7_> ?7}»’#‘4’1‘?3 R ZLiFE iﬂ’
A A ARKREY E O 5 E 1 AR BEBTAY
10 i 48.% 2 % $182 2 B AR M B TR > Jisdy 2 DPO
-8 %R

Fed g BT AL R 0 Bl K4 - AR GDPR k2

- B IR o A R IMJ»E P (NEFR) RPN
B0 bldcE BB & 23050 2017 &£ £ 4teR T ATiR 7 en TR R AERLR

i%(Travelers Verification Service)z* & | » i * ¥ I0FEN J}i,{h’llﬁ;ﬁ;ﬂ»
%; 2 o 334

WEBER R e R A P AT - A TR R
B¥ ez =4 (State of Illinois)*t 2008 & 41 2 e 4= 7 4t

;% (Biometric Information Privacy Act, BIPA) = 335t ¢k » 4¢ ' (State
of Texas)2009 £ 31 £ 7% & (Texas Business and Commerce Code) ® 1]

"W s % 4 $r3iu) g (Capture or Use of Biometric Identifier,
CUBI) g R R A P R L o 308 goag ) (State of Washington) st
2017 & ] 7 8248 M K e AL g0 33740 4 (State of California)»®
2018 & F) T AV 7 H “%-% NiRES (Callfornla Consumer Privacy Act of
2018, CCPA) » »* 2020 £ 10 1 p Ak 3 g R S As
o mEHE PR ELFREFTANEY 75 T CCPARF -

1ot BIPA 2 CCPA T R B8 £ BT 2§ 4 A F3FER
TN B ERF N ZERNTRATHFERL A T 20
(attorney general) <17 % % &8 4 (civil penalty) - 3%°

33 See Raynal, supra note 315, at 197-98.
335 ILL. COMP. STAT. § 14/15(b) (2008).
3% TEX. BUS. & COM. CODE ANN. § 503.001(a) (2009).
337 WASH. REV. CODE ANN. § 19.375.010 (2017).
38 CAL. C1v. CODE § 1798.100 (2018).
39 See lan Taylor Logan, For Sale: Window to the Soul Eye Tracking as the Impetus for
Federal Biometric Data Protection, 123 PENN. ST. L. REV. 779, 799-80 (2019).
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1BIPA G b gt 2 Y R R 2 P RRTOREY (75

7RISR R
- HETF ELRRESLT R 22 THRETERL 2 M8

1

=N

SN S gl o N ’}"@&g&l?#i,:_ﬁ

g FEAEaRRZR RS
N S =) S

I

ERNS #@4#%ﬁﬁw’% SEEF LR SRR
A a R AR R AR h 0 MG AR
2« £} (subpoena) & 4 ;
Ao A RO R T % R u%*i?‘i%hmbﬂ%ﬂﬁ f@;g%&
H s 5 % 7k (confidential information) s i 25 4% & o
¥ = 8 78 kb

- ~WRERP
(- ) Staatssecretaris Case®"*

2013 & 11 * 15 p » - iR g2 B p 2 @ > v 4
BRAARTT - GREETFVY 5 NI AT ‘lu‘\fﬁ?ﬁ*

é‘p o JT B O R > ¥ £ + 9 (the Staatssecretaris van Justitie en
Veiligheid )(State Secretary for Justice and Security, Netherlands) (12 ™
i Staatssecretaris)*> 2014 # 3 » 28 p +%/8 1 A« ko e A iE

380 740 ILL. COMP. STAT. § 14/15 (2010); Raynal, supra note 309, at 204-05.
31 Case C-70/18, Staatssecretaris van Justitie en Veiligheid v A, B, P, Oct. 3, 2019, available
at
http://curia.europa.eu/juris/document/document.jsf?text=&docid=218617&pageIndex=0&doc
lang=en&mode=Ist&dir=&occ=first&part=1&cid=6956033.
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22 R A %3 E%INE i (a facial |mage) ¥ 10 & =+ 4p4p ¥ (10
fingerprints)sr2 4+ 4% #c 3 4L (biometric data) °

BEAHRMA »Hie PEFwAR L322 WHEE
#2014 %27 17 P > P 5 7Ze®MED 5 B i ¢ B3 R
B g 3 ¥ 3o 3Staatssecretaris # % 3t 2014 & 4 0 4 p R TR
PEE T Y o e R KRB/ BRI 1084
:fﬁ jFl o 344

FaEA Y kY AR B R RIVE A X P
Egzs e A B&P ¥ f]h Staatssecretaris & & A2 B# 2 4 ik
FALIRA 5 o w3 2014 £ 23 7 28 p g2 4 7 4 p > % Staatssecretaris
# 4= 7 Frr e (an administrative appeal) - 3*Staatssecretaris *+ 2014 #
127 23 p %2 2015 # 1" 6p & %35 w 7 B&P %2 A w7k ;s B&P
2 AL wJ)]* 3% 35 W 42w f7 B o1 Hague ¥ = j# fx(District Court, The
Hague, sitting in Rotterdam, Netherlands)# A= 3732 - 346

Hague ¥ = ;= 2>t 2016 & 2 * 3 p 2|+ Staatssecretaris pc3+ ;
Staatssecretaris = i fF <7 7+% R ¢ (Council of State, Netherlands)#
A F 3 AL R €A B 2 PR R R AR A AL o 3

® B # Fedp 41 Article 13 of Decision No 1/80 & b £ 1 3 * (=
PATHR RS B P Rk AR I DHARAGTR o g f RS
w03 iEerLepfdep d o X 32 Article 13 of Decision No 1/80 # <
PEAR Y G Bt eniE U] o 3B R R RS 6 AR
2 BT BT AR 90 R ARRPRF A F Y o & fudk Bg 3

¥ dn. fréﬁ AP EERTRERT Jf;é;k Article 13 of Decision No
1/80 #7 % 2. % Bets ehated 4] o 349.;47%@55 RN EIC S PERE N IS A

%2 Id. para. 21.
33 Id. para. 22.
344 Id. para. 23.
35 Id. para. 24.
36 ]d. para. 25-26.
37 Id. para. 28-31.
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39 Id. para. 41-43.
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30 Jd. para. 44.
%1 Id. para. 46.
%2 Id. para. 47.
33 Id. para. 48.
%4 Id. para. 50.
%5 Id. para. 56.
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36 Id. para. 58.
%7 Id. para. 59.
%8 Jd. para. 62.
39 Id. para. 63.
360 Jd. para. 64.
%1 Jd. para. 65.
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363 Id. para. 67.
%4 Id. para. 68.
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A TR B X G R R e T AR Y
TP AR oIS R MR Y hL P TR

(D) # & Rl ERA R FHEEPE > FEB7 R FHCED &

J B £ PR 2 (Stb. 1991, No 498, the Passport Law)# %_:
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(Article 2(1)) ;

® =iy &~ #(identity card) 1F 3 AR ek (T EE 2 4430 1957 & 12
P13 P AT REE THE RS WA R
2P| 2. % B R _(the European Agreement on Regulations

36 Joined Cases C-446/12 to C-449/12, W.P. Willems (C-446/12) v Burgemeester van Nuth,
H.J. Kooistra (C-447/12) v Burgemeester van Skarsterlan, M. Roest (C-448/12) v
Burgemeester van Amsterdam, and L.J.A. van Luijk (C-449/12) v Burgemeester van Den
Haag, April 16, 2015, available at
http://curia.europa.cu/juris/document/document.jsf?text=&docid=163716&pagelndex=0&doc
lang=en&mode=Ist&dir=&occ=first&part=1&cid=1946450.
%7 Id. para. 7.
%8 Jd. para. 8.
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39 Jd. paras. 10-12.
370 Id. para. 16.
311 Id. paras. 17-18.

372 Id. paras. 22-24.
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(- ) Inre Facebook Biometric Info. Privacy Litig.

# 2015 # 7 In re Facebook Biometric Info. Privacy Litig. % i* # >
Bt BN R ARG E (Facebook) A 58 ¥ A R 0 1 * G I
BAAS LR DR ST R F 2 RINT AR DL AT RE
é’QFBPA%{Jﬁ?mhﬁiRiﬁﬁﬁﬁﬁgﬁﬁom%%

3 Id. para. 30.
374 Id. para. 33.
37 Id. para. 36.

376 Id. paras. 47-48.
3" In re Facebook Biometric Info. Privacy Litig., 185 F. Supp. 3d 1155, 1159 (N.D. Cal.
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iE et 2016 F B XL s & & MY BIPA (i R AT S % o $3 = )
FHEFERJIE oA AR Y%L XA 1%k BIPA
B4 BT R 2 & 0 B il (photographs) st B~ p BB & 2
7L (any information derived from those photographs) > @ % 2 3 84
BBz 2B-p 2 Pl d o B &R fBIPAR T2 4 F 4
BT o B2 e G b I A%k > F AP BN PR
(biometric identifier)erdFdn i ¥ AT B AR P A F 0 - L Bt i)
#E“,f BIPA i # » #-+ tgi]33 BIPA i # |+ o Blgny g i b 2%
et 2019 EAERB M T b PR T s s E 2 RS ;}4'%‘3—% -
E rhfg;«f 11%4 o2 A+ 6.5 lﬂi ﬁﬁlﬁaﬁ’ff’ﬁm o 382;: I_EZ]%?EK,Z‘E =3
EET 2021 & 20 26 p B E%E 165 RE A S BRI
Fenfefiz > T s kpd L AR EEEIRY FE R RN
160 :37";{- o, 383

3

2016).
378 Id. at 1159.
319 Id. at 1169.
30 Jd. at 1170(“Facebook has also moved to dismiss on the ground that the statute excludes
from the definitions of ‘biometric identifier’ and ‘biometric information’ (1) photographs and
(2) any information derived from those photographs. Dkt. No. 69 at 10-11. Facebook says
that its biometric data is derived exclusively from uploaded photographs and therefore it
cannot be subject to BIPA.”).
%L Jd. at 1171 (“The statute’s focus is on newer technology like scans of face geometry,
whose ‘full ramifications’ are not known. Id. at 14/5(f). Read together, these provisions
indicate that the Illinois legislature enacted BIPA to address emerging biometric technology,
such as Facebook’s face recognition software as alleged by plaintiffs, without including
physical identifiers that are more qualitative and non-digital in nature. ‘Photographs’ is better
understood to mean paper prints of photographs, not digitized images stored as a computer
file and uploaded to the Internet. Consequently, the Court will not read the statute to
categorically exclude from its scope all data collection processes that use images. And to read
that categorical exclusion into the statute would substantially undercut it because the scanning
of biometric identifiers is often based on an image or photograph.”).
%2 In re Facebook Biometric Information Privacy Litigation, LABATON SUCHAROW, Updated:
October 28, 2020,
https://www.labaton.com/cases/in-re-facebook-biometric-information-privacy-litigation (last
visited Dec. 22, 2020).
B ZRE P LW WAL W NP R P A B e g F % 2 1 181 R frfE 0 2021/02/27 »
https://www.cna.com.tw/news/firstnews/202102280175.aspx ( & & iF oo 2021/03/02) -
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(= ) Norberg v. Shutterfly, Inc.

% 2015 # # Norberg v. Shutterfly, Inc. % ¢ » 38 p 2 5 3%
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2t Shutterfly =2 ff % » FIM B2 &2 Bz eb b 4 #W:F‘fﬁ:
T?“ﬂ‘*'m% BACR L AW ERBEHR R R o

%4 Norberg v. Shutterfly, 152 F. Supp. 3d 1103 (N.D. 111. 2015).
%5 Id. at 1106.

%6 1d. at 1105.
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