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Article 29 Working Party
P ¥ 291 i8] e
Adequacy Referential
i R S A A
Introduction

The Working Party of EU Data Protection Authorities’(the WP29) has
previously published a Working Document on transfers of personal data
to third countries (WP12)% With the replacement of the Directive by the
EU General Data Protection Regulation (GDPR)®, WP29 is revisiting
WP12, its earlier guidance, to update it in the context of the new
legislation and recent case law of the European Court of Justice (CJEU)".

33

@Eﬂ'l}?'ﬁ'—pﬁ’bﬁfﬁ?lm Pl (TS 29 i1 (5] ) mog 3 # B
@%}Uﬁ‘ TR M2 0T 2 (T H WPL2)o ﬁc (- 7
wE A (GDPR)) B~ (B 4 TR £ ) ¥ 29 k1 (7]

-

As established under Article 29 of the EU Data Protection Directive 95/46/EC

2% R % O5/46/EC 5Lip £ 5 29 it = o

WP12 , “Working Document: Transfers of personal data to third countries : Applying Articles 25 and

26 of the EU data protection directive” adopted by the Working Part on 24 July 1998.

TAER R AT PR 1998 70 24 Pl B B A TSR LR

25 5% % 26 % -

® Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA
relevance)
2016 & 4 7 27 p gtk € T g MY IRE R A B A TR ASE o F BE iz R (EU)
2016/679 > 11 2 }%;Jf % 95/46/ EC 5idq 4 (- AR FR ERR]) (&2 EEAAPM 7% & )o

* Including Case C- 362/14, Maximillian Schrems v Data Protection Commissioner, 6 October 2015

# 3 2015 # 10 * 6 p Case C-362/14 - Maximillian Schrems £ 73t i3 F - % 2 54 o
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This working document seeks to update Chapter One of WP12 relating to
the central question of adequate level of data protection in a third country,
a territory or one or more specified sectors within that third country or in
an international organization (hereafter: "third countries or international
organizations"). This document will be continuously reviewed and if
necessary updated in the coming years, based on the practical experience
gained through the application of the GDPR. Chapters 2 (Applying the
approach to countries that have ratified Convention 108) and 3 (Applying
the approach to industry self-regulation) of the WP12 document should
be updated at a later stage.
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This working paper is focused solely on adequacy decisions, which are
implementing acts® of the European Commission, according to article 45
of the GDPR. Other aspects of transfers of personal data to third countries
and international organizations will be examined in following working
papers that will be published separately (BCRs, derogations).
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See relevant articles 45(3) and 93(2) of the GDPR for further information on the implementing acts
3 0L GDPR % 45 i % 3382 % 9315 % 25 ApRE 5 (72 o
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This document aims to provide guidance to the European Commission
and the WP29 under the GDPR for the assessment of the level of data
protection in third countries and international organizations by
establishing the core data protection principles that have to be present in a
third country legal framework or an international organization in order to
ensure essential equivalence with the EU framework. In addition, it may
guide third countries and international organizations interested in
obtaining adequacy. However, the principles set out in this working
document are not addressed directly to data controllers or data processors.
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The present document consists of 4 Chapters :

Chapter 1. Some broad information in relation to the concept on
adequacy

Chapter 2: Procedural aspects for adequacy findings under the GDPR

Chapter 3: General Data Protection Principles. This chapter includes the
core general data protection principles to ensure that the level of data
protection in a third country or international organization is essentially
equivalent to the one established by the EU legislation.

Chapter 4: Essential guarantees for law enforcement and national security
access to limit the interferences to fundamental rights. This Chapter
includes the essential guarantees for law enforcement and national
security access following the CJEU Schrems judgment in 2015 and based
on the Essential Guarantees WP29 working document adopted in 2016.
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Chapter 1: Some broad information in relation to the concept of adequacy
# LR Mg L R T R

Avrticle 45, paragraph (1) of the GDPR sets out the principle that data
transfers to a third country or international organization shall only take
place if the third country, territory or one or more specified sectors within
that third country or the international organization in question, ensures an
adequate level of protection.
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This concept of “adequate level of protection” which already existed
under Directive 95/46, has been further developed by the CJEU. At this
point it is important to recall the standard set by the CJEU in Schrems,
namely that while the "level of protection™ in the third country must be
"essentially equivalent” to that guaranteed in the EU, "the means to which
that third country has recourse, in this connection, for the purpose of such

a level of protection may differ from those employed within the [EU]"".
Therefore, the objective is not to mirror point by point the European
legislation, but to establish the essential — core requirements of that
legislation.

7 Case C-362/14,Maximillian Schrems v Data Protection Commissioner,6 October 2015 (§§73,74);
2. Case C-362/14 » Maximillian Schrems £2 T3t f3 F - % 2;4>2015# 10 * 6 p » % 73 f< 2
¥ 748
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The purpose of adequacy decisions by the European Commission is to
formally confirm with binding effects on Member States® that the level
of data protection in a third country or an international organization is
essentially equivalent to the level of data protection in the European
Union®. Adequacy can be achieved through a combination of rights for
the data subjects and obligations on those who process data, or who
exercise control over such processing and supervision by independent
bodies. However, data protection rules are only effective if they are
enforceable and followed in practice. It is therefore necessary to consider
not only the content of rules applicable to personal data transferred to a
third country or an international organization, but also the system in place
to ensure the effectiveness of such rules. Efficient enforcement
mechanisms are of paramount importance to the effectiveness of data
protection rules.
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° Case C-362/14,Maximillian Schrems v Data Protection Commissioner6 October 2015 (8852);
2. Case C-362/14 » Maximillian Schrems £2 F 3t %3 F - % 21;4--2015# 10 * 6 p > % 52 £ ©
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Article 45, paragraph (2) of the GDPR, establishes the elements that the
European Commission shall take into account when assessing the
adequacy of the level of protection in a third country or international
organization.

GDPR % 45 i5 % 27 > GARAPHEERL ¢ A =R 3 F 2 RNA W% e
B2 BEEEAREEEFEY L LG -

For example, the Commission shall take into consideration the rule of law,
respect for human rights and fundamental freedoms, relevant legislation,
the existence and effective functioning of one or more independent
supervisory authorities and the international commitments the third
country or international organization has entered into.

Pl REERT EZERFE - HAMEEpI 2B M2 E
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It is therefore clear that any meaningful analysis of adequate protection
must comprise the two basic elements: the content of the rules applicable
and the means for ensuring their effective application. It is upon the
European Commission to verify — on a regular basis - that the rules in
place are effective in practice.

d N AL e T UG R AL AR %ZIE%ME% -
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REL g FP -

The ‘core” of data protection ‘content’ principles and
‘procedural/enforcement’ requirements, which could be seen as a
minimum requirement for protection to be adequate, are derived from the
EU Charter of Fundamental Rights and the GDPR. In addition,
consideration should also be given to other international agreements on
data protection, e.g. Convention 108™.

1% Recital 105 of the GDPR
% GDPR # = % 105 g
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Attention must also be paid to the legal framework for the access of
public authorities to personal data. Further guidance on this is provided in
Working paper 237 (i.e. the Essential Guarantees document)™
safeguards in the context of surveillance.

PRw BT LSRN E R TR 2R R 0§ 237500
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General provisions regarding data protection and privacy in the third
country are not sufficient. On the contrary, specific provisions addressing
concrete needs for practically relevant aspects of the right to data
protection must be included in the third country’s or international
organization’s legal framework. These provisions have to be enforceable.

PR BFHESRR- RRTE AL P LY LHRLR
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Chapter 2: Procedural aspects for adequacy findings under the GDPR
2% GDPRM» i MG B A2 25

For the EDPB to fulfil its task in advising the European Commission
according to Article 70(1) (s) of the GDPR the EDPB should be provided
with relevant documentation, including relevant correspondence and the
findings made by the European Commission. Where the legal framework
is complex, this should include any report prepared on the data protection

' Working Document 01/2016 on the justification of interferences with the fundamental rights to
privacy and data protection through surveillance measures when transferring personal data
(European Essential Guarantees), 16/EN WP 237, 13 April 2016

BTGB SRR 2R T RS A AL TR FF 22 Fe 2
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level of the third country or international organization. In any case, the
information provided by the European Commission should be exhaustive
and put the EDPB in a position to make an own assessment regarding the
level of data protection in the third country. The EDPB will provide an
opinion on the European Commission’s findings in due time and, identify
insufficiencies in the adequacy framework, if any. The EDPB will also
endeavor to propose alterations or amendments to address possible
insufficiencies.
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According to Article 45 (4) of the GDPR it is upon the European
Commission to monitor — on an ongoing basis - developments that could
affect the functioning of an adequacy decision.

&
75}& Ex #
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Article 45 (3) of the GDPR provides that a periodic review must take
place at least every four years. This is, however, a general time frame
which must be adjusted to each third country or international organization
with an adequacy decision. Depending on the particular circumstances at
hand, a shorter review cycle could be warranted. Also, incidents or other
information about or changes in the legal framework in the third country
or international organization in question might trigger the need for a
review ahead of schedule. It also appears to be appropriate to have a first
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review of an entirely new adequacy decision rather soon and gradually
adjust the review cycle depending on the outcome.

GDPR % 45 i % 3R ¥» 2" F A ERAGF LI F 4 - Rm
- HPFABARI P RBYS = RS ﬂm@*miiﬂw*
AU PRI R R BRI NV N EF R TR AT o
R R VE R CR SR - A R A S A
RATARTFF AL G R LA TR EAH AL G LB REA(F
RBEDRFTHF G A LB FEAAEF LD -

Given the mandate to provide the European Commission with an opinion
on whether the third country, a territory or one or more specified sectors
in this third country or an international organization, no longer ensures an
adequate level of protection, the EDPB must, in due time, receive
meaningful information regarding the monitoring of the relevant
developments in that third country or international organization by the
EU Commission. Hence, the EDPB should be kept informed of any
review process and review mission in the third country or to the
international organization. The EDPB would appreciate to be invited to
participate in these review processes and missions.
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It should also be noted that according to article 45 (5) of the GDPR the
European Commission has the right to repeal, amend or suspend existing
adequacy decisions. The procedure to repeal, amend or suspend should
consequently involve the EDPB by requesting its opinion pursuant art.
70(2) (s).
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Furthermore, as now recognized in article 58 (5) of the GDPR and
according to the CJEU’s Schrems ruling, data protection authorities must
be able to engage in legal proceedings if they find a claim by a person
against an adequacy decision well founded: “It is incumbent upon the
national legislature to provide for legal remedies enabling the national
supervisory authority concerned to put forward the objections which it
considers well founded before the national courts in order for them, if
they share its doubts as to the validity of the Commission decision, to
make a reference for a preliminary ruling for the purpose of examination

of the decision’s validity”*.

7 ﬁ » & GDPR % 58 if % 55 R % > % $2yx CIJEU ** Schrems % 2
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Chapter 3: General Data Protection Principles to ensure that the level of
protection in a third country, territory or one or more specified sectors
within that third country or international organization is essentially
equivalent to the one guaranteed by the EU legislation

FI3FR - HFTHEFER > MEFEFZRFEFZ RPN AP S -
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A third country’s or international organisation’s system must contain the

following basic content and procedural/enforcement data protection
principles and mechanisms:

2 Case C-362/14,Maximillian Schrems v Data Protection Commissioner 6 October 2015 (865)
2. Case C-362/14 > Maximillian Schrems £2 33 %3 F - % 2);4--2015 % 10 * 6 p > % 65 £ o
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A. Content Principles : p % /& R
1)Concepts

Basic data protection concepts and/or principles should exist. These do
not have to mirror the GDPR terminology but should reflect and be
consistent with the concepts enshrined in the European data protection
law. By way of example, the GDPR includes the following important
concepts: “personal data”, “processing of personal data”, “data
controller”, “data processor", “recipient” and ““sensitive data”.
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2)Grounds for lawful and fair processing for legitimate purposes
Data must be processed in a lawful, fair and legitimate manner.

The legitimate bases, under which personal data may be lawfully, fairly
and legitimately processed should be set out in a sufficiently clear manner.
The European framework acknowledges several such legitimate grounds
including for example, provisions in national law, the consent of the data
subject, performance of a contract or legitimate interest of the data
controller or of a third party which does not override the interests of the
individual.
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3)The purpose limitation principle

Data should be processed for a specific purpose and subsequently used
only insofar as this is not incompatible with the purpose of the
processing.
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4)The data quality and proportionality principle

Data should be accurate and, where necessary, kept up to date. The data
should be adequate, relevant and not excessive in relation to the purposes
for which they are processed.
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5)Data Retention principle

Data should, as a general rule, be kept for no longer than is necessary for
the purposes for which the personal data is processed.

5) i 7 %3 R R
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6) The security and confidentiality principle

Any entity processing personal data should ensure that the data are
processed in a manner that ensures security of the personal data,
including protection against unauthorized or unlawful processing and
against accidental loss, destruction or damage, using appropriate technical
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or organisational measures. The level of the security should take into
consideration the state of the art and the related costs.
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7)The transparency principle

Each individual should be informed of all the main elements of the
processing of his/her personal data in a clear, easily accessible, concise,
transparent and intelligible form. Such information should include the
purpose of the processing, the identity of the data controller, the rights
made available to him/her and other information insofar as this is
necessary to ensure fairness. Under certain conditions, some exceptions
to this right for information can exist, such as for example, to safeguard
criminal investigations, national security, judicial independence and
judicial proceedings or other important objectives of general public
interest as is the case with Article 23 of the GDPR.
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8)The right of access, rectification, erasure and objection

The data subject should have the right to obtain confirmation about
whether or not data processing concerning him / her is taking place as
well as access his/her data, including obtaining a copy of all data relating
to him/her that are processed.
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The data subject should have the right to obtain rectification of his/her
data as appropriate, for specified reasons, for example, where they are
shown to be inaccurate or incomplete and erasure of his/her personal data
when for example their processing is no longer necessary or unlawful.

The data subject should also have the right to object on compelling
legitimate grounds relating to his/her particular situation, at any time, to
the processing of his/her data under specific conditions established in the
third country legal framework. In the GDPR, for example, such
conditions include when the processing is necessary for the performance
of a task carried out in the public interest or when it is necessary for the
exercise of official authority vested in the controller or when the
processing is necessary for the purposes of the legitimate interests
pursued by the data controller or a third party.

The exercise of those rights should not be excessively cumbersome for
the data subject. Possible restrictions to these rights could exist for
example to safeguard criminal investigations, national security, judicial
independence and judicial proceedings or other important objectives of
general public interest as is the case with Article 23 of the GDPR.
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9)Restrictions on onward transfers

Further transfers of the personal data by the initial recipient of the
original data transfer should be permitted only where the further recipient
(i.e. the recipient of the onward transfer) is also subject to rules (including
contractual rules) affording an adequate level of protection and following
the relevant instructions when processing data on the behalf of the data
controller. The level of protection of natural persons whose data is
transferred must not be undermined by the onward transfer. The initial
recipient of the data transferred from the EU shall be liable to ensure that
appropriate safeguards are provided for onward transfers of data in the
absence of an adequacy decision. Such onward transfers of data should
only take place for limited and specified purposes and as long as there is a
legal ground for that processing.
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B. Examples of additional content principles to be applied to specific
types of processing :
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1)Special categories of data
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Specific safeguards should exist where ‘special categories of data are
involved ™. These categories should reflect those enshrined in Article 9
and 10 of the GDPR. This protection should be put in place, through
more demanding requirements for the data processing such as for
example, that the data subject gives his/her explicit consent for the
processing or through additional security measures.
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2)Direct marketing

Where data are processed for the purposes of direct marketing, the data
subject should be able to object without any charge from having his/her
data processed for such purposes at any time.
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3)Automated decision making and profiling

Decisions based solely on automated processing (automated individual
decision-making), including profiling, which produce legal effects or
significantly affect the data subject, can take place only under certain
conditions established in the third country legal framework. In the
European framework, such conditions include, for example, the need to
obtain the explicit consent of the data subject or the necessity of such a
decision for the conclusion of a contract. If the decision does not comply
with such conditions as laid down in the third country legal framework,
the data subject should have the right not to be subject to it. The law of

Y Such special categories are also known as “sensitive” in recital 10 of the GDPR.
AL T BE AGDPR#% % % 108745 Tacg | BF -
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the third country should, in any case, provide for necessary safeguards,
including the right to be informed about the specific reasons underlying
the decision and the logic involved, to correct inaccurate or incomplete
information, and to contest the decision where it has been adopted on an
incorrect factual basis.
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C. Procedural and Enforcement Mechanisms :
CAZR EZH 74 -

Although the means to which the third country has recourse for the
purpose of ensuring an adequate level of protection may differ from those
employed within the European Union', a system consistent with the
European one must be characterized by the existence of the following
elements :

FPZREERE R A RATHRP L LI EAEERE A Rl R L
BRE R IR LG TR

1) Competent Independent Supervisory Authority

One or more independent supervisory authorities, tasked with monitoring,
ensuring and enforcing compliance with data protection and privacy

provisions in the third country should exist. The supervisory authority
shall act with complete independence and impartiality in performing its

¥ Case C-362/14,Maximillian Schrems v Data Protection Commissioner,6 October 2015,para.74.
% Case C-362/14 - Maximillian Schrems £2 3 %3 F - % 2)4--2015 % 10 * 6 p > % 74 £ o
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duties and exercising its powers and in doing so shall neither seek nor
accept instructions. In that context, the supervisory authority should have
all the necessary and available powers and missions to ensure compliance
with data protection rights and promote awareness. Consideration should
also be given to the staff and budget of the supervisory authority. The
supervisory authority shall also be able, on its own initiative, to conduct
investigations.

1) i ¥z b £
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2) The data protection system must ensure a good level of compliance

A third country system should ensure a high degree of accountability and
of awareness among data controllers and those processing personal data
on their behalf of their obligations, tasks and responsibilities, and among
data subjects of their rights and the means of exercising them. The
existence of effective and dissuasive sanctions can play an important role
in ensuring respect for rules, as of course can systems of direct
verification by authorities, auditors, or independent data protection
officials.

2) 1 F AR A G L ik R AR

Bz R BARLE R RTE SRER TR A RE
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3) Accountability
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A third country data protection framework should oblige data controllers
and/or those processing personal data on their behalf to comply with it
and to be able to demonstrate such compliance in particular to the
competent supervisory authority. Such measures may include for example
data protection impact assessments, the keeping of records or log files of
data processing activities for an appropriate period of time, the
designation of a data protection officer or data protection by design and
by default.

3) i 1
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4) The data protection system must provide support and help to individual
data subjects in the exercise of their rights and appropriate redress
mechanisms

The individual should be able to pursue legal remedies to enforce his/her
rights rapidly and effectively, and without prohibitive cost, as well as to
ensure compliance. To do so there must be in place supervision
mechanisms allowing for independent investigation of complaints and
enabling any infringements of the right to data protection and respect for
private life to be identified and punished in practice.

Where rules are not complied with, the data subject should be provided as
well with effective administrative and judicial redress, including for
compensation for damages as a result of the unlawful processing of
his/her personal data. This is a key element which must involve a system
of independent adjudication or arbitration which allows compensation to
be paid and sanctions imposed where appropriate.

4) T@:?l,ﬂ‘;ﬁﬁﬁﬁﬂ)@ #H B W) 1[3: TEEAGR ’hﬁ HELEHE 2
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Chapter 4 : Essential guarantees in third countries for law enforcement
and national security access to limit interferences to fundamental rights

FAR UPFRGEZ MRE 2 IR T LwA A EL Y F R

When assessing the adequacy of the level of protection, under Art 45(2)(a)
the Commission is required to take into account “relevant legislation,
both general and sectoral, including concerning public security, defence,
national security and criminal law and the access of public authorities to
personal data as well as the implementation of such legislation...”.

P LR L LR RR AL R A5 S 2T a
BYE MG AE e R e S HE 2L 2 AR mp:
2R ST M B R L %;Jf:iuz R E STRCEIE B S

The CJEU in Schrems, noted that the “term ‘adequate level of protection’
must be understood as requiring the third country in fact to ensure, by
reason of its domestic law or its international commitments, a level of
protection of fundamental rights and freedoms that is essentially
equivalent to that guaranteed within the European Union by virtue of
Directive 95/46 read in the light of the Charter”.

CJEU *+ Schrems & @ 45 &) » TP 2k 2 sf AR R 5 - BLY F Y
SZRHE PN RS RERE RS iﬂ‘z&i‘%ﬁ-&i’ﬁ Ei 2z n%%ﬁi)i: ’
LR ¥ O5M6HA L BRI TERETTER -
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Even though the means to which that third country has recourse, in this
connection, may differ from those employed within the European Union,
those means must nevertheless prove, in practice, effective™.

GEFZRNEGEHFP L RELIRLG AR TR BTl ERD
7

RS F kT A e

In this context, the court also noted critically that the previous Safe
Harbor decision did “not contain any finding regarding the existence, in
the United States, of rules adopted by the State intended to limit any
interference with the fundamental rights of the persons whose data is
transferred from the European Union to the United States, interference
which the State entities of that country would be authorized to engage in
when they pursue legitimate objectives, such as national security.”

ALFRT ORI ATREPEEIRLIE 2BART DA
FRERNFFERZE HHAOFBYSERE LR RE 221
FEACTE R BT BE BRI R S AAEL TS

RS T

The WP29 has identified in the opinion WP237, adopted on 13 April
2016, essential guarantees reflecting the jurisprudence of the CJEU and
the ECHR in the field of surveillance. While the recommendations
detailed in WP237 remain valid and should be taken into account when
assessing the adequacy of a third country in the field of surveillance, the
application of these guarantees may differ in the fields of law
enforcement and national security access to data. Still those four
guarantees need to be respected for access to data, whether for national
security purposes or for law enforcement purposes, by all third countries
in order to be considered adequate :

1) Processing should be based on clear, precise and accessible rules (legal
basis)

> See recital 74 of Case C-360/14 “Schrems”
% Case C-360/14(3¥ix : iz % C-362/14 2%-42) Schrems % 2|/ % 74 2 o
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2) Necessity and proportionality with regards to legitimate objectives
pursued need to be demonstrated

3) The processing has to be subject to independent oversight
4) Effective remedies need to be available to the individuals

#2908 15/ v 2016 # 4 7 13 p iz WP237 5ug ¢ 4 2
BRI LR pRCR A P R R IR ST E f2 458 - WP23T
PHESEuERT e D RN FER F 2 WE B2 LR - BT E i
BT EFIRE AR RE 2 A E BT LA 0 TR LRSS
H3 2o fkm o 1y %v.’:l,&]fi A AR RE 22 p TR
PP AR DT A ERE

1) B F & ?)@-Ey_\%iﬁ\pﬁjza\,z%(,z_,;;b%\)
2) FHME XD E P 2 &8P LG
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Judgment

H] 4

1 Judgment

H] -

1 This request for a preliminary ruling relates to the interpretation, in
the light of Articles7, 8 and 47 of the Charter of Fundamental
Rights of the European Union (‘the Charter’), of Articles 25(6) and
28 of Directive 95/46/EC of the European Parliament and of the
Council of 24 October 1995 on the protection of individuals with
regard to the processing of personal data and on the free movement
of such data (OJ 1995 L 281, p. 31), as amended by Regulation (EC)
No 1882/2003 of the European Parliament and of the Council of
29 September 2003 (OJ 2003 L 284, p. 1) (‘Directive 95/46°), and,
in essence, to the validity of Commission Decision 2000/520/EC of
26 July 2000 pursuant to Directive 95/46 on the adequacy of the
protection provided by the safe harbour privacy principles and
related frequently asked questions issued by the US Department of
Commerce (0OJ 2000 L 215, p. 7).

ARGFFRAAILIGH SRR AAENEF S 78475 (7
ﬁhiﬁr ) CEMRE VWP T 2301995 # 10 * 24 p B F A
| h o f@ﬁ%ii@a?fﬁ—ﬁgéi (0J 1995 L 281, p. 31) B2 ¥
B % 95/46/EC 5idp 4 % 25 %% 678 2 % 28 % » (S SRR E
BREEE 32003 F 9% 29 p ¢35 (0J2003L284,p.1) i

i1 cpreliminary ruling 43 & B § R E&]/z et e @ 2 R EENIENZ ﬁiﬁzfﬁ ’
A iR ren o 3 A CIEU Gl A2 G A2 L w2 M h R 2 il B
FIRL P E g0 R G R R R R 0 B Rt R i JES 1P
LB R ’] PN
?3"}1 : x4 Md B =3 € (Council of the EU & £ = Council of Ministers, f # the
Council)»"f@/l';ﬁ;g(European Parliament)#tie = - H ¢ FpF @ E ¢d & f M7IVE%F | &2
0% PTRCE hd sREe o BOMYIR G RIAR R YRR T R
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The request has been made in proceedings between Mr. Schrems
and the Data Protection Commissioner (‘the Commissioner’)
concerning the latter’s refusal to investigate a complaint made by Mr.
Schrems regarding the fact that Facebook Ireland Ltd (‘Facebook
Ireland’) transfers the personal data of its users to the United States
of America and keeps it on servers located in that country.
A% 0k Schrems A 2 s iRk F (T AEET ) o HHIEE
TAH® Schrems L2 g T Sy o (TH%E S
fog) #r o2 A E%‘P‘@éﬁla FRTFEEF3NF P PIRE-
i o

tw c‘}

Legal context
PERS Y
Directive 95/46
95/46 75 ¢
Recitals 2, 10, 56, 57, 60, 62 and 63 in the preamble to Directive
95/46 are worded as follows:
4T LM% 2-10-56+57-6062-63 8~ F4oT ¢
‘(2) ... data-processing systems are designed to serve man; ... they
must, whatever the nationality or residence of natural persons,
respect their fundamental rights and freedoms, notably the right
to privacy, and contribute to ... the well-being of individuals;
CREARIE R ALTR S IRARA F A KL AR RAZRES A
p o REEHAAENEAD £ EFEL R X LB A
ABAk. .. itﬁ‘/,?c
(10) ... the object of the national laws on the processing of personal

data is to protect fundamental rights and freedoms, notably the

right to privacy, which is recognised both in Article 8 of the
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European Convention for the Protection of Human Rights and
Fundamental Freedoms|, signed in Rome on 4 November 1950,]
and in the general principles of Community law; ..., for that
reason, the approximation of those laws must not result in any
lessening of the protection they afford but must, on the contrary,
seek to ensure a high level of protection in the Community;
ﬂ?ﬁA?ﬂﬁ@wwééipﬁﬁ%%%iﬁﬂ&@é
fwvu ERE L AR ABEAAR D o (1950 &
117 4p>» BB 5%) ¥ 8ifgHeAis P2 L2
Ja BT FRt 0 i R iTItA 0 2 T E JE 2
Flpig o R 0 F A AR SRS FHE R %R 2 R,

(56) ... cross-border flows of personal data are necessary to the
expansion of international trade; ... the protection of individuals
guaranteed in the Community by this Directive does not stand in
the way of transfers of personal data to third countries which
ensure an adequate level of protection; ... the adequacy of the
level of protection afforded by a third country must be assessed
in the light of all the circumstances surrounding the transfer
operation or set of transfer operations;

RN S R0 ®%ﬁwﬁ?¥iﬁiﬁ%%$; AR
SRR dp A B AL R T a4 T B
PR BEOREG RARRE R WA %2 R LR
AR /’Efa@ﬁ%ﬁ’r?ﬁé}— FEIES @ﬁs«] EE 22 975 it
MR,

(57) ... on the other hand, the transfer of personal data to a third
country which does not ensure an adequate level of protection
must be prohibited,;

LT -G o MBFRRIERENEEEURRL YR
R A2

(60) ... in any event, transfers to third countries may be effected only

in full compliance with the provisions adopted by the Member
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States pursuant to this Directive, and in particular Article 8
thereof;
LoERERT NG AR 2 A E R Wik Ad s (Y
L5 8 E) Wi 2 RPF o 4ot BB A FTAI F 2R

(62)... the establishment in Member States of supervisory authorities,
exercising their functions with complete independence, is an
essential component of the protection of individuals with regard
to the processing of personal data;
LERRRER 2B FRAES 2T M Bl BT
el A (Y e

(63)...such authorities must have the necessary means to perform
their duties, including powers of investigation and intervention,
particularly in cases of complaints from individuals, and powers
to engage in legal proceedings; ..."

GEEEPMORE R 21 BT B N
@Aﬁ*7@% %f%s%ﬁﬁﬁﬁ%i%*’ﬁ%4%ﬁ
2R 2 4

4 Articles 1, 2, 25, 26, 28 and 31 of Directive 95/46 provide:
95/46 4p %4 % 1225262831 k2 p % ¢
‘Article 1 Obiject of the Directive

#1iF 2P eh

1. In accordance with this Directive, Member States shall protect the
fundamental rights and freedoms of natural persons, and in
particular their right to privacy with respect to the processing of

personal data.

Ef AL G R BRI A L AR EIE A B LN
W RIE R TR

Article 2  Definitions

32 iF K

For the purposes of this Directive:

Adp s 2 P!
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(@) “personal data” shall mean any information relating to an
identified or identifiable natural person (“data subject”); an
identifiable person is one who can be identified, directly or
indirectly, in particular by reference to an identification number or
to one or more factors specific to his physical, physiological,
mental, economic, cultural or social identity;

T A TR RdpiEe G MR T A R L (

A DZERTEAST @%ﬂmjf BARA dp I E BN
Bu i+ ;gg; ol o BB E RN - B S By MR AT
SIE s R 2 LA s R F) R S A o

(b) “processing of personal data” (“processing”) shall mean any
operation or set of operations which is performed upon personal
data, whether or not by automatic means, such as collection,
recording, organisation, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, blocking,
erasure or destruction;

g & :‘\#J_}f@;gJ ( MRS ) ,’?#F TP ¥R A 'F?f}:ii;fggi’tg\}._
AT @A REE D B e el ﬁﬁ‘« “E
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(d) “controller” shall mean the natural or legal person, public
authority, agency or any other body which alone or jointly with
others determines the purposes and means of the processing of
personal data; where the purposes and means of processing are
determined by national or Community laws or regulations, the
controller or the specific criteria for his nomination may be
designated by national or Community law;

r#’;*‘g"—*ﬁJ i H P B A L e AR T RSP iz\B
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Article 25 Principles
% 25 ix Jp

1. The Member States shall provide that the transfer to a third
country of personal data which are undergoing processing or are
intended for processing after transfer may take place only if,
without prejudice to compliance with the national provisions
adopted pursuant to the other provisions of this Directive, the third
country in question ensures an adequate level of protection.
ERRRERT BPR@HI*»=F &wmlt arf@w @ 9% 2
4o R o FFIAY AR ﬁﬁfﬁﬂ\a‘ﬁT H e og_m 37 2 2 ¢ B B2
RFToFFZ RAEEFEE L g KR ERRF T RE o

2. The adequacy of the level of protection afforded by a third country
shall be assessed in the light of all the circumstances surrounding a
data transfer operation or set of data transfer operations; particular
consideration shall be given to the nature of the data, the purpose
and duration of the proposed processing operation or operations,
the country of origin and country of final destination, the rules of
law, both general and sectoral, in force in the third country in
question and the professional rules and security measures which
are complied with in that country.
b= R ARG AR }@liﬁ:@ﬁallti 2 Ea
B T A A T R B Y R S (R
T % ) B 1l ) I 7{4]5‘1];?]"/"’&,{3 Penf ~3%% = K
PRz - R FLER S BEERFEGRITRTLE DA e

3. The Member States and the Commission shall inform each other of
cases where they consider that a third country does not ensure an
adequate level of protection within the meaning of paragraph 2.
$ERMERL ¢ RIS RAZREL B LS 2Bk 2 i

ERERRPE > AT & o

4. Where the Commission finds, under the procedure provided for in
Article 31(2), that a third country does not ensure an adequate
level of protection within the meaning of paragraph 2 of this
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Article, Member States shall take the measures necessary to
prevent any transfer of data of the same type to the third country in
question.
2% 31X E 2 ATARS G L T Z F A
BoAEER 20 it 2 FRERAY 0 ¢ R R
oML RETRERIZE 2R

5. At the appropriate time, the Commission shall enter into
negotiations with a view to remedying the situation resulting from
the finding made pursuant to paragraph 4.
I E R 14 gf@-riw 435 TR 2 EE ST AR M AT

H o
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6. The Commission may find, in accordance with the procedure
referred to in Article 31(2), that a third country ensures an
adequate level of protection within the meaning of paragraph 2 of
this Article, by reason of its domestic law or of the international
commitments it has entered into, particularly upon conclusion of
the negotiations referred to in paragraph 5, for the protection of the
private lives and basic freedoms and rights of individuals.

5 3LiEF2ARLOHPLEFRTFSRNAVERAP 24
ok (FFH l4p P52 BHHWm) A LFEEBAKLS
pd 2l o BFF 2 it 2 i REARR -

Member States shall take the measures necessary to comply with the

Commission’s decision.

ERRERRAL §2 4T HECEHW -

Article 26 Derogations

3 26 ¥ )k o

1. By way of derogation from Article 25 and save where otherwise
provided by domestic law governing particular cases, Member
States shall provide that a transfer or a set of transfers of personal
data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25(2) may take place on
condition that:
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(a) the data subject has given his consent unambiguously to the

(b)

(©)

(d)

(€)

(f)

a

proposed transfer; or

BREEE A AR L0 R

the transfer is necessary for the performance of a contract
between the data subject and the controller or the
implementation of precontractual measures taken in response to
the data subject’s request; or

5@@1 fﬁﬁlﬁpéi’\"k’i’?’g FH2ZRLESNTGEW
@@‘3144&$m@ﬁ¢qé#?\ﬁﬁﬁﬁ;é
the transfer is necessary for the conclusion or performance of a
contract concluded in the interest of the data subject between
the controller and a third party; or
ﬁ@ﬁﬁ*#?ﬂ*”;AW%A o7 JIBEFE
A 2o F AT R B

the transfer is necessary or legally required on important
public interest grounds, or for the establishment, exercise or
defence of legal claims; or

% @ﬁi%] HAREL L z\iﬁ AT R
AR EFAFEEE AR ‘
the transfer is necessary in order to protect the vital interests of
the data subject; or

GBI ERBTYFALELEEL L S

the transfer is made from a register which according to laws or
regulations is intended to provide information to the public and
which is open to consultation either by the public in general or
by any person who can demonstrate legitimate interest, to the
extent that the conditions laid down in law for consultation are
fulfilled in the particular case.

EE SRR
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2. Without prejudice to paragraph 1, a Member State may authorise a
transfer or a set of transfers of personal data to a third country
which does not ensure an adequate level of protection within the
meaning of Article 25(2), where the controller adduces adequate
safeguards with respect to the protection of the privacy and
fundamental rights and freedoms of individuals and as regards the
exercise of the corresponding rights; such safeguards may in
particular result from appropriate contractual clauses.
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3. The Member State shall inform the Commission and the other
Member States of the authorisations it grants pursuant to
paragraph 2.

g ARBRHEH Ry 27975 2.3F FV i i 4 gl‘hﬁ fa g B R e

If a Member State or the Commission objects on justified grounds

involving the protection of the privacy and fundamental rights and

freedoms of individuals, the Commission shall take appropriate

measures in accordance with the procedure laid down in
Article 31(2).

%Fgﬁ@] %igﬁ‘}“‘%&%f‘f&j‘ﬁ—‘i’ééTﬁvéiuﬁg‘gd
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Member States shall take the necessary measures to comply with the
Commission’s decision.

§ R RERL § 2 - URHEP L L5 Ll i
Article 28 Supervisory authority
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1. Each Member State shall provide that one or more public
authorities are responsible for monitoring the application within its
territory of the provisions adopted by the Member States pursuant
to this Directive.
LERRMBRE- B S BB L FEE AN kA
£ 3T 2 GEREH A o
These authorities shall act with complete independence in
exercising the functions entrusted to them.
TRE R MR TR R

2. Each Member State shall provide that the supervisory authorities
are consulted when drawing up administrative measures or
regulations relating to the protection of individuals’ rights and
freedoms with regard to the processing of personal data.

LERRBER TR A TR NS d RS
FL W N B AL 0 R R R o
3. Each authority shall in particular be endowed with:

LT M B R RRS 2T

— investigative powers, such as powers of access to data forming
the subject-matter of processing operations and powers to
collect all the information necessary for the performance of its
supervisory duties,

— AL G EEA L PRI T ERMZ TR R G
FRAEZHZF  WhTpAMLL TR -

— effective powers of intervention, such as, for example, that of
delivering opinions before processing operations are carried out,
in accordance with Article 20, and ensuring appropriate
publication of such opinions, of ordering the blocking, erasure
or destruction of data, of imposing a temporary or definitive
ban on processing, of warning or admonishing the controller, or
that of referring the matter to national parliaments or other
political institutions,
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— the power to engage in legal proceedings where the national
provisions adopted pursuant to this Directive have been
violated or to bring these violations to the attention of the
judicial authorities.

—HHEF RA LT RZEP 2 TN AR A B
EOEBM S o

Decisions by the supervisory authority which give rise to complaints
may be appealed against through the courts.
FHTEPMITI2Z e v IRIER -

4. Each supervisory authority shall hear claims lodged by any person,
or by an association representing that person, concerning the
protection of his rights and freedoms in regard to the processing of
personal data. The person concerned shall be informed of the
outcome of the claim.
%ﬁ%%%ﬁ%ﬂﬁﬁﬁAﬁﬁ@g%ﬁ,%%?aﬁﬁw%
EfEpd 2R PR TFEARELESE -

Each supervisory authority shall, in particular, hear claims for

checks on the lawfulness of data processing lodged by any person

when the national provisions adopted pursuant to Article 13 of this

Directive apply. The person shall at any rate be informed that a

check has taken place.

RPN E R AL S 3G LR t&r’aéf*%ij*wﬁ

FASL & phenfp b Y BRI B2 0 B Y R4 g

‘—MIE‘ FETL ©

6. Each supervisory authority is competent, whatever the national law
applicable to the processing in question, to exercise, on the
territory of its own Member State, the powers conferred on it in
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accordance with paragraph 3. Each authority may be requested to
exercise its powers by an authority of another Member State.
FEEBMI B ZERERAE P TR Y 3RS S 0 7
WAE R TSR ZRAPELT o FE AWM IR
ERRME ML RERZES -
Article 31
% 31 i¥
2. Where reference is made to this Article, Articles4 and 7 of
[Council] Decision 1999/468/EC [of 28 June 1999 laying down the
procedures for the exercise of implementing powers conferred on
the Commission (OJ 1999 L 184, p. 23)] shall apply, having regard
to the provisions of Article 8 thereof.
WAFEFEX 2R 3% 8iE4pM A2 Big* 1999/468/EC
AT 2w 40EF % T 0% (19994% 67" 28p 3 MHLERGTHE
42 25 (0J1999 L 184,p.23) )
Decision 2000/520
2000/520 4z
Decision 2000/520 was adopted by the Commission on the basis of
Article 25(6) of Directive 95/46.
2000/520 A= 14 % ¢ 295 95/464p 4 2. % 25 1% % 67 @ W iF o
Recitals 2, 5 and 8 in the preamble to that decision are worded as
follows:
HAT G WP % 258 8p) FAoT
‘(2) The Commission may find that a third country ensures an
adequate level of protection. In that case personal data may be
transferred from the Member States without additional
guarantees being necessary.
r@)%ﬁigméﬂﬁ_@r T REEARA 6 R R
T@ﬁi%]ﬂ%?i A wiﬁ 2 lﬁ-l‘sl
(5) The adequate level of protection for the transfer of data from
the Community to the United States recognised by this
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Decision, should be attained if organisations comply with the
safe harbour privacy principles for the protection of personal
data transferred from a Member State to the United States
(hereinafter “the Principles”) and the frequently asked
questions (hereinafter “the FAQs”) providing guidance for the
implementation of the Principles issued by the Government of
the United States on 21 July 2000. Furthermore the
organisations should publicly disclose their privacy policies
and be subject to the jurisdiction of the Federal Trade
Commission (FTC) under Section5 of the Federal Trade
Commission Act which prohibits unfair or deceptive acts or
practices in or affecting commerce, or that of another statutory
body that will effectively ensure compliance with the Principles
implemented in accordance with the FAQs

FERBREE 2RI R (THE F28R,) 2 2R
#2000 # 7 7 21 B ,T}m&m”f" FTEDERBATEF 2F R
RAE (T ﬁfﬁiﬁéJ)’”@wﬂéﬁ%@ﬁ“%ﬁi
BF R At BOR @R BT LR WA A LA
ﬁoﬁd,ém%ﬂ‘%%%%%ﬁﬁ,ﬁ@%m“%iﬁ
g€2% 5 EF ML DTN FHZFEFIAREFE
2 75 R d B %:ﬁﬁg(FTC) BH BT G s
TR AN EREX 2B RMZ 2 LR -

(8) In the interests of transparency and in order to safeguard the

ability of the competent authorities in the Member States to
ensure the protection of individuals as regards the processing of
their personal data, it is necessary to specify in this Decision the
exceptional circumstances in which the suspension of specific
data flows should be justified, notwithstanding the finding of
adequate protection.’

Anigp R ’:?%gﬁmﬂ%%%ﬁm%&ﬁﬁﬁm%ﬁ
Zoge A o AP s g ROREAR R T 2 B h A o
SR FAOR -

Articles 1 to 4 of Decision 2000/520 provide:
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‘Article 1
31 iF
1. For the purposes of Article 25(2) of Directive 95/46/EC, for all the
activities falling within the scope of that Directive, the “Safe
Harbour Privacy Principles” (hereinafter “the Principles™), as set
out in Annex | to this Decision, implemented in accordance with
the guidance provided by the frequently asked questions
(hereinafter “the FAQs”) issued by the US Department of
Commerce on 21 July 2000 as set out in Annex Il to this Decision
are considered to ensure an adequate level of protection for
personal data transferred from the Community to organisations
established in the United States, having regard to the following
documents issued by the US Department of Commerce:
= O5/46/EC 4p 4 % 25 i% % 270 2 P e 73 fihdp £ F R
75 Aok AMd-g g 2 2 WFEA3302000 # 70 21 pgF A 2
FRLFRE(PF LR )R Adasgt 1 2B EFRAI(T
Z2ER) CETETIERPAINVEF 22 Pl
s&—Pa%*"n@%Jll}p*i’ WEREZ o B G EF R
éﬁ&
(@) the safe harbour enforcement overview set out in Annex IllI;
it 3% 2B TME o
(b) a memorandum on damages for breaches of privacy and
explicit authorisations in US law set out in Annex 1V,
A2 G F EARZEPERELEPRTLF IR G e
(c) a letter from the Federal Trade Commission set out in
Annex V,
GRS RN I
(d) a letter from the US Department of Transportation set out in
Annex VI.

111—67 3‘—[_]:2_»% o
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2. In relation to each transfer of data the following conditions shall
be met:
RGN A @,ﬁﬂij}@ PSS 1| N S
(@) the organisation receiving the data has unambiguously and
publicly disclosed its commitment to comply with the
Principles implemented in accordance with the FAQs; and
BlzBFz e ‘i‘«f%ﬂg o B ek K Eﬁ,&;ﬁflzi#;’#
AR EhiTe® i-di\}@ﬂl
(b) the organisation is subject to the statutory powers of a
government body in the United States listed in Annex VII to
this Decision which is empowered to investigate complaints
and to obtain relief against unfair or deceptive practices as well
as redress for individuals, irrespective of their country of
residence or nationality, in case of non-compliance with the
Principles implemented in accordance with the FAQs.
MR kAR VI A7) 2 2 BSOS M () F 85
PGB A BN A AR LR “‘%\ﬁf‘# AN EhiTX
2BRAWHIST ALY FELE CHBATER2Z3 D
T ZTH TS FEFAHRE D o
3. The conditions set out in paragraph 2 are considered to be met for
each organisation that self-certifies its adherence to the Principles
implemented in accordance with the FAQs from the date on which
the organisation notifies to the US Department of Commerce (or
its designee) the public disclosure of the commitment referred to in
paragraph 2(a) and the identity of the government body referred to
in paragraph 2(b).
LA AEPERRYANE X 2B R B8 p il
2R R arn(e 2 L"’)IK 23 aoBhE RKE 2 H
X B FE2 IR M (1‘;&) (% 238 bacar7)) A2 FRWEFZE
3%‘4 © B LR 2 ATITIE R o
Article 2

3 2 iF
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This Decision concerns only the adequacy of protection provided in
the United States under the Principles implemented in accordance
with the FAQs with a view to meeting the requirements of
Article 25(1) of Directive 95/46/EC and does not affect the
application of other provisions of that Directive that pertain to the
processing of personal data within the Member States, in particular
Article 4 thereof.
i #HH$W$%¢QW{@F&i%@W’ﬁﬁﬁiﬁ’
"LHp i O5/46/EC dp 4 % 25 i H 1 2 & Ko XA A 4
2 H B EHE RPN IR BTG o R AR 40E o
Article 3
% 3 it
1. Without prejudice to their powers to take action to ensure
compliance with national provisions adopted pursuant to
provisions other than Article 25 of Directive 95/46/EC, the
competent authorities in Member States may exercise their existing
powers to suspend data flows to an organisation that has
self-certified its adherence to the Principles implemented in
accordance with the FAQs in order to protect individuals with
regard to the processing of their personal data in cases where:
WAAEE § R FAFsM (H) /& 95/46/EC 45 £ % 25 i
R AR BN F 2T g R R E M () @
TN%%’FQRF‘%%*éﬁﬂﬁmﬂ@#iwz%T*
rERRZ e WiRE RBF @ﬁiﬂ MR R A TR R
(@) the government body in the United States referred to in
Annex VIl to this Decision or an independent recourse
mechanism within the meaning of letter (a) of the Enforcement
Principle set out in Annex | to this Decision has determined
that the organisation is violating the Principles implemented in
accordance with the FAQs; or
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(b) there is a substantial likelihood that the Principles are being
violated; there is a reasonable basis for believing that the
enforcement mechanism concerned is not taking or will not
take adequate and timely steps to settle the case at issue; the
continuing transfer would create an imminent risk of grave
harm to data subjects; and the competent authorities in the
Member State have made reasonable efforts under the
circumstances to provide the organisation with notice and an
opportunity to respond.
FEATERSE R 2B R ARG T A B
%%%%gﬁﬁiﬁﬁWﬁmﬁ%ﬁﬁ€a@%;Hﬁﬁ@
‘] R EHBFFEAZGIE AT L TR G AR

ARWHAZFRT TN ER2Z Y iR Y

3w s g -

The suspension shall cease as soon as compliance with the

Principles implemented in accordance with the FAQs is assured and

the competent authorities concerned in the Community are notified

thereof.

PR R ﬁ miEF AR FRFZE 2B RA RN S

LA F M B L2 FL R -

2. Member States shall inform the Commission without delay when

measures are adopted on the basis of paragraph 1.

R RZIy LREGEAPME SR B2l oRd g -

3. The Member States and the Commission shall also inform each
other of cases where the action of bodies responsible for ensuring
compliance with the Principles implemented in accordance with
the FAQs in the United States fails to secure such compliance.
FRMERL § RREAREP DR E2AFEY AR FF 2
rERMZFE 0 T APWESR o

4(*
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4. If the information collected under paragraphs 1, 2 and 3 provides
evidence that anybody responsible for ensuring compliance with
the Principles implemented in accordance with the FAQs in the
United States is not effectively fulfilling its role, the Commission
shall inform the US Department of Commerce and, if necessary,
present draft measures in accordance with the procedure referred
to in Article 31 of Directive 95/46/EC with a view to reversing or
suspending the present Decision or limiting its scope.

WiEE L2 3R G2 FTAREP IRl FRERT LN ET
f:ﬁf‘& rERPIZEREZFREEHE LIPS RL g RE
oF B AR 0 o & i 95/46/EC Hidp 4 ¥ 31 ik 4 ]
T edck > fpfpd ¥ L IRFAT AU AR o -
Article 4
3 4 iF

1. This Decision may be adapted at any time in the light of
experience with its implementation and/or if the level of protection
provided by the Principles and the FAQs is overtaken by the
requirements of US legislation.

AATIRERFRE 2B RPN R 2R R EREC
PrZ2ERNNEFAFS . RERAEP EFB T o

The Commission shall in any case evaluate the implementation of

the present Decision on the basis of available information three

years after its notification to the Member States and report any
pertinent findings to the Committee established under Article 31 of

Directive 95/46/EC, including any evidence that could affect the

evaluation that the provisions set out in Article 1 of this Decision

provide adequate protection within the meaning of Article 25 of

Directive 95/46/EC and any evidence that the present Decision is

being implemented in a discriminatory way.

BwmirF o REEeHEARNFTNETIEL  EUTEFFTHRLA

#H o FRRFA T ERR o T RAp A LI IF & 95/46/EC

AP ERz2Z AR cRREFTABERALTY 1
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2.The Commission shall, if necessary, present draft measures in
accordance with the procedure referred to in Article 31 of
Directive 95/46/EC.’

NL g Rk 2 ik O5/46/EC 4p 4 % 31 FR T2 A2/ 3

Flledy % E R o

Annex | to Decision 2000/520 is worded as follows:
2000/520 -2 ffdk | p B 4o

‘Safe Harbour Privacy Principles’

" 2EEF R

issued by the US Department of Commerce on 21 July 2000
FRFEA02000 & 70 21 p R

. the Department of Commerce is issuing this document and
Frequently Asked Questions (“the Principles”) under its statutory
authority to foster, promote, and develop international commerce.
The Principles were developed in consultation with industry and the
general public to facilitate trade and commerce between the United
States and European Union. They are intended for use solely by US
organisations receiving personal data from the European Union for
the purpose of qualifying for the safe harbour and the presumption
of “adequacy” it creates. Because the Principles were solely
designed to serve this specific purpose, their adoption for other
purposes may be inappropriate. ...

LEBT CRBEFERER I 2 RE ARINANE Lﬁ%ﬁ%#
Pire 2 F AR (X2ERR) c ARPGEEALER B O

AL Amdle RIREERNETEF 2L T2 EF o ﬂ\&iﬂlii

EREFE BT LERE u« R BR R @—’z 2ERFEET R AED
2 BEEE AT 1‘%1’* o F|X 2 ERPEE BT
PemflT 28 2 His poggt o
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Decisions by organisations to qualify for the safe harbour are
entirely voluntary, and organisations may qualify for the safe
harbour in different ways. ...
FREV A FATAFTEEL2ETR DFREEI AT
fE o
Adherence to these Principles may be limited: (a) to the extent
necessary to meet national security, public interest, or law
enforcement requirements; (b) by statute, government regulation, or
case-law that create conflicting obligations or explicit authorisations,
provided that, in exercising any such authorisation, an organisation
can demonstrate that its non-compliance with the Principles is
limited to the extent necessary to meet the overriding legitimate
interests furthered by such authorisation; or (c) if the effect of the
Directive [or] Member State law is to allow exceptions or
derogations, provided such exceptions or derogations are applied in
comparable contexts. Consistent with the goal of enhancing privacy
protection, organisations should strive to implement these Principles
fully and transparently, including indicating in their privacy policies
where exceptions to the Principles permitted by (b) above will apply
on a regular basis. For the same reason, where the option is
allowable under the Principles and/or US law, organisations are
expected to opt for the higher protection where possible.
ikﬂfﬁfH”T7Mﬁm?¢(@mﬁbﬁiﬂi‘ﬂiﬂ
EEfUE R 0T (D) T FRE FIE B SR R 2
PR A A 2 ZIFEER N FIRFPELRES L ERELS L 2
lﬁ.x*"p,z’f ’:”T'D/E’K%\ﬁf“’t >k R R (C)j‘ffp 2 % Bt
gﬁWM%mu*NF*¢“fF“’“‘Wﬂf*#”$ﬁ¥ia
AP e b EFEED S DREHELA D EPE P
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Annex |1 to Decision 2000/520 reads as follows : Frequently Asked
Questions (FAQS)

Fi 12 112000/52074 740 @ F 2 R 4E(FAQS)
(1)FAQ 6 — Self-Certification
D)¥ LA Eo—p AFEP

Q: How does an organisation self-certify that it adheres to the
Safe Harbour Principles?

B p ABEPHABEL 2ERR 7

A: Safe harbour benefits are assured from the date on which an
organisation self-certifies to the Department of Commerce (or
its designee) its adherence to the Principles in accordance with
the guidance set forth below.

P BTN (R 4 G‘)#«%:’z AAER A S 1“:"#?* 4
ﬁﬂﬁf&iﬁﬁmxﬂi TEEF X 2EAE

To self-certify for the safe harbour, organisations can provide to

the Department of Commerce (or its designee) a letter, signed
by a corporate officer on behalf of the organisation that is
joining the safe harbour, that contains at least the following
information:

PP RNFEPBEZ BRI FEL BRI ERE DT
AEI0( g LH )R- dHd S ;
B vt 21 RE S

1. name of organisation, mailing address, e-mail address,
telephone and fax numbers;

Rz LR g IR Y T3 e @ B 5AE

2. description of the activities of the organisation with respect to
personal information received from the [European Union];
and
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3. description of the organisation’s privacy policy for such
personal information, including: (a) where the privacy policy
Is available for viewing by the public, (b) its effective date of
implementation, (c) a contact office for the handling of
complaints, access requests, and any other issues arising
under the safe harbour, (d) the specific statutory body that has
jurisdiction to hear any claims against the organisation
regarding possible unfair or deceptive practices and violations
of laws or regulations governing privacy (and that is listed in
the annex to the Principles), (e) name of any privacy
programmes in which the organisation is a member, (f)
method of verification (e.g. in-house, third party) ..., and (g)
the independent recourse mechanism that is available to
Investigate unresolved complaints.

W7 i@ *RTEFAREFIIR L (D) 2R

FoF end s p ﬁp v (C) RJRY R~ B e H s &g»* Bk
W2 mgyen 30 (d) 27 FHER/IZZes 3 o T vt
"%LF@‘f‘/zJ’ﬁa<'§f’—Q >k R l‘fl—b FltF 5 ) 2 ¥ R2

AR T (6) E Rz
LA () s (e g A
() & R v 2 fhz f s s

V4

ﬁﬁ ,,,\a;uwuff—‘lé:
THAFZ o HERE)
| o

Where the organisation wishes its safe harbour benefits to cover
human resources information transferred from the [European
Union] for use in the context of the employment relationship, it
may do so where there is a statutory body with jurisdiction to hear
claims against the organisation arising out of human resources
information that is listed in the annex to the Principles. ...

AR P 2R R ER MG kP TRE 2 AT
P+,r$ cF RERRIE I LK PR T
txwf; TE FIWFAFFR A4 ¥ IR
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The Department (or its designee) will maintain a list of all
organisations that file such letters, thereby assuring the
availability of safe harbour benefits, and will update such list on
the basis of annual letters and notifications received pursuant to
FAQ 11. ...

o
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FAQ 11 — Dispute Resolution and Enforcement
AR ZI=%Liiad i

Q: How should the dispute resolution requirements of the
Enforcement Principle be implemented, and how will an

organisation’s persistent failure to comply with the Principles
be handled?

e EFHF R LFRAR 2 Q4o 2R iF 7
% 1/?‘1‘—% >k R EJL‘E.‘%\« ?

A: The Enforcement Principle sets out the requirements for safe
harbour enforcement. How to meet the requirements of point
(b) of the Principle is set out in the FAQ on verification (FAQ
7). This FAQ 11 addresses points (a) and (c), both of which
require independent recourse mechanisms. These mechanisms
may take different forms, but they must meet the Enforcement
Principle’s requirements. Organisations may satisfy the
requirements through the following: (1) compliance with
private sector developed privacy programmes that incorporate
the Safe Harbour Principles into their rules and that include
effective enforcement mechanisms of the type described in the
Enforcement Principle; (2) compliance with legal or
regulatory supervisory authorities that provide for handling of
individual complaints and dispute resolution; or (3)

commitment to cooperate with data protection authorities
66



I}W\ﬁﬁ* Lh¢

F%p GDPR i R MAph ~ 22 febump T, 432753 F
Hp %?TF%

WHiE 2 BPUE Fa Schrems & 2P B v iR

located in the European Union or their authorised
representatives. This list is intended to be illustrative and not
limiting. The private sector may design other mechanisms to
provide enforcement, so long as they meet the requirements of
the Enforcement Principle and the FAQs. Please note that the
Enforcement Principle’s requirements are additional to the
requirements set forth in paragraph 3 of the introduction to the
Principles that self-regulatory efforts must be enforceable
under Article 5 of the Federal Trade Commission Act or
similar statute.

HERMENZX2ERMNZIAFE L e B EZRAME R
(b)z & 2 Gt 3v 4 AR F 5 MBRFENS(F AN ET) -
¥FARZFImP LE (a) & (¢) >3 F 0 & fab2 2 b
Wl R ET AR > BIBF R ERGFRAZEE - B
FHELT O e plAR L (1) BREHIF SRS
FEHORZT2ERMMBRA T FHETRMATEL G
ﬁﬁﬁﬁﬁ?Q)ﬁﬁ%&ﬁﬁ#ﬁméfw@mﬁgir¢
Z ERBH Q) KFEawmE RN L TR RS E R
EBHE IF o

VRS ¥ - f;n]f" MR o I ERIFH B RF
Wl T RIZBHIE L },‘%!E'J’f“"ﬁ:ﬂaﬁca"éi‘@ oo R
LH G NERAZEEGE 28R 3¥247ra“i*ﬂ
T RpIARE F AR €2 $5iE @pnuz% BRI

FEF TR
Recourse Mechanisms
sl

Consumers should be encouraged to raise any complaints they
may have with the relevant organisation before proceeding to
independent recourse mechanisms. ...

b R R Y LB R P E A e
B o
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FTC Action
=iy b & R ¢(FTC) 7 &

The FTC has committed to reviewing on a priority basis referrals
received from privacy self-regulatory organisations, such as
BBBOnline and TRUSTe, and EU Member States alleging
non-compliance with the Safe Harbour Principles to determine
whether Section5 of the FTC Act prohibiting unfair or
deceptive acts or practices in commerce has been violated. ...

Ay E AR gk BAF AEF P B (4-BBBONline
s TRUSTe) +it 113 & + % Bp § f Mipin? 42 % 238 5y
Plzo ki gl T EF MR T 240 €2 5582 K3
L T T

10 Annex IV to Decision 2000/520 states:
2000/520%5% ;4 2 2_ %f i+ IV 3] -

‘Damages for Breaches of Privacy, Legal Authorisations and Mergers
and Takeovers in US Law
TERZEMEFEFE S EREL S S T T
PE
This responds to the request by the European Commission for
clarification of US law with respect to (a) claims for damages for
breaches of privacy, (b) “explicit authorisations” in US law for the
use of personal information in a manner inconsistent with the safe
harbour principles, and (c) the effect of mergers and takeovers on
obligations undertaken pursuant to the safe harbour principles.
MR ERENLIRENEFERZEF T IR (D) EFE
T2 T REE (D) FR2EY Fﬁg"/z\ Ry S
A

T2 272 B2 2B RADME(C)RE 2ERRMATE £55
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B. Explicit Legal Authorisations
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The safe harbour principles contain an exception where statute,
regulation or case-law create “conflicting obligations or explicit
authorisations, provided that, in exercising any such authorisation, an
organisation can demonstrate that its non-compliance with the
principles is limited to the extent necessary to meet the overriding
legitimate interests further[ed] by such authorisation”. Clearly, where
US law imposes a conflicting obligation, US organisations whether in
the safe harbour or not must comply with the law. As for explicit
authorisations, while the safe harbour principles are intended to
bridge the differences between the US and European regimes for
privacy protection, we owe deference to the legislative prerogatives
of our elected lawmakers. The limited exception from strict
adherence to the safe harbour principles seeks to strike a balance to
accommodate the legitimate interests on each side.

F 2R T - BHh o T;EESZRENGEE 2
REPERER > FeRTREPEARGFE e FREIEF X 2
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The exception is limited to cases where there is an explicit
authorisation. Therefore, as a threshold matter, the relevant statute,
regulation or court decision must affirmatively authorise the
particular conduct by safe harbour organisations ... In other words,
the exception would not apply where the law is silent. In addition, the
exception would apply only if the explicit authorisation conflicts with
adherence to the safe harbour principles. Even then, the exception “is
limited to the extent necessary to meet the overriding legitimate
interests furthered by such authorisation”. By way of illustration,

where the law simply authorises a company to provide personal
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information to government authorities, the exception would not apply.
Conversely, where the law specifically authorises the company to
provide personal information to government agencies without the
individual’s consent, this would constitute an “explicit authorisation”
to act in a manner that conflicts with the safe harbour principles.
Alternatively, specific exceptions from affirmative requirements to
provide notice and consent would fall within the exception (since it
would be the equivalent of a specific authorisation to disclose the
information without notice and consent). For example, a statute
which authorises doctors to provide their patients’ medical records to
health officials without the patients’ prior consent might permit an
exception from the notice and choice principles. This authorisation
would not permit a doctor to provide the same medical records to
health maintenance organisations or commercial pharmaceutical
research laboratories, which would be beyond the scope of the
purposes authorised by the law and therefore beyond the scope of the
exception ... The legal authority in question can be a “stand alone”
authorisation to do specific things with personal information, but, as
the examples below illustrate, it is likely to be an exception to a
broader law which proscribes the collection, use, or disclosure of
personal information.
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11 On 27 November 2013 the Commission adopted the communication
to the European Parliament and the Council entitled ‘Rebuilding
Trust in  EU-US Data Flows’ (COM(2013)846 final)
(‘Communication COM(2013) 846 final’). The communication was
accompanied by the ‘Report on the Findings by the EU Co-chairs of
the ad hoc EU-US Working Group on Data Protection’, also dated
27 November 2013. That report was drawn up, as stated in point 1
thereof, in cooperation with the United States after the existence in
that country of a number of surveillance programmes involving the
large-scale collection and processing of personal data had been
revealed. The report contained inter alia a detailed analysis of United
States law as regards, in particular, the legal bases authorising the
existence of surveillance programmes and the collection and
processing of personal data by United States authorities.
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12 In point 1 of Communication COM(2013) 846 final, the Commission

stated that ‘[cJommercial exchanges are addressed by Decision
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[2000/5207°, adding that ‘[t]his Decision provides a legal basis for
transfers of personal data from the [European Union] to companies
established in the [United States] which have adhered to the Safe
Harbour Privacy Principles’. In addition, the Commission underlined
in point 1 the increasing relevance of personal data flows, owing in
particular to the development of the digital economy which has
indeed ‘led to exponential growth in the quantity, quality, diversity
and nature of data processing activities’.
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In point 2 of that communication, the Commission observed that
‘concerns about the level of protection of personal data of [Union]
citizens transferred to the [United States] under the Safe Harbour
scheme have grown’ and that ‘[t]he voluntary and declaratory nature
of the scheme has sharpened focus on its transparency and

enforcement’.
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It further stated in point 2 that ‘[t]he personal data of [Union] citizens
sent to the [United States] under the Safe Harbour may be accessed
and further processed by US authorities in a way incompatible with
the grounds on which the data was originally collected in the
[European Union] and the purposes for which it was transferred to the
[United States]’ and that ‘[a] majority of the US internet companies
that appear to be more directly concerned by [the surveillance]
programmes are certified under the Safe Harbour scheme’.
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15 In point3.2 of Communication COM(2013) 846 final, the
Commission noted a number of weaknesses in the application of
Decision 2000/520. It stated, first, that some certified United States
companies did not comply with the principles referred to in
Avrticle 1(1) of Decision 2000/520 (‘the safe harbour principles’) and
that improvements had to be made to that decision regarding
‘structural shortcomings related to transparency and enforcement,
the substantive Safe Harbour principles and the operation of the
national security exception’. It observed, secondly, that ‘Safe
Harbour also acts as a conduit for the transfer of the personal data of
EU citizens from the [European Union] to the [United States] by
companies required to surrender data to US intelligence agencies
under the US intelligence collection programmes’.

2
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16 The Commission concluded in point 3.2 that whilst, ‘[g]iven the
weaknesses identified, the current implementation of Safe Harbour
cannot be maintained, ... its revocation would[, however,] adversely
affect the interests of member companies in the [European Union]
and in the [United States]’. Finally, the Commission added in that
point that it would ‘engage with the US authorities to discuss the
shortcomings identified’.
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17 On the same date, 27 November 2013, the Commission adopted the
communication to the European Parliament and the Council on the
Functioning of the Safe Harbour from the Perspective of EU
Citizens and Companies Established in the [European Union]
(COM(2013) 847 final) (‘Communication COM(2013) 847 final’).
As is clear from point 1 thereof, that communication was based inter
alia on information received in the ad hoc EU-US Working Group
and followed two Commission assessment reports published in 2002
and 2004 respectively.
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18 Point1 of Communication COM(2013) 847 final explains that the
functioning of Decision 2000/520 ‘relies on commitments and
self-certification of adhering companies’, adding that ‘[s]igning up
to these arrangements is voluntary, but the rules are binding for
those who sign up’.

5§ < 2 (COM(2013) 847 final)‘a:‘ 1 gL2f > 2000/520 i % 2 iF
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19 In addition, it is apparent from point2.2 of Communication

COM(2013) 847 final that, as at 26 September 2013, 3246
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companies, falling within many industry and services sectors, were
certified. Those companies mainly provided services in the EU
internal market, in particular in the internet sector, and some of them
were EU companies which had subsidiaries in the United States.
Some of those companies processed the data of their employees in
Europe which was transferred to the United States for human
resource purposes.

e B0 3% 2 12 (COM(2013) 847 final) % 2.2 +#ﬂ Ao % 2013 £ 9
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The Commission stated in point 2.2 that ‘[a]ny gap in transparency
or in enforcement on the US side results in responsibility being
shifted to European data protection authorities and to the companies
which use the scheme’.
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It is apparent, in particular, from points3 to 5 and 8 of
Communication COM(2013) 847 final that, in practice, a significant
number of certified companies did not comply, or did not comply
fully, with the safe harbour principles.
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In addition, the Commission stated in point 7 of Communication
COM(2013) 847 final that ‘all companies involved in the PRISM
programme [a large-scale intelligence collection programme], and
which grant access to US authorities to data stored and processed in
the [United States], appear to be Safe Harbour certified’ and that

‘[t]his has made the Safe Harbour scheme one of the conduits
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through which access is given to US intelligence authorities to
collecting personal data initially processed in the [European Union]’.
In that regard, the Commission noted in point7.1 of that
communication that ‘a number of legal bases under US law allow
large-scale collection and processing of personal data that is stored
or otherwise processed [by] companies based in the [United States]’
and that ‘[t]he large-scale nature of these programmes may result in
data transferred under Safe Harbour being accessed and further
processed by US authorities beyond what is strictly necessary and
proportionate to the protection of national security as foreseen under
the exception provided in [Decision 2000/520]".
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In point 7.2 of Communication COM(2013) 847 final, headed
‘Limitations and redress possibilities’, the Commission noted that
‘safeguards that are provided under US law are mostly available to
US citizens or legal residents’ and that, ‘{m]oreover, there are no
opportunities for either EU or US data subjects to obtain access,
rectification or erasure of data, or administrative or judicial redress
with regard to collection and further processing of their personal
data taking place under the US surveillance programmes’.
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According to point 8 of Communication COM(2013) 847 final, the
certified companies included ‘[w]eb companies such as Google,
Facebook, Microsoft, Apple, Yahoo’, which had ‘hundreds of
millions of clients in Europe’ and transferred personal data to the
United States for processing.
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The Commission concluded in point 8 that ‘the large-scale access by
intelligence agencies to data transferred to the [United States] by
Safe Harbour certified companies raises additional serious questions
regarding the continuity of data protection rights of Europeans when
their data is transferred to the [United States]’.
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The dispute in the main proceedings and the questions referred
for a preliminary ruling

AR EHRE BRI B AL

Mr Schrems, an Austrian national residing in Austria, has been a
user of the Facebook social network (‘Facebook’) since 2008.

Schrems £ # it B3 iz B3 FIJE 4 1> % p 2008 &4z 5
Rd RBEALFIRET(TRE )T 7o

Any person residing in the European Union who wishes to use
Facebook is required to conclude, at the time of his registration, a
contract with Facebook Ireland, a subsidiary of Facebook Inc. which
Is itself established in the United States. Some or all of the personal
data of Facebook Ireland’s users who reside in the European Union
is transferred to servers belonging to Facebook Inc. that are located
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in the United States, where it undergoes processing.
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28 On 25June 2013 Mr Schrems made a complaint to the
Commissioner by which he in essence asked the latter to exercise his
statutory powers by prohibiting Facebook Ireland from transferring
his personal data to the United States. He contended in his complaint
that the law and practice in force in that country did not ensure
adequate protection of the personal data held in its territory against
the surveillance activities that were engaged in there by the public
authorities. Mr Schrems referred in this regard to the revelations
made by Edward Snowden concerning the activities of the United
States intelligence services, in particular those of the National
Security Agency (‘the NSA”).

Schrems £ 4 3t 2013 # 6 » 25 p » Fa il ¥ 270 & £ H {7
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29 Since the Commissioner took the view that he was not required to
investigate the matters raised by Mr Schrems in the complaint, he
rejected it as unfounded. The Commissioner considered that there
was no evidence that Mr Schrems’ personal data had been accessed
by the NSA. He added that the allegations raised by Mr Schrems in
his complaint could not be profitably put forward since any question
of the adequacy of data protection in the United States had to be
determined in accordance with Decision 2000/520 and the
Commission had found in that decision that the United States
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ensured an adequate level of protection.
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Mr Schrems brought an action before the High Court challenging the
decision at issue in the main proceedings. After considering the
evidence adduced by the parties to the main proceedings, the High
Court found that the electronic surveillance and interception of
personal data transferred from the European Union to the United
States serve necessary and indispensable objectives in the public
interest. However, it added that the revelations made by Edward
Snowden had demonstrated a ‘significant over-reach’ on the part of
the NSA and other federal agencies.
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According to the High Court, Union citizens have no effective right
to be heard. Oversight of the intelligence services’ actions is carried
out within the framework of an ex parte and secret procedure. Once
the personal data has been transferred to the United States, it is
capable of being accessed by the NSA and other federal agencies,
such as the Federal Bureau of Investigation (FBI), in the course of
the indiscriminate surveillance and carried out by them on a large
scale.
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The High Court stated that Irish law precludes the transfer of
personal data outside national territory save where the third country
ensures an adequate level of protection for privacy and fundamental
rights and freedoms. The importance of the rights to privacy and to
inviolability of the dwelling, which are guaranteed by the Irish
Constitution, requires that any interference with those rights be
proportionate and in accordance with the law.
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The High Court held that the mass and undifferentiated accessing of
personal data is clearly contrary to the principle of proportionality
and the fundamental values protected by the Irish Constitution. In
order for interception of electronic communications to be regarded
as consistent with the Irish Constitution, it would be necessary to
demonstrate that the interception is targeted, that the surveillance of
certain persons or groups of persons is objectively justified in the
interests of national security or the suppression of crime and that
there are appropriate and verifiable safeguards. Thus, according to
the High Court, if the main proceedings were to be disposed of on
the basis of Irish law alone, it would then have to be found that,
given the existence of a serious doubt as to whether the United
States ensures an adequate level of protection of personal data, the
Commissioner should have proceeded to investigate the matters
raised by Mr Schrems in his complaint and that the Commissioner
was wrong in rejecting the complaint.
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However, the High Court considers that this case concerns the
implementation of EU law as referred to in Article 51 of the Charter
and that the legality of the decision at issue in the main proceedings
must therefore be assessed in the light of EU law. According to the
High Court, Decision 2000/520 does not satisfy the requirements
flowing both from Articles 7 and 8 of the Charter and from the
principles set out by the Court of Justice in the judgment in Digital
Rights Ireland and Others (C-293/12 and C-594/12,
EU:C:2014:238). The right to respect for private life, guaranteed by
Article 7 of the Charter and by the core values common to the
traditions of the Member States, would be rendered meaningless if
the State authorities were authorised to access electronic
communications on a casual and generalised basis without any
objective justification based on considerations of national security or
the prevention of crime that are specific to the individual concerned
and without those practices being accompanied by appropriate and
verifiable safeguards.
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The High Court further observes that in his action Mr Schrems in
reality raises the legality of the safe harbour regime which was
established by Decision 2000/520 and gives rise to the decision at
Issue in the main proceedings. Thus, even though Mr Schrems has
not formally contested the validity of either Directive 95/46 or
Decision 2000/520, the question is raised, according to the High
Court, as to whether, on account of Article 25(6) of Directive 95/46,
the Commissioner was bound by the Commission’s finding in
Decision 2000/520 that the United States ensures an adequate level
of protection or whether Article 8 of the Charter authorised the
Commissioner to break free, if appropriate, from such a finding.
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In those circumstances the High Court decided to stay the
proceedings and to refer the following questions to the Court of
Justice for a preliminary ruling:

(1) Whether in the course of determining a complaint which has
been made to an independent office holder who has been vested
by statute with the functions of administering and enforcing data
protection legislation that personal data is being transferred to
another third country (in this case, the United States of America)
the laws and practices of which, it is claimed, do not contain
adequate protections for the data subject, that office holder is
absolutely bound by the Community finding to the contrary
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contained in [Decision 2000/520] having regard to Article 7,
Article 8 and Article 47 of [the Charter], the provisions of
Article 25(6) of Directive [95/46] notwithstanding?

(2) Or, alternatively, may and/or must the office holder conduct his
or her own investigation of the matter in the light of factual
developments in the meantime since that Commission decision
was first published?’
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Consideration of the questions referred
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37 By its questions, which it is appropriate to examine together, the
referring court asks, in essence, whether and to what extent
Article 25(6) of Directive 95/46, read in the light of Articles 7, 8 and
47 of the Charter, must be interpreted as meaning that a decision
adopted pursuant to that provision, such as Decision 2000/520, by
which the Commission finds that a third country ensures an adequate
level of protection, prevents a supervisory authority of a Member
State, within the meaning of Article 28 of that directive, from being
able to examine the claim of a person concerning the protection of
his rights and freedoms in regard to the processing of personal data
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relating to him which has been transferred from a Member State to
that third country when that person contends that the law and
practices in force in the third country do not ensure an adequate
level of protection.
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The powers of the national supervisory authorities, within the
meaning of Article 28 of Directive 95/46, when the Commission has
adopted a decision pursuant to Article 25(6) of that directive

i §t <€ g % ¥ 95/46 ﬁfa;‘g £ 525 iEH 6 FFATL ERT R
FEPFWBH 274 % 285l 7 2 f#~

It should be recalled first of all that the provisions of Directive 95/46,
inasmuch as they govern the processing of personal data liable to
infringe fundamental freedoms, in particular the right to respect for
private life, must necessarily be interpreted in the light of the
fundamental rights guaranteed by the Charter (see judgments in
O sterreichischer Rundfunk and Others, C-465/00, C-138/01 and
C-139/01, EU:C:2003:294, paragraph 68; Google Spain and Google,
C-131/12, EU:C:2014:317, paragraph 68; and Rynes, C-212/13,
EU:C:2014:2428, paragraph 29).
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Google Spain and Google, C-131/12, EU:C:2014:317, % 68 £; %
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Rynes, C-212/13, EU:C:2014:2428, % 29 £.)

It is apparent from Article 1 of Directive 95/46 and recitals 2 and 10
in its preamble that that directive seeks to ensure not only effective
and complete protection of the fundamental rights and freedoms of
natural persons, in particular the fundamental right to respect for
private life with regard to the processing of personal data, but also a
high level of protection of those fundamental rights and freedoms.
The importance of both the fundamental right to respect for private
life, guaranteed by Article 7 of the Charter, and the fundamental
right to the protection of personal data, guaranteed by Article 8
thereof, is, moreover, emphasised in the case-law of the Court (see
judgments in Rijkeboer, C-553/07, EU:C:2009:293, paragraph 47,
Digital Rights Ireland and Others, C-293/12 and C-594/12,
EU:C:2014:238, paragraph 53; and Google Spain and Google,
C-131/12, EU:C:2014:317, paragraphs, 53, 66, 74 and the case-law
cited).
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Digital Rights Ireland and Others, C-293/12 %2 (C-594/12,
EU:.C:2014:238, % 53 £ ;% Google Spain and Google, C-131/12,
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40 As regards the powers available to the national supervisory

authorities in respect of transfers of personal data to third countries,

it should be noted that Article 28(1) of Directive 95/46 requires

Member States to set up one or more public authorities responsible

for monitoring, with complete independence, compliance with EU

rules on the protection of individuals with regard to the processing

of such data. In addition, that requirement derives from the primary
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law of the European Union, in particular Article 8(3) of the Charter
and Article 16(2) TFEU (see, to this effect, judgments in
Commission v Austria, C-614/10, EU:C:2012:631, paragraph 36,
and Commission v Hungary, C-288/12, EU:C:2014:237,
paragraph 47).
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The guarantee of the independence of national supervisory
authorities is intended to ensure the effectiveness and reliability of
the monitoring of compliance with the provisions concerning
protection of individuals with regard to the processing of personal
data and must be interpreted in the light of that aim. It was
established in order to strengthen the protection of individuals and
bodies affected by the decisions of those authorities. The
establishment in Member States of independent supervisory
authorities is therefore, as stated in recital 62 in the preamble to
Directive 95/46, an essential component of the protection of
individuals with regard to the processing of personal data (see
judgments in Commission v Germany, C-518/07, EU:C:2010:125,
paragraph 25, and Commission v  Hungary, C-288/12,
EU:C:2014:237, paragraph 48 and the case-law cited).
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In order to guarantee that protection, the national supervisory
authorities must, in particular, ensure a fair balance between, on the
one hand, observance of the fundamental right to privacy and, on the
other hand, the interests requiring free movement of personal data
(see, to this effect, judgments in Commission v Germany, C-518/07,
EU:C:2010:125, paragraph 24, and Commission v Hungary,
C-288/12, EU:C:2014:237, paragraph 51).
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The national supervisory authorities have a wide range of powers for
that purpose. Those powers, listed on a non-exhaustive basis in
Article 28(3) of Directive 95/46, constitute necessary means to
perform their duties, as stated in recital 63 in the preamble to the
directive. Thus, those authorities possess, in particular, investigative
powers, such as the power to collect all the information necessary
for the performance of their supervisory duties, effective powers of
intervention, such as that of imposing a temporary or definitive ban
on processing of data, and the power to engage in legal proceedings.
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It is, admittedly, apparent from Article 28(1) and (6) of Directive
95/46 that the powers of the national supervisory authorities concern
processing of personal data carried out on the territory of their own
Member State, so that they do not have powers on the basis of
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Article 28 in respect of processing of such data carried out in a third
country.

5 95/46 B4n £ % 28 1% 1 e ¥ 63 ¢ F UM A S I BT
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However, the operation consisting in having personal data
transferred from a Member State to a third country constitutes, in
itself, processing of personal data within the meaning of Article 2(b)
of Directive 95/46 (see, to this effect, judgment in Parliament v
Council and Commission, C-317/04 and C-318/04, EU:C:2006:346,
paragraph 56) carried out in a Member State. That provision defines
‘processing of personal data’ as ‘any operation or set of operations
which is performed upon personal data, whether or not by automatic
means’ and mentions, by way of example, ‘disclosure by
transmission, dissemination or otherwise making available’.

%%’%ﬁ‘?WMigﬁ@@ﬁiﬁgﬁﬁmé’ THA T F
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Recital 60 in the preamble to Directive 95/46 states that transfers of
personal data to third countries may be effected only in full
compliance with the provisions adopted by the Member States
pursuant to the directive. In that regard, Chapter IV of the directive,
in which Avrticles 25 and 26 appear, has set up a regime intended to
ensure that the Member States oversee transfers of personal data to
third countries. That regime is complementary to the general regime
set up by Chapter Il of the directive laying down the general rules on
the lawfulness of the processing of personal data (see, to this effect,

88



RPFELR ¢

T% B GDPR i R_MAp R > 2 2 22 $febap T, 4 *F‘i‘ E 1
B AIFEL

WHiE 2 BPUE Fa Schrems & 2P B v iR

judgment in Lindgvist, C-101/01, EU:C:2003:596, paragraph 63).
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47 As, in accordance with Article 8(3) of the Charter and Article 28 of
Directive 95/46, the national supervisory authorities are responsible
for monitoring compliance with the EU rules concerning the
protection of individuals with regard to the processing of personal
data, each of them is therefore vested with the power to check
whether a transfer of personal data from its own Member State to a
third country complies with the requirements laid down by Directive
95/46.
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48 Whilst acknowledging, in recital 56 in its preamble, that transfers of
personal data from the Member States to third countries are
necessary for the expansion of international trade, Directive 95/46
lays down as a principle, in Article 25(1), that such transfers may
take place only if the third country ensures an adequate level of

protection.
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49 Furthermore, recital 57 states that transfers of personal data to third

countries not ensuring an adequate level of protection must be
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prohibited.
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In order to control transfers of personal data to third countries
according to the level of protection accorded to it in each of those
countries, Article 25 of Directive 95/46 imposes a series of
obligations on the Member States and the Commission. It is apparent,
in particular, from that article that the finding that a third country
does or does not ensure an adequate level of protection may, as the
Advocate General has observed in point 86 of his Opinion, be made
either by the Member States or by the Commission.
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The Commission may adopt, on the basis of Article 25(6) of
Directive 95/46, a decision finding that a third country ensures an
adequate level of protection. In accordance with the second
subparagraph of that provision, such a decision is addressed to the
Member States, who must take the measures necessary to comply
with it. Pursuant to the fourth paragraph of Article 288 TFEU, it is
binding on all the Member States to which it is addressed and is
therefore binding on all their organs (see, to this effect, judgments in
Albako Margarinefabrik, 249/85, EU:C:1987:245, paragraph 17, and
Mediaset, C-69/13, EU:C:2014:71, paragraph 23) in so far as it has
the effect of authorising transfers of personal data from the Member
States to the third country covered by it.
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52 Thus, until such time as the Commission decision is declared invalid
by the Court, the Member States and their organs, which include
their independent supervisory authorities, admittedly cannot adopt
measures contrary to that decision, such as acts intended to
determine with binding effect that the third country covered by it
does not ensure an adequate level of protection. Measures of the EU
institutions are in principle presumed to be lawful and accordingly
produce legal effects until such time as they are withdrawn, annulled
in an action for annulment or declared invalid following a reference
for a preliminary ruling or a plea of illegality (judgment in
Commission v Greece, C-475/01, EU:C:2004:585, paragraph 18 and
the case-law cited).
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53 However, a Commission decision adopted pursuant to Article 25(6)
of Directive 95/46, such as Decision 2000/520, cannot prevent
persons whose personal data has been or could be transferred to a
third country from lodging with the national supervisory authorities
a claim, within the meaning of Article 28(4) of that directive,
concerning the protection of their rights and freedoms in regard to
the processing of that data. Likewise, as the Advocate General has
observed in particular in points 61, 93 and 116 of his Opinion, a
decision of that nature cannot eliminate or reduce the powers
expressly accorded to the national supervisory authorities by
Article 8(3) of the Charter and Article 28 of the directive.
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54 Neither Article 8(3) of the Charter nor Article 28 of Directive 95/46
excludes from the national supervisory authorities’ sphere of
competence the oversight of transfers of personal data to third
countries which have been the subject of a Commission decision
pursuant to Article 25(6) of Directive 95/46.
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55 In particular, the first subparagraph of Article 28(4) of Directive
95/46, under which the national supervisory authorities are to hear
‘claims lodged by any person ... concerning the protection of his
rights and freedoms in regard to the processing of personal data’,
does not provide for any exception in this regard where the
Commission has adopted a decision pursuant to Article 25(6) of that
directive.
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56 Furthermore, it would be contrary to the system set up by Directive
95/46 and to the objective of Articles 25 and 28 thereof for a
Commission decision adopted pursuant to Article 25(6) to have the
effect of preventing a national supervisory authority from examining
a person’s claim concerning the protection of his rights and
freedoms in regard to the processing of his personal data which has
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been or could be transferred from a Member State to the third
country covered by that decision.
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57 On the contrary, Article 28 of Directive 95/46 applies, by its very
nature, to any processing of personal data. Thus, even if the
Commission has adopted a decision pursuant to Article 25(6) of that
directive, the national supervisory authorities, when hearing a claim
lodged by a person concerning the protection of his rights and
freedoms in regard to the processing of personal data relating to him,
must be able to examine, with complete independence, whether the
transfer of that data complies with the requirements laid down by the
directive.
F G BRE S 9546 Bidp 4 % 2B iERAMEFRY N ERBE
J R (T 5 e Tt 0 TR AL g R4 F 2D FEH 6L EL
AT Y RRE PN SRS Y R ARE BT AL MR
fI2 pd Fgken® SRR TR R 2 BB FAVBT B S
ATE P Edpdahk R

58 If that were not so, persons whose personal data has been or could be
transferred to the third country concerned would be denied the right,
guaranteed by Article 8(1) and (3) of the Charter, to lodge with the
national supervisory authorities a claim for the purpose of protecting
their fundamental rights (see, by analogy, judgment in Digital Rights
Ireland and Others, C-293/12 and C-594/12, EU:C:2014:238,
paragraph 68).
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59 A claim, within the meaning of Article 28(4) of Directive 95/46, by

60

which a person whose personal data has been or could be transferred
to a third country contends, as in the main proceedings, that,
notwithstanding what the Commission has found in a decision
adopted pursuant to Article 25(6) of that directive, the law and
practices of that country do not ensure an adequate level of
protection must be understood as concerning, in essence, whether
that decision is compatible with the protection of the privacy and of
the fundamental rights and freedoms of individuals.
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In this connection, the Court’s settled case-law should be recalled
according to which the European Union is a union based on the rule
of law in which all acts of its institutions are subject to review of
their compatibility with, in particular, the Treaties, general principles
of law and fundamental rights (see, to this effect, judgments in
Commission and Others v Kadi, C-584/10P, C-593/10P and
C-595/10 P, EU:C:2013:518, paragraph 66; Inuit Tapiriit Kanatami
and Others v Parliament and Council, C-583/11 P, EU:C:2013:625,
paragraph 91; and Telefénica v Commission, C-274/12P,
EU:C:2013:852, paragraph 56). Commission decisions adopted
pursuant to Article 25(6) of Directive 95/46 cannot therefore escape
such review.
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61 That said, the Court alone has jurisdiction to declare that an EU act,
such as a Commission decision adopted pursuant to Article 25(6) of
Directive 95/46, is invalid, the exclusivity of that jurisdiction having
the purpose of guaranteeing legal certainty by ensuring that EU law
is applied uniformly (see judgments in Melki and Abdeli, C-188/10
and C-189/10, EU:C:2010:363, paragraph 54, and CIVAD, C-533/10,
EU:C:2012:347, paragraph 40).
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62 Whilst the national courts are admittedly entitled to consider the
validity of an EU act, such as a Commission decision adopted
pursuant to Article 25(6) of Directive 95/46, they are not, however,
endowed with the power to declare such an act invalid themselves
(see, to this effect, judgments in Foto-Frost, 314/85, EU:C:1987:452,
paragraphs 15 to 20, and IATA and ELFAA, (C-344/04,
EU:C:2006:10, paragraph 27). A fortiori, when the national
supervisory authorities examine a claim, within the meaning of
Article 28(4) of that directive, concerning the compatibility of a
Commission decision adopted pursuant to Article 25(6) of the
directive with the protection of the privacy and of the fundamental
rights and freedoms of individuals, they are not entitled to declare
that decision invalid themselves.
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63 Having regard to those considerations, where a person whose
personal data has been or could be transferred to a third country
which has been the subject of a Commission decision pursuant to
Article 25(6) of Directive 95/46 lodges with a national supervisory
authority a claim concerning the protection of his rights and
freedoms in regard to the processing of that data and contests, in
bringing the claim, as in the main proceedings, the compatibility of
that decision with the protection of the privacy and of the
fundamental rights and freedoms of individuals, it is incumbent
upon the national supervisory authority to examine the claim with all
due diligence.
et g - BAABFTC GAT ﬁiﬁfﬁt@ﬁiﬁi € REE %
95/46 5Lip 4 % 25 1%k % 6 M B2 AUk F NS =R E X o [
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64 In a situation where the national supervisory authority comes to the
conclusion that the arguments put forward in support of such a claim
are unfounded and therefore rejects it, the person who lodged the
claim must, as is apparent from the second subparagraph of
Article 28(3) of Directive 95/46, read in the light of Article 47 of the
Charter, have access to judicial remedies enabling him to challenge
such a decision adversely affecting him before the national courts.
Having regard to the case-law cited in paragraphs 61 and 62 of the
present judgment, those courts must stay proceedings and make a
reference to the Court for a preliminary ruling on validity where they
consider that one or more grounds for invalidity put forward by the
parties or, as the case may be, raised by them of their own motion
are well founded (see, to this effect, judgment in T & L Sugars and

96



I}W\ﬁﬁ* Lh¢

F%p GDPR i R MAph ~ 22 febump T, 432753 F
B AIFEL

WHiE 2 BPUE Fa Schrems & 2P B v iR

Sidul Acucares v Commission, C-456/13 P, EU:C:2015:284,
paragraph 48 and the case-law cited).
FRTE FBMIRLEY TR AR AR A B v REE
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65 In the converse situation, where the national supervisory authority
considers that the objections advanced by the person who has lodged
with it a claim concerning the protection of his rights and freedoms
in regard to the processing of his personal data are well founded, that
authority must, in accordance with the third indent of the first
subparagraph of Article 28(3) of Directive 95/46, read in the light in
particular of Article 8(3) of the Charter, be able to engage in legal
proceedings. It is incumbent upon the national legislature to provide
for legal remedies enabling the national supervisory authority
concerned to put forward the objections which it considers well
founded before the national courts in order for them, if they share its
doubts as to the validity of the Commission decision, to make a
reference for a preliminary ruling for the purpose of examination of
the decision’s validity.
#BF Fo R FE BRMIL Y Y éﬂ# FARIZT M2 g2 B
2 lﬁ'—émﬂ' iy d EE’ % % B E;kﬂ\%%ﬁ’f EE % 8iF% 372
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66 Having regard to the foregoing considerations, the answer to the
questions referred is that Article 25(6) of Directive 95/46, read in the
light of Articles 7, 8 and 47 of the Charter, must be interpreted as
meaning that a decision adopted pursuant to that provision, such as
Decision 2000/520, by which the Commission finds that a third
country ensures an adequate level of protection, does not prevent a
supervisory authority of a Member State, within the meaning of
Article 28 of that directive, from examining the claim of a person
concerning the protection of his rights and freedoms in regard to the
processing of personal data relating to him which has been
transferred from a Member State to that third country when that
person contends that the law and practices in force in the third
country do not ensure an adequate level of protection.

AN RY R L FAR RHEAFENET HTiE
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The validity of Decision 2000/520
2000/520 4 zz 7 <4

67 As is apparent from the referring court’s explanations relating to the
guestions submitted, Mr Schrems contends in the main proceedings
that United States law and practice do not ensure an adequate level
of protection within the meaning of Article 25 of Directive 95/46.
As the Advocate General has observed in points 123 and 124 of his
Opinion, Mr Schrems expresses doubts, which the referring court
indeed seems essentially to share, concerning the validity of
Decision 2000/520. In such circumstances, having regard to what

has been held in paragraphs 60 to 63 of the present judgment and in
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order to give the referring court a full answer, it should be examined
whether that decision complies with the requirements stemming
from Directive 95/46 read in the light of the Charter.

KRR 2 e L R AL 2§ 7 P 5 41 > Schrems L 2 3%
ARR A5k 0 E RavE x—“ff"a"’ B SRS AP % 95/46 %’i#ﬂ
£ % 25 1F 2 RFREARR o PAvizE T AR g A% 123 gv
5 124 ,\L:}ﬁ » Schrems £ 4 17 2 3% % 2 35w EF % 2000/520
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The requirements stemming from Article 25(6) of Directive 95/46
R % 95/465Lip 4 % 250% % 6 2 AL

68 As has already been pointed out in paragraphs 48 and 49 of the

present judgment, Article 25(1) of Directive 95/46 prohibits
transfers of personal data to a third country not ensuring an adequate
level of protection.

B 4o 25 48 Bfe § 49 L erd 0 B B 95/46 Bidy £ ¥ 25
s LI BF @ﬁ?“]—‘- EEFEGE L RERARZ SR -

69 However, for the purpose of overseeing such transfers, the first

70

subparagraph of Article 25(6) of Directive 95/46 provides that the
Commission ‘may find ... that a third country ensures an adequate
level of protection within the meaning of paragraph 2 of this Article,
by reason of its domestic law or of the international commitments it
has entered into ..., for the protection of the private lives and basic
freedoms and rights of individuals’.
Ram oo 20 Bt \E@ﬁiﬂ W E % 95/46 %’ia‘ﬂ L % 2515 % 6 7
ILHRT AL EEFANF Z W2 FPN 2 & RERERTH
ﬂillfliﬂ\wa—: ZIeif“li-FEf&i &%ﬁﬁﬂ.‘i"}%?'}
2 i RFREARRE o
It is true that neither Article 25(2) of Directive 95/46 nor any other
provision of the directive contains a definition of the concept of an

)
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adequate level of protection. In particular, Article 25(2) does no
more than state that the adequacy of the level of protection afforded
by a third country °‘shall be assessed in the light of all the
circumstances surrounding a data transfer operation or set of data
transfer operations’ and lists, on a non-exhaustive basis, the
circumstances to which consideration must be given when carrying
out such an assessment.
PRI BE % 9546 Hidpn 4 % 25 5% 2 A H i RO A
LRERRME R G TR - FHAS 25F5 2 80p ik
Peory H - 2 - i 7] x@,ﬁﬁf@;?f—? LEOERIER R 2 R4 B
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71 However, first, as is apparent from the very wording of Article 25(6)

72

of Directive 95/46, that provision requires that a third country
‘ensures’ an adequate level of protection by reason of its domestic
law or its international commitments. Secondly, according to the
same provision, the adequacy of the protection ensured by the third
country is assessed ‘for the protection of the private lives and basic
freedoms and rights of individuals’.

Ram oo B KEE F 95/46 %ﬁ,#p % 25 %% 67 H¥ o
wﬁuﬁ 5z Wied FPE S ERERE R UPRE
ARR B k- EE 5 FAEFOREF I AR
B AF AL E R A I R, BT TR

Thus, Article 25(6) of Directive 95/46 implements the express
obligation laid down in Article 8(1) of the Charter to protect
personal data and, as the Advocate General has observed in
point 139 of his Opinion, is intended to ensure that the high level of
that protection continues where personal data is transferred to a third
country.

Fot o B ¥ 95/46 Bidn 4 K 2505 % 631 R L FHWE AL
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73 The word ‘adequate’ in Article 25(6) of Directive 95/46 admittedly

74

signifies that a third country cannot be required to ensure a level of
protection identical to that guaranteed in the EU legal order.
However, as the Advocate General has observed in point 141 of his
Opinion, the term ‘adequate level of protection’ must be understood
as requiring the third country in fact to ensure, by reason of its
domestic law or its international commitments, a level of protection
of fundamental rights and freedoms that is essentially equivalent to
that guaranteed within the European Union by virtue of Directive
95/46 read in the light of the Charter. If there were no such
requirement, the objective referred to in the previous paragraph of
the present judgment would be disregarded. Furthermore, the high
level of protection guaranteed by Directive 95/46 read in the light of
the Charter could easily be circumvented by transfers of personal
data from the European Union to third countries for the purpose of
being processed in those countries.
%\f,’_’ % 95/46 ’%ia‘g L% 255 % 678 AT TR - @ HuE A
P }l\%:._ @ME A rﬁ-év&@i BREZERERZ PR R
i FHR AR Al it T OERR
TEJ.Z%:%JE RE=ZREERPZAERERE DEFT LREFEF
AR G R RR A AR ﬁsrﬁ B2 ®E ¥ 9546 54p £ 7 T AP
oo % m & ‘L %J Amdh P ekl AR 0 T R ECR AR AT
EREARZEE ¥ 95/46 %ia‘ﬁ AT R AR R R 0 R ko
- SV S} 31;&1/*@_ R R RN R e
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It is clear from the express wording of Article 25(6) of Directive
95/46 that it is the legal order of the third country covered by the
Commission decision that must ensure an adequate level of
protection. Even though the means to which that third country has
recourse, in this connection, for the purpose of ensuring such a level
of protection may differ from those employed within the European
Union in order to ensure that the requirements stemming from
Directive 95/46 read in the light of the Charter are complied with,
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those means must nevertheless prove, in practice, effective in order

to ensure protection essentially equivalent to that guaranteed within
the European Union.

dORE % 95/46 5lin 4 % 250k % 6@ up D «*{i
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75 Accordingly, when examining the level of protection afforded by a
third country, the Commission is obliged to assess the content of the
applicable rules in that country resulting from its domestic law or
international commitments and the practice designed to ensure
compliance with those rules, since it must, under Article 25(2) of
Directive 95/46, take account of all the circumstances surrounding a
transfer of personal data to a third country.

Flpt o IR L § RFRE » 9546 5Lip 4 F 250 % 2R
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76 Also, in the light of the fact that the level of protection ensured by a
third country is liable to change, it is incumbent upon the
Commission, after it has adopted a decision pursuant to Article 25(6)
of Directive 95/46, to check periodically whether the finding relating
to the adequacy of the level of protection ensured by the third
country in question is still factually and legally justified. Such a
check is required, in any event, when evidence gives rise to a doubt
in that regard.
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77 Moreover, as the Advocate General has stated in points 134 and 135
of his Opinion, when the validity of a Commission decision adopted
pursuant to Article 25(6) of Directive 95/46 is examined, account
must also be taken of the circumstances that have arisen after that
decision’s adoption.

P ez B P HEE AR 134 gy 135 Bhevik 0 B A REC
B % 05/46%5.4n 4 % 2505 % 6 B2 4L ¢ - Tehg snli o
TR Y R E AL R S A A 2 )

78 In this regard, it must be stated that, in view of, first, the important
role played by the protection of personal data in the light of the
fundamental right to respect for private life and, secondly, the large
number of persons whose fundamental rights are liable to be
infringed where personal data is transferred to a third country not
ensuring an adequate level of protection, the Commission’s
discretion as to the adequacy of the level of protection ensured by a
third country is reduced, with the result that review of the
requirements stemming from Article 25 of Directive 95/46, read in
the light of the Charter, should be strict (see, by analogy, judgment
in Digital Rights Ireland and Others, C-293/12 and C-594/12,
EU:C:2014:238, paragraphs 47 and 48).
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Article 1 of Decision 2000/520
B % 2000/520 5w % 1 iE

79 The Commission found in Article 1(1) of Decision 2000/520 that the
principles set out in Annex | thereto, implemented in accordance
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with the guidance provided by the FAQs set out in Annex Il, ensure
an adequate level of protection for personal data transferred from the
European Union to organisations established in the United States. It
Is apparent from that provision that both those principles and the
FAQs were issued by the United States Department of Commerce.
A ¢ wcp 2000/520 HLA-w % 1w LRG0 it 17
Z R R 2 2 05 F ) F LR LR T R AR R
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80 An organisation adheres to the safe harbour principles on the basis of
a system of self-certification, as is apparent from Article 1(2) and (3)
of Decision 2000/520, read in conjunction with FAQ 6 set out in
Annex |1 thereto.

R % 2000520 Bl % 1iER 272 ¥ 37 0T 2R IE 2
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81 Whilst recourse by a third country to a system of self-certification is
not in itself contrary to the requirement laid down in Article 25(6) of
Directive 95/46 that the third country concerned must ensure an
adequate level of protection ‘by reason of its domestic law or ...
international commitments’, the reliability of such a system, in the
light of that requirement, is founded essentially on the establishment
of effective detection and supervision mechanisms enabling any
infringements of the rules ensuring the protection of fundamental
rights, in particular the right to respect for private life and the right
to protection of personal data, to be identified and punished in
practice.
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In the present instance, by virtue of the second paragraph of Annex |
to Decision 2000/520, the safe harbour principles are ‘intended for
use solely by US organisations receiving personal data from the
European Union for the purpose of qualifying for the safe harbour
and the presumption of “adequacy” it creates’. Those principles are
therefore applicable solely to self-certified United States
organisations receiving personal data from the European Union, and
United States public authorities are not required to comply with
them.

M i B0 R RCR % 2000/520 B 1 R 2 B miﬁf‘i ’
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Moreover, Decision 2000/520, pursuant to Article 2 thereof,
‘concerns only the adequacy of protection provided in the United
States under the [safe harbour principles] implemented in
accordance with the FAQs with a view to meeting the requirements
of Article 25(1) of Directive [95/46]’, without, however, containing
sufficient findings regarding the measures by which the United
States ensures an adequate level of protection, within the meaning of
Article 25(6) of that directive, by reason of its domestic law or its
international commitments.

peoh s R H S 2 GEWP 0 B % 2000/520 Bz TR iR F
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In addition, under the fourth paragraph of Annex | to Decision
2000/520, the applicability of the safe harbour principles may be
limited, in particular, ‘to the extent necessary to meet national
security, public interest, or law enforcement requirements’ and ‘by
statute, government regulation, or case-law that create conflicting

obligations or explicit authorisations, provided that, in exercising
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any such authorisation, an organisation can demonstrate that its
non-compliance with the Principles is limited to the extent necessary
to meet the overriding legitimate interests furthered by such
authorisation’.
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In this connection, Decision 2000/520 states in Part B of Annex IV,
with regard to the limits to which the safe harbour principles’
applicability is subject, that, ‘[c]learly, where US law imposes a
conflicting obligation, US organisations whether in the safe harbour
or not must comply with the law’.
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Thus, Decision 2000/520 lays down that ‘national security, public
interest, or law enforcement requirements’ have primacy over the
safe harbour principles, primacy pursuant to which self-certified
United States organisations receiving personal data from the
European Union are bound to disregard those principles without
limitation where they conflict with those requirements and therefore
prove incompatible with them.

Flt o B R % 2000/520 HLA- A TRIRE 2 22 ‘
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In the light of the general nature of the derogation set out in the
fourth paragraph of Annex I to Decision 2000/520, that decision thus
enables interference, founded on national security and public interest
requirements or on domestic legislation of the United States, with
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the fundamental rights of the persons whose personal data is or
could be transferred from the European Union to the United States.
To establish the existence of an interference with the fundamental
right to respect for private life, it does not matter whether the
information in question relating to private life is sensitive or whether
the persons concerned have suffered any adverse consequences on
account of that interference (judgment in Digital Rights Ireland and
Others, C-293/12 and C-594/12, EU:C:2014:238, paragraph 33 and
the case-law cited).
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In addition, Decision 2000/520 does not contain any finding
regarding the existence, in the United States, of rules adopted by the
State intended to limit any interference with the fundamental rights
of the persons whose data is transferred from the European Union to
the United States, interference which the State entities of that
country would be authorised to engage in when they pursue
legitimate objectives, such as national security.

Lo BE % 2000520 Bl AR Z ER G FKEZEP o B
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Nor does Decision 2000/520 refer to the existence of effective legal
protection against interference of that kind. As the Advocate General
has observed in points 204 to 206 of his Opinion, procedures before
the Federal Trade Commission — the powers of which, described in
particular in FAQ 11 set out in Annex Il to that decision, are limited
to commercial disputes — and the private dispute resolution

mechanisms concern compliance by the United States undertakings
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with the safe harbour principles and cannot be applied in disputes
relating to the legality of interference with fundamental rights that
results from measures originating from the State.

R % 2000/520 BLil-F s A EPFOH AT 2 I E 1
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Moreover, the foregoing analysis of Decision 2000/520 is borne out
by the Commission’s own assessment of the situation resulting from
the implementation of that decision. Particularly in points 2 and 3.2
of Communication COM(2013) 846 final and in points 7.1, 7.2 and
8 of Communication COM(2013) 847 final, the content of which is
set out in paragraphs 13 to 16 and paragraphs 22, 23 and 25 of the
present judgment respectively, the Commission found that the
United States authorities were able to access the personal data
transferred from the Member States to the United States and process
it in a way incompatible, in particular, with the purposes for which it
was transferred, beyond what was strictly necessary and
proportionate to the protection of national security. Also, the
Commission noted that the data subjects had no administrative or
judicial means of redress enabling, in particular, the data relating to

them to be accessed and, as the case may be, rectified or erased.
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91 As regards the level of protection of fundamental rights and

92

freedoms that is guaranteed within the European Union, EU
legislation involving interference with the fundamental rights
guaranteed by Articles 7 and 8 of the Charter must, according to the
Court’s settled case-law, lay down clear and precise rules governing
the scope and application of a measure and imposing minimum
safeguards, so that the persons whose personal data is concerned
have sufficient guarantees enabling their data to be effectively
protected against the risk of abuse and against any unlawful access
and use of that data. The need for such safeguards is all the greater
where personal data is subjected to automatic processing and where
there is a significant risk of unlawful access to that data (judgment in
Digital Rights Ireland and Others, C-293/12 and C-594/12,
EU:C:2014:238, paragraphs 54 and 55 and the case-law cited).
MR EPNFRAAENop d hifEizR > 2 FIETE A
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Furthermore and above all, protection of the fundamental right to
respect for private life at EU level requires derogations and
limitations in relation to the protection of personal data to apply only
in so far as is strictly necessary (judgment in Digital Rights Ireland
and Others, C-293/12 and C-594/12, EU:C:2014:238, paragraph 52
and the case-law cited).
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Legislation is not limited to what is strictly necessary where it
authorises, on a generalised basis, storage of all the personal data of
all the persons whose data has been transferred from the European
Union to the United States without any differentiation, limitation or
exception being made in the light of the objective pursued and
without an objective criterion being laid down by which to
determine the limits of the access of the public authorities to the data,
and of its subsequent use, for purposes which are specific, strictly
restricted and capable of justifying the interference which both
access to that data and its use entail (see, to this effect, concerning
Directive 2006/24/EC of the European Parliament and of the
Council of 15 March 2006 on the retention of data generated or
processed in connection with the provision of publicly available
electronic communications services or of public communications
networks and amending Directive 2002/58/EC (OJ 2006 L 105,
p. 54), judgment in Digital Rights Ireland and Others, C-293/12 and
C-594/12, EU:C:2014:238, paragraphs 57 to 61).
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In particular, legislation permitting the public authorities to have
access on a generalised basis to the content of electronic
communications must be regarded as compromising the essence of
the fundamental right to respect for private life, as guaranteed by
Article 7 of the Charter (see, to this effect, judgment in Digital
Rights Ireland and Others, C-293/12 and C-594/12, EU:C:2014:238,
paragraph 39).
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95 Likewise, legislation not providing for any possibility for an
individual to pursue legal remedies in order to have access to
personal data relating to him, or to obtain the rectification or erasure
of such data, does not respect the essence of the fundamental right to
effective judicial protection, as enshrined in Article 47 of the Charter.
The first paragraph of Article 47 of the Charter requires everyone
whose rights and freedoms guaranteed by the law of the European
Union are violated to have the right to an effective remedy before a
tribunal in compliance with the conditions laid down in that article.
The very existence of effective judicial review designed to ensure
compliance with provisions of EU law is inherent in the existence of
the rule of law (see, to this effect, judgments in Les Verts v
Parliament, 294/83, EU:C:1986:166, paragraph 23; Johnston,
222/84, EU:C:1986:206, paragraphs 18 and 19; Heylens and Others,
222/86, EU:C:1987:442, paragraph 14; and UGT-Rioja and Others,
C-428/06 to C-434/06, EU:C:2008:488, paragraph 80).
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96 As has been found in particular in paragraphs 71, 73 and 74 of the

present judgment, in order for the Commission to adopt a decision
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pursuant to Article 25(6) of Directive 95/46, it must find, duly
stating reasons, that the third country concerned in fact ensures, by
reason of its domestic law or its international commitments, a level
of protection of fundamental rights essentially equivalent to that
guaranteed in the EU legal order, a level that is apparent in particular
from the preceding paragraphs of the present judgment.
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97 However, the Commission did not state, in Decision 2000/520, that
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the United States in fact ‘ensures’ an adequate level of protection by

reason of its domestic law or its international commitments.
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Consequently, without there being any need to examine the content

of the safe harbour principles, it is to be concluded that Article 1 of

Decision 2000/520 fails to comply with the requirements laid down

in Article 25(6) of Directive 95/46, read in the light of the Charter,
and that it is accordingly invalid.
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Acrticle 3 of Decision 2000/520
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It is apparent from the considerations set out in paragraphs 53, 57
and 63 of the present judgment that, under Article 28 of Directive
95/46, read in the light in particular of Article 8 of the Charter, the
national supervisory authorities must be able to examine, with
complete independence, any claim concerning the protection of a
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person’s rights and freedoms in regard to the processing of personal
data relating to him. That is in particular the case where, in bringing
such a claim, that person raises questions regarding the compatibility
of a Commission decision adopted pursuant to Article 25(6) of that
directive with the protection of the privacy and of the fundamental
rights and freedoms of individuals.
d AXLmdhd: 535 - % 57 B2 % 63 BiArit 2 H ¥ Ao (&
BEAMMETIAT S 8 kL wp & 95/46 5Ldp 4 % 28 iER
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However, the first subparagraph of Article 3(1) of Decision
2000/520 lays down specific rules regarding the powers available to
the national supervisory authorities in the light of a Commission
finding relating to an adequate level of protection, within the
meaning of Article 25 of Directive 95/46.
Ra o BB % 2000/520 5Ll % 3iE % 17 1R L ¢
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Under that provision, the national supervisory authorities may,
‘[w]ithout prejudice to their powers to take action to ensure
compliance with national provisions adopted pursuant to provisions
other than Article 25 of Directive [95/46], ... suspend data flows to
an organisation that has self-certified its adherence to the [principles
of Decision 2000/520]°, under restrictive conditions establishing a
high threshold for intervention. Whilst that provision is without
prejudice to the powers of those authorities to take action to ensure
compliance with national provisions adopted pursuant to Directive
95/46, it excludes, on the other hand, the possibility of them taking
action to ensure compliance with Article 25 of that directive.
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F % 2000/520 52 2. R E'J]m,ﬂ_#« » 2 A SRR R R
113



F@«Fé GDPRiEi’t’L_#Efﬁgé ,’iﬁg.];i‘_idi'q-?};;—;pa ‘}, :J_Ezi‘v—é‘L%

Wi 20 BP2 A Schrems & 2)i4-@ 2 f R
Pp® B 4p £ [95/46] (% 25 iErfvh) TR B R el ke
HIE RS LY | Ul R B R g T
Hro B RIZIE 3 H R T ”g ¥R S R R 122:}7%;%\?; «J{Fl £ [95/46]
W£~W?m%ﬁﬁﬁﬁﬁﬁ%%*%ﬁ*%4’WF—%&F
PR M SR 4 8 25 el (i P U b

T a e

102 The first subparagraph of Article 3(1) of Decision 2000/520 must

103

104

therefore be understood as denying the national supervisory
authorities the powers which they derive from Article 28 of
Directive 95/46, where a person, in bringing a claim under that
provision, puts forward matters that may call into question whether a
Commission decision that has found, on the basis of Article 25(6) of
the directive, that a third country ensures an adequate level of
protection is compatible with the protection of the privacy and of the
fundamental rights and freedoms of individuals.

B B F A EEE S 0546 Hlip 4 B 28 mEAR DY o

YRR GRE AL R L Y 255 6 IFH;&%;%_.
B2 FE il KA A 2 - B KRR A 2 *f%ﬂ éﬂ\
g d mriﬂjfﬁ ) mi 2000/520 %i;‘ TH3EFL1EY 1
=) CELN EAEE KT % 95/46 5dp £ % 28 FRS B RE ? %F&é
2 S o
The implementing power granted by the EU legislature to the
Commission in Article 25(6) of Directive 95/46 does not confer
upon it competence to restrict the national supervisory authorities’
powers referred to in the previous paragraph of the present
judgment.
BOR MR L g FE » 9546 5Ldp 4 % 25 %% 678
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That being so, it must be held that, in adopting Article 3 of Decision
2000/520, the Commission exceeded the power which is conferred
upon it in Article 25(6) of Directive 95/46, read in the light of the
Charter, and that Article 3 of the decision is therefore invalid.
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105 As Articles1 and 3 of Decision 2000/520 are inseparable from
Articles 2 and 4 of that decision and the annexes thereto, their
invalidity affects the validity of the decision in its entirety.
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106 Having regard to all the foregoing considerations, it is to be
concluded that Decision 2000/520 is invalid.
= b oot > BB % 2000/520 B A7 Ak o
Costs
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107 Since these proceedings are, for the parties to the main proceedings,
a step in the action pending before the referring court, the decision
on costs is a matter for that court. Costs incurred in submitting
observations to the Court, other than the costs of those parties, are
not recoverable.
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On those grounds, the court(Grand chamber) hereby rules:
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1. Article 25(6) of Directive 95/46/EC of the European Parliament and
of the Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the free
movement of such data as amended by Regulation (EC) No
1882/2003 of the European Parliament and of the Council of 29
September 2003, read in the light of Articles 7, 8 and 47 of the
Charter of Fundamental Rights of the European Union, must be
interpreted as meaning that a decision adopted pursuant to that
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provision, such as Commission Decision 2000/520/EC of 26 July
2000 pursuant to Directive 95/46 on the adequacy of the protection
provided by the safe harbour privacy principles and related frequently
asked questions issued by the US Department of Commerce, by which
the European Commission finds that a third country ensures an
adequate level of protection, does not prevent a supervisory authority
of a Member State, within the meaning of Article 28 of that directive
as amended, from examining the claim of a person concerning the
protection of his rights and freedoms in regard to the processing of
personal data relating to him which has been transferred from a
Member State to that third country when that person contends that the
law and practices in force in the third country do not ensure an
adequate level of protection.
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Decision 2000/520 is invalid.
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