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Abstract

With the advance of science and technology, more and more records
are created, generated or stored by electronic means. However, the
legal status of these electronic records, also known as digital assets,
is unclear. To address this issue, this project will firstly define the
nature and scope of digital assets, and then clarify its rights and

duties.

The digital assets can be distributed into three categories: (1)
“Digital Assets” - including information, texts, emails, files, videos,
pictures, sound, social media content, passwords, health records,
computer programs, software, software license codes,
databases, ...etc. (2) “Digital Inheritance” — the digital assets which
can be inherited by an heir. (3) “Digital Heritage” - consists of

unique resources of human knowledge and expression.

The nature of digital assets is uncertain under the Civil Code. There
is no final conclusion yet on whether the digital assets shall be
considered as rightinrem, claim, intellectual property rights or
other new type of rights. However, the tangible digital assets and
intangible digital assets, may have financial value to users. Under
Article 15 of the R.O.C. Constitution, and the right of property shall
be guaranteed to the people.” No matter what type of right we

categorize the digital asset, it shall be protected by the constitutions.

According to Article 1148 of the Civil Code, “Unless it is otherwise

provided for in this Code, an heir assumes all the rights and



obligations pertaining to the estate of the decedent at the time of the
commencement of the succession, except those rights and
obligations which exclusively belong to the decedent.” Thus, the heir
of users shall have the right to assume all the rights pertaining to the
estate, including digital assets of the decedent (user) since the digital

asset is a property,

Since 2003, States in the United States have begun to pass laws to
provide regulations regarding digital assets. Early legislation defines
digital assets broadly to include data, text, emails, documents, audio
files, video, images, sounds, social media content, social networking
content, codes, health care records, health insurance records,
computer source codes, computer programs, software, software
licenses, databases, or the like, including the usernames and
passwords, created, generated, sent, communicated, shared,
received, or stored by electronic means. Moreover, in order to
protect privacy right and property right of the user, latest
legislations have expanded the application to include digital
footprint created in social media and other online activities. This
project reviews such legislations and suggest whether and how we

should enact legislations regarding digital assets in Taiwan.
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“A working definition of a digital asset in a general sense is
information created, generated, sent, communicated, received, or
stored by electronic means on a digital service or digital device and
includes, without limitation, any usernames, words, characters,
codes, or contract rights pursuant to the terms of service
agreement that controls access to a digital account.”

R "%-224 f ¢ (Uniform Law Commission, ULC) ; #t
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Section2 (10) “Digital asset” means an electronic record in which
an individual has a right or interest. The term does not include an

underlying asset or liability unless the asset or liability is itself an
electronic record.
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software licenses, databases, or the like, including the usernames
and passwords, created, generated, sent, communicated, shared,
received, or stored by electronic means on a digital device. “Digital
asset'" does not include an underlying asset or liability that is
governed under other provisions of this title.

é“*rig%ﬁwu ﬁﬁ?ﬂ‘éJ ::1 l},(“’ ﬁ/\}&ﬁ-ﬂ?\,ljog"

\

12 7 ehfes b

L = 4 s Y 2 1 B P -
}\‘ IF L:"—._E.’ 73!:,’3/(71bﬁ'kﬁomléla‘g“/}i—loJ6tL&La

\\\

PP ARG RRAT 0 T B R T AN B 28 g
Pitotefins R A% A 5 TR v (REFTR) 12

"REFTA | AL EGFTHH
2, EFAZPE

FEEH Y MR T AL F SR R R T AR
B %A 5T B 4 F A (Personal Assets ) )~ p474+& = (Financial
Accounts ) ;~ "7 * tk # (Business Accounts ) > 1 % AL #E 48 F

A (Social Media Assets) | °

6 L E T (2013) (BEMMABKAILHE = 24 ) (FEF) 2013 &5 68 0 F
50



¥ % Joshua Fairfield 725 - &4 % L "4+ = 4, (Rivalrous)-

FA 2 (Persistent) ~" 7 B+ | (Interconnected ) ¥ £ x4

PR g T A T H2 P g LT AT “75 *
Fibg L L2 rdle bldeR MR T AP 2 0 F R ELATF A

@uiﬁuﬁ%QAJ%;ﬁkkﬁJ%wﬂwﬂ*5%&%%§@?

g
3
@H
4
X
et
o
g
K2
=
X
_j
N
A
(w
,N-
m

LRI T
SRPE TR ED R 2R AR Bha g o H I EE B
i iEAR A GBI R GARR OB EHBIREP ZF RT3
B > Bl AT EY Sz B g AR

o T I RERBEL R AET L AT

¥ *h % W% % Samantha D. Haworth 0 T 2234 2 i 3% #05°

r»ﬁ'—g‘ » T a8

© PRIE - B « 8K ~PDF » Ak sk (A Sk -

¥ XEWRE - AT B~ B
chEEAY SEATHRAR S B8 & i B
o [é]ﬁ A%

[ @ 1) Samantha D. Haworth #ici> F & 2 #5737 & W9

7 Joshua Fairfield, Virtual Property, 85BU LAW REV.1048,1053-1055 (2014).
8 Samantha D. Haworth, supra note 4, at 535, 537-538 (2014).
9 FATE > TP g

9



(1) ®&FF R (Access Information)

FEELF I Thdp * 2 TR L8~ TR AMRELE L F B fERG
LT AR A F A R A A ER A F R A R A P
PR BT AL R PARE IR TR A AR
FTAPN BN FE 4 EFFLPF L FIRES>TET R T 2 T
Ao fRdm o LR FILRELT M€ B W A AR AN A

FAZIE o FI a Rl A A B RS LR L

(3) #&#&=F 2 (Intangible Digital Assets)

Bt v REPEDRE B ARl P2 b -

S s T & (digital footprint) | epr s o i * A fiT it &)



Ao T IEL R A BRSPS 2 Ay d 2L S
2T o RRGART AP A ERE NI PFPERSPAT R 2R

FAR g 2 kA RA A RES U F R R L g G AR DT
(4) #RFTH (Metadata)

A AR AT BT AT TR LR

Hp Fp

)

R

WENF L o bde > cookie %4k~ HITR R k&~ A
B o MLFHS FCBBAREE B EEHRS B RS 8

BT RADE 2 WH AT EMEL 5 SRR E Har R L B

NI
o

T RN R AL EFERRT BT LA -

(5) 1%

K

BWEFALPF EFTAPHLF R TR T HESBHT

rb A

BwF P2 e A R EEITY AT G %
A

|

Wi FA

7‘;- Y
i

=

R

4T

f

- ,gé‘rlﬁz’i’r ’ ﬂ\v;&‘i & 'ﬂfﬁ."ﬂ‘f} ERR 'ﬁfﬁﬁ z]jﬁi/i?
TR B A ZFEMAR UE G BT BE T A
FUBET AT L XGRS W BRI HT B TR
"1

E 2 B AT Ity K2 IR A ﬁ]%‘i‘jﬁ Samantha D. Hawort

S DL E R SRS TR

11



A
[y
/'
beits
%
(40'
ad
"1?
-ml\-
W
=
1=

BT AGR N LNRERIFSB A AP Y IR T AN

BoE o e SR ERECE AR RRINT S MR A g A

P REBIRAE R RS TR R o F s B

\m
beits
.z‘w

/\
Ei

TAEAT TG E & e
(2) AR

MG FAL G REL AR TR AT R RS T
BB T A PR A R BIRS T E M e F A A
PEGARDBPBEY T B L) ofr1les g D iR

"

2 -
BT SRR G R eI B EE R o TP v w3 @ e

k)
NN
iy}
P
B
Jul

LRGP A2 - BEIRDEA A - L A

P B AFehi B L E D EA PR Y RS

12



(3) PRAFT S PR3 UL

H
¢
par
&y
Qe
(\s
'-“_.j
=
R
(i
;;\‘\
)
‘ a
:ﬂ—n\
i
(ﬁé
e
o
< :Q\
N
PN
T\
=
&
5
&
i
&y

AR PRI B SR T h o R T AR A A g A2
B R o Blhe TR Eop s 3T 2003 ERE - AF L 2ok S

O R IR L (2 2013 #E Bk JRIE > BB PIRE o 3F Stk

T

fr ALY AT EFTA R AT R TAINE
B oldro 2 S M RO RAEGH SEEY G 2R RT AP M Bl

Faeo (e AVBRTUE(s > PR FIRET B L IR ROTRER v

13



BTEFTALSFTARES B2 B% 1w+ 154 feeh & 0k
ER Rk { ER OISR A FAEI PR B PR

ZoEMEAE G S B 0 P B e e (A b Ao inHRFE @

>P\-

AR PRI R R R T TR §F SR inAL g R A

F_&

AR B BR R AR RE . A AT A A

Lo BBABLIABEEEFECMAREAMEL TR o
(WD) K
" % 4 4 7 7 (Universal Declaration of Human Rights ) | %

TigRZ T A A 4@ ad > 28 Bfefgflr - 255 o & Py i

o s F % B R AR o

“All human beings are born free and equal in dignity and rights.
They are endowed with reason and conscience and should act
towards one another in a spirit of brotherhood.”

R TABER bR R PRAAITVA L FEETAS

i TR

+ 3 Bosnfffe it & LW 4 Glnter Diirig #-7 £ 18 B |

Tk TAMBEEAEFIFOAN A ARAZEIAAFTRZA



F ot AA A D A2 5 E A7 AN A R AR A

RN RN L T SRR E R A

\-\-\
\\-\

L AEp

R TR E BE WL R SERENEAL s 3 e Py
;¢ (objektformel) | % :T& - @A A% > 2 5 p ey @ 2LE

PRFMEER L LR FRARD S L A

-

|

|5
ETIRS
R
4
it
i

B A& & (Grundgesetz fiir die Bundesrepublik Deutschland,
GG) 1% 1B  (TABREREI T &P B €2 REAME B

AT BIRIE S 2 &G o

“Die Wiurde des Menschen ist unantastbar. Sie zu achten und zu
schiitzen ist Verpflichtung aller staatlichenGewalt.”

At

CRIEEBRAP Y RFABL R RO EREE Y 372 530

(w
=
By
e
\
I\
b=

Foomp iyl T ARE R g E PR xR
AT T AT 0 T A ARER FRA NI LA AR

Mg iEe $4EFTIETAT T FHEILA o

0 32ad (1992) (AABARE S 1iE T AR LB Rz Fd) (Era@Fit) 185 18
AF81E&E7" > F 39°

kiR (1998) (A BB RERE D hRAME ) (HZ L) 44 5 124 > AR 87 £ ¥ 12
%5;'-»’ F 19 °

15



i

R

A

I

N ﬁﬁ‘u;'k BpEH &%‘ﬁ%vi;’;ffi%ﬁf\"&iu;/éﬂri;
A oL P FAEY FY ERrant £ 7 ERHE L q&;ﬁgwﬁﬂ@g@flj
AR o Fm 42 Easr pRagd B> 2 HHE B 5 5V
BB QR B A L o (R AR A e 3 o iF
AP R T D T mEF AL IR om BRSO HmEE R
T FREFL T o de S S RE T APHIFE S AP g
i F A EAPLEY RS L&A
AP R R F 9 fare
FiRE R BE

ATA A LT

EEW Tk S
PR U8 & AT R 99 £ R 4
| ¥ 24y B

WE R
LA AR iR
F Ak

#’j‘iﬁ_'{]ﬂ?aqﬁf}’

7

~ 2o

g
\uz

(w.
gl

B
hILFY R ER

(w.

-
&
o
-n>\' E—é"
o W
N
>z
hn
"Hl
A
+
=
5
In
%
(‘r«} N

2 L e REBogER Y
){‘_'5

7 7T
BAB g ekt K3
LIS

R
R

FA R SR EEAE

S R .

2381 57 2k T A AR L34 £ 5 &2 Tyuan6688, t&
2 A R oo b TR
AR SRR

| IS

756 &2 }\’mﬁ‘czafaa‘%li
BB D 3 iR
\%

b R
7
~

;}’p!%,,’a{:,é.'-bkfl*jr{7 Ia'/\

v

4
—_— ’

HE L O R

FZ R FHREET R ’ifﬁ:

L2575 TR M-
ARz ELE ﬁ“ﬁﬂ‘é”’“?% v iRAEE 4 ’”Tiﬂi'/?d?w L2
7

PR e potE 5 Tyuan6688 50 11 FF“?—}E&E} DRI R R B A R
2 A o s Tk, 28T -
s AT F %

Rt
L g AR TN a2 R A R 'Tyuan6688g VEBE 5 7 %
C R
L =S
ﬁzﬁ;“%g%kfr.\. /}fgk.#gr’;&{f r‘m.
13 4 BITH R 00 E R S

400 % 4
FYEE
BEZFEZCY > ad 7V ERITPFIL A2 L0288 FHREFZZIH «“?“‘.L'”Ll’ﬁ:)i
oo B

b2 4
%&%t‘tuj\/k ’T*l'\-”";v’t i‘f--l
B A —T—I% )y T
J
Y 89 %fblﬁ]i;l'l]_i_o

"

2ALE R B
FRAFTAN FEATNELER
16



o fip  THALT IR IR G TRED B AR INE R
e ht 2 :r ,E’,,I’T"Tr’%ﬁr} e _k,,FI%“HLFﬁ E;'}J}’}%E\'?%E;}%*‘?‘%j

blde K EE SH B A F 2 MEHRE S R EEAR B R
LA ey A jﬁ‘%{m? 4 E0 — ik Riae oF 2 A i F 2 (NEE
B WHZARARH: BR2Z A MENMR I FE2 A TE
STERZ O BT R FHRAT FHTL AP B 27
el e e R AP AR ERT BFRBY AR 2 %
LGRS BB ABERFEZERRE S ARREASH L AT

AR R 2R GEANCPEREL —Tk R HERKM &

i

At AR N R R P G T AR A A A
Bl 2P A @S QI E SR R P Ay 2
@AKo FIP 2 FE X IR (T2 R d K2 KA TN EET A

R v R B R o

14 UNESCO, The UNESCO/PERSIST Guidelines for the selection of digital heritage for
longterm preservation, https://www.ifla.org/files/assets/hq/topics/cultural-
heritage/documents/persist-content-guidelines en.pdf (& % p :12/08/2017)

17



https://www.ifla.org/files/assets/hq/topics/cultural-heritage/documents/persist-content-guidelines_en.pdf
https://www.ifla.org/files/assets/hq/topics/cultural-heritage/documents/persist-content-guidelines_en.pdf

(2) & i

G RES ER T RS L RIS LT SRR RN SIE
A AP EEARA A GF 2 ARFRELFE T L ERB
LA ERBEELNE A B BATREL A gL L7

PR AR A% R B LS SRR

P 603 B AP T AEAPE RAE L A
Al BB 2 pd NAFRBARLPCE o R RBEETED 2
Iz ] AR APERERALIHE 2 BEZ ARFEZ =

B LR AL AP RATB AR A R B AT A

o

RS

Tl EFHE? A AT AR AR AL EE S D L ERR

(A3 5T AT BB ER)- B9 B A p 246 L TRz

f=q

A»mff%ﬁm v F iR A %j#i{@#&%,ﬁf@;&?fﬁi\a é,_fp,fﬁ

n“\«

FRIPN RPN s e P ARE AT T RR AR

%\
2|
2
Rl
e

AR BAREHT CEFRA TRR A AT

TZHBHABAFTHR 2 ARPFAFRP N PE R e

18



CIRGRE E A VHE B AT Y s e

Ff g (1

S TR CRFEEL  FRA 2RI T LRLELFAL

F
F*;%%Qﬁgmf&‘ rRESAH I F )ifﬁiﬁ?‘;‘%x" PR G2 ﬁ—k:l.%—i 7

(3 A

PAANEZ R AL € ARG B2 A o B Atk £
Bl f:;:m\,f;'ﬂo;ﬁd R R A A2 BB T B A SRR
EREAGEE  DRCHNFERS Y cmEBREAER D g ek
EMPTRAER AR P BHREEME > TG AR e M
bRAE A AREERY X AR HFIAPNFABEEFT R A PR

HANEES AT M A p e G SRR P R B g

19



gHALAIT R TR AME (B2 AR Fa

MAFIRT UELFTRIAF W E chab gl 82 & FRJIF e 015
a1 P T A2 L ITHEZ AR BT B

ARPAZRAZEERRIEY S BMAEPM 2 ERIENS > 2

B oG ERT TGP R o Bd AP A 2 55N 7 ¥

N

FHEEALE L8N A FH o P AR U MALE 2% B Y

WoEERMA DERBEY 4145 REEd 29

ﬁ%&
#}
b
<
P
1

)

CEF A TERR LA B2 2 B FRoni o gk

=
'\'3@4
3 <
hpax)
b
3 RS
X
T
Ty
sl
AN
X
=h
=
(‘v-,\
N,
5
7
Th
ks
|4
Yo
==
ik
| —
M
R
s
o

LT LA T H AR R ELh FEL PR

CIESER A

5 BT (2007) Ao (B E

% gy F 180,181 7 3 o
16 Ff B (2001)7(<E7J;§_+§'.

. “*'1%”* LG AR ) > T 40 B IR
20

IO
%‘B\



2, KAFZRENF
(1) HAE2Z A

FOARBZ 41 R LY > P AN APRA T 2 22 g B ]
EfcdE Ry 27 RET 285 19X EFT AL XFREEFE M

AZ AN E BREESFRE F 2B A SN I 1R R

NN
g

BT R G A fe e A3 B0t § P aE F AR RS A
WenFRE » BHL PP R o R L PG AES $i8 0 0@

ZEM A FAFEIHN T PRE o p 202 Az A2 7

—

AEEEL T EX A

P M AR GHF T R PER A 5 A BSRAL
1A

e 1}1 lamglfﬁlf%v?%§17°é‘?

,
T
A

AUNN

R EAIM G iER AR B2 TR AT R
2 Lpel o HT A pe i iR S R S T I el o
Ry APEBRE MARTFFT AL T A2 2 TR A LA
fERITRIZEFE R BFATIR SRR ey e gEA

R T EX

- B R AR S B R TR E R

18

17 John Rogers Commons ¥ > & #> = F (2003)  (F ~ 1 &z A #) P FARE R
Ao

18 Richard A. Posner ¥ - 2 2% (1989 ) (2 Bz g&s 7)) F 22-25 x5 3 4 -
21



a. ¥ it (universality)

PRI @ L PR BRI R IR ER A G R AT
g AL AN T DT R blde SHBE T § o BHROFTIRRE ¥
A 2GRAET A €514 2o A H LMY > FFEEL G

P2 LA o M R 2 K T xig * ’E‘i}ﬁlilt’ei m 2L A E 2

b. ## # (exclusivity)

PAATEAR T o PR AR > AMADE R Y T L OT

MBCE g FlAR < o
v #E /il 4 (transferability )

WA ARAEZES P TRBLZZSD pRFEDTE  pRATY

&
&
ASY
%
‘E.‘:
~zh
s
ﬂ

B H o G WA e dek A

Hend RBA - BIUFIR L EHEE

At P AL G TE R B2 b YL MA T SRR E
cEi e TR GE CRETAFREL S P MR

22



W2 W O RRIRAR DY S R B e R SNF

Foo kAL SR M R PR SRR R E A 2R
P AT AR AR 0 3 5 S B R R A R
ﬁéﬁi'“'ml—? CEIR O T E RS R AR Tt o Pt i %‘Xé—m

MARE > BFREH ri:}fﬁw% oo g x% B o
(AR A R

ARZEHTMA & THAR 2 MATAETP > ARZE

i Blde o X2 10 15~ X2 F 15-2

\j\jﬂ\
«)
-
-
-
&".Ii
E
L
ke
e
i
SXN
-
T

FHAR AR T AAFEAT - TR SRR
BE 5 "1l 84 &£ 48 (Rechtsgesamtheit) 20 &5 3 (T p4 & J
B E TS S A4 oM A TUREIZ B A4

A Y R- e BALEFIRLRRE L2 EH R

0 2% # (2014)  (RFHRA) - T 259 p ok e
20 35z (2009) 0 (A FERR ) T 216 pAR o
23



AR PR 2 e R A S 2 g0 a g AR L R 2
A PERYE RAIpET HEARE  REERATE o Y
HAPAE ot i~ FHE - REMARE AR .. B A

PR EMA > A Gk

@B)krFTAaaFiEauz el

W FRECFEMARRZ BATHEELE ¥ L%REET

BAERAERG > NFE AL TS S TR, 2R P

o
9
>¢

s
c
5=
X\
|14

Hp
W
é\}
By
¥
E
ﬂt
J\

)
bt
aﬁa
[
¥
ﬂ
pg'
_mﬂ’

2 3 FFE wihir190 F 257 ¢
22 FI A FE~F FEI2IT (2003) (RELAP )Y F 206-207 0 = &
24



FAFTRDFELf d HF B oL I Bt o

b. & FAEEHRTEMAE

ETTRS

BT ALY

1‘3—)!
N
¢ “’ét
ﬁ

T Mé“?%%%%&i?éW?%”
T A - PEA e 2 ’k"Lrﬁ, | 1E2_

R F2F Y 2 A pER WP R Y - kA

&‘%\l'q l?—»"‘s 28&%"“ ~ 1 E i RY El@ll"‘;] ,;_\ﬁ /E‘Lf ’ ;&‘lxl/‘}%ﬂs"'ﬁ I]j

5\1\

LT AN AR B EFRS L S FEMARL L E R B
BT EHAE L R EETEMAEZ KM A T EM

ARAAMZRLPTT 4oi? P EFERIACFEMAR LA L
£

4

B2 @i R BT E Hee BT A AR ErR

R

c. ki*FAEE R

25



SRR Gd BT - B R R TS 2

fhid M o de Rk B AR R L AT UGRT - AR T - LR

e
bo
3t

L F LR B P BT F MRS

R AFENERITRS2ZHEEFTAE LG TFRIRBERT RS
FESL RS R AT T AZ ] H BN ZBRP R RRE
B2 B DIRARIER M ﬁ%%*@%?ﬂi&i?éWE@%
MR ABARBERPFLRAEZ G RS AR LB B KT ATR
MRERE e blde B A KR P ARPHJP I AR Y 0 KEFH
Wi - T+ B (JPGAE) & Ryt by o i i §

AT RCER RS ET 22 FE AT L FEEGM G T

d. EFTARY FH 43734 2RI

B ORBAF S PEP B3 (2013) (AR F HER ) F 30 KE e
26



PR EEE T A

S

o p e R TR - BT

w
W

Eﬁ?ﬂ‘é"}'gfﬁ‘]‘ﬁ, I}_Lﬁ:‘f% *E‘TI | 5-57 )& =% ,,r»} ?ﬁ’ztk‘é-ﬁ].,gx_} ?’pé
P H - HE R EERE R0 RS RRBIRL 0 H AT Y

AREAA N BT AL HARE R 2l & F R TS -

DI R R P IR R R R ATETIIR

P2 F AR bl RN EF 425 F TR f A RARF 2 RP T3

i
W
b
H
-
T
)
?‘Il
~=h
(ﬂ
[
N
rcd
F'*
cd
T
v
\_.
T
i
3
&
N
>
ok
|k

A

PRI 2 g U GIAREZ ARET R E S o

24 FIE X (2008) (m#Rpd A2 B HEM L i ) T 890 7 12 B A0mAL

B FIE 2 (2004) Ghm#yr SMARE) (P Fei§449) 2004 &5 63 -

2 @k (2009)  (m#EMAEETH) (* W25 ) 2009 # % 18 > F 90
27



3. KA F e g

$HAE i FT A (DR BERMA )2 4 2 K31997

FRIRTBEGPLL BT T2 $2200F - 32315 % %3520% » &7

¥
&y
&
«
pull'S
-
) %
S
X
-
=N
[

LSRRGS T R

F_&
. -
A

ER SR 5D SUR I X IR FE R S RRRE T
FER L RS SMARETRR L B b BT RS

BE2HmE

Fé

&

=

.\m}m

mv R
@

TN

N W
&

N, \}g}

i@

.

‘_

‘m

W

t?*i

EH

B4

R4 =34 T‘v‘v’% % ﬁ x2 2B ’?tﬂ%lftic EOlr "'T)‘f’/\ 28 o

=
(.
i
'Jr:
>m
3
&
beiis
¥
I
\um
W
.
ﬁ\
s
\;‘_-n
¥
~=h
-’rﬁ
o3
(w
1
«
day
ﬁ-‘r“
W
[
gt
I=q
-

SR R X TR N AT s L B
RIATRE TG G % B B FEH S R A 2 TR e A

PR 2 B BRI R R R S N IR PR B 2N R BT

27 ﬁKﬂ;\:’ (2012/02) <<)"t%nﬁgt7pi>>’ ? 31> 4 EA IL‘iglfT——grm/z %%fﬁﬂﬂh"l‘gﬁ
_l /‘Q °
B kA (2004/05) (1 - E2ZHHFI RN R oLz tgy ) (FKi2
Be) % 318 0 F 136-141°
28



BRERZMPFLEIF PR LT RHRF & TR 57 5 2

FHERZ 2 FEF A GRS & s %~ k4 %o
PEACS A AR R ATREZ B R Y 2 HRMAZEZ PN

Flp w e mEY 2R WA AR o

fd SCRERM AT UL FEANE L p o H R AL

N
=

G PRRRE AR BRSO B 2

-—>\=\

B A G~ p e G 2 B0 PR TETEN AR A
BRBGRY TP ILELENET oo & (20038 f i K

32315 M T TG AR KPR R B2 17T 5 AT

P AR TREEEE RS MM R 2 P& T
Beo A AT R RPETRESE G M AIE s o LU iE

AT RS B SO E M P R AR IE e

20 ABE LB EEF A2 E 27 21 P23 ¥ 0020800696 FL 3 o

30 7% % 323 (Fi2 L ILd (92# 6% 25 P )

354 (2004/01) (AT T TR B R AR (1)) (BRI ZHRIE) ¥ 54
¥ > F 235-236

32 742 (2003/09) > (72 #7H TR PR Rp , 22 @Hh) (P L2 EKE) 1
# 5 F 120
29



*EMA R R PA A REE Ty W m R FA

4. TEFTAZFBELER RET S

SISO § SR LR Y S AR R S

*f!l

MR ERIRFRE OREFTF T AR TR L EREF SEF
FoooTEEgE o @ ow R PR TS SR TG A S S G
&ﬁﬁvﬁﬁéﬁﬂﬁﬁﬁﬁﬁﬁﬁ%%ﬁﬁiﬁ*’%ﬁ%“@@
BT PlenTERk o AR Y PR AR AR RS £ 2 Ko
AR M PN A G R R R WITansh o 4 S LR
HE T ALY 2011 £ 100 10 PR AT L S AP AR KT

LN P ARG e R P HR S RER S P Ao - &Y

i

R -

2

SHRBRT BT R ARR L BRRE A AT
SEEEE W TR PN SIS S IR T AR I

Flut BN SRR R RPN R LB PR R A e

33 #2 ~ (2007/06) (amiedrer 2|2 %E) F 18 A E A B2 HFmiztg 1t Lmisn
MLm=

34 foaife > whiz 32 | 120
30



G N BETHFLBE RPTAL AR Y L BRFSE
A E R ApnE ME S BT BN R EA S L0 E T
TR T R o % 5 6 RPN FIEER H AR R KR PR TR &
i d s F R B mnF g ARG AR o0 B FS R FH O
fro e R G A AR B AT S 5 R
T2 ffodl @R P ERY o PRERFF L ALF IR A
PR 2 VU RFIBRT S L AR RREPFRT 0T
A2 g g i s B B A3 ol

Bl AR T e ST A < PR T

d 1ot TR BT S AT AL - BER 2 Tl 3



EFARE oA E ALY S R AN S R E N A9 ER ST
50108 - £ W3 BRANTHLEH L 104 ERETHF S 326

P2 HAR g PF NIRRT AMFALEY B T BT -

Y2 HAAB B AT LA mEA PR ER S ERAE L 105
ERMIEFS 4482 L0 AR BEMARRAL R P F R

AR EF-TLHARE - KFIEEE e x READ
Ri2BiYABRARHAL105FER P EFTF 15852 2.9 0 ¢ ¥
BFRAALG - THAR B FRREFIFL AT EIE A 249
EL PSR EET AN RRE L EM G v R LR

SUERES AR TS PR S LA

5. RIBERFERT AF2 20 &Y

JRAZETETE B % A AP RRELP ) I BRI BT $ ke
M PR35 7% 2 ) (Terms-of-Services ) | 2 % 4a B T 2.5 (Policies ) ;35>
SRR G AR R AR AL PR T OE
LRBERTRMNZB G @ ABFRE LT KEE

F R PRARIE A T m G PR ELR F PRI $T A 1 B N2 e

35 Facebook (PR7%i%#0) > https://zh-tw.facebook.com/legal/terms » Yahoo # B (PR7%i%
#%) » https://policies.yahoo.com/tw/zh-hant/yahoo/terms/utos/index.htm » 3t (R
¥4 3 ) » http://www.qq.com/contract.shtml - ...... F (Ht#TP12/08/2017) -

32



BB £ Fi2 pico ¥ 3 PRGN F o B RAE A R F iR

¥

s

FAYARANEF 2451 8RR FREE S 1FT ¥ 17-1 R

R TEIT R FR R L E L E g IR A

6. /| &
HRERINS BT AD ¥ ANEE T L E e

AR R BBk R HNHARL LA A RE BT

&

DS L ¥ IIZT_‘ WEREMAESNHE B (PR RE) FRZ

o it TR A R G R R TR LA R b g F B

AL EZHARER) BEAR 4vi B8 AFEMAHE > hoiz i 4
BA R R SRR AR S RE AR RR e

PEFE A2 G T A 4oF L RAIHE2Z PDF 23 F ik

36 3 A& T A LR MR A B AR L (R A ) i AA > A e

Hde i A 2 B %
33



Blfh~5 2% m G AT~ 0k~ Sof s FRz &% #) &

- TEARGEom B AERR D frﬂ R O~ TR PR B2

pijunt
i
hY8
3
EIS
s
i
|3
_.\'
kN
)
e
o
‘\ES
-n\:\.
3‘/
e
B
R
=i
=
‘m
=y
™
e
P
>~
w
§v
&
ra

REerpdAd »m & - BA - 2% 4 o %8 %4k g T T S
e B4 e E oA AR 24 o AMEY P RIETEMET I &

fOETIRE 2 EREDEERNHENET DI M 2 b o i

7

MM GE o £ Al Y R EBAGE d F B 0 B A G b
BB B cho MORM G B4 - 20 T A E s T R

BB ghe Z 2 F A2

—\
N

l

FRERPN R D d FE GG

AAET o RS SE PSP S iR

ABELPEREL SO MFARFERRY K OFIRED EHR

i e e BT AP AMEJI R Rfedp e 0 T 2HE T witih
34



HfpLide S X BT ADFE > TG 2 F P BT A
Tl A PR G R e R e Bt A R R LA i (S
oY EEGEFEILAARFEp BEE S22 r a2

7

Bpd AT AT ARERAEDEJIE S B EE LR 2

EFAT AL EM LT T ARG T R A S 2



FA  bHACEER 2 FHERIRY A ATEE TS SERER

#
e
(w
4
3=
et
“]IP
I
TEN
)
f-‘}
3
e
=F

i
T
k'l
@
P
| —

;\“_:E
B
(w‘
st
AL
X
fon
e

AR GEEE IR ERE BITIRIAES PRI R SRR
A HPRGE > # 2L 2 kbt BN H BRI T ER ] > &R

36



MEFIES P e PRFEHG ) P40 T IS LR A Rp R
(FinTech) #2 # ¥ @ #1382 T 1@ £ (Regulatory Sandbox ) |

S7HLEE S 2 0 RATEA L AT AT UFEFARRY > BRERF LS

g F AR E 2 A RIBTFS BLBH - 2

o b SRR A M AR R $30 M A Ok ORIE SRS B D

bl

+—
(3

RGGE S E R I G BT L PR T T S

|

L sk FIRE L T kA —

A
)
e
F_*
e
m
[
S
bl
pt
\‘1:‘_:
R
e

e B A U] 0 BT R AT el A R K IR 2 A £

z?ﬂ

DR L

37 !%ﬁéii‘i’_uﬁ ( Regulatory Sandbox ) r’f’{" - BRGARETIRRT S ERMEE

CAGALE RIS T RS L1 Y BUERL T o B AAC REHEN

;Eljzﬁﬁvj%'rﬁvg_ S PRI RN T RS % i {'{rﬂi‘é fEROBL S E TATEHRRT
o B ELIT S KRR éﬁﬁi“’ AE LR A A T R F G R4 -

38 @i fL4e sk > Google Play o  #c 48 i #jutp ¥ i »
https://zh.wikipedia.org/wiki/Google_Play%E4%BB%98%E8%B2%BB%E8%BB%9F%E9
%AB%94%E7%8C%B6%E8%B1%AB%E6%9C%9F%E4%BA%8B%E4%BB%B6 (& {5 i§| f
p :12/08/2017) °

37



= ~ &% 2 (Digital Heritage, Digital Legacy)
(=) #&ixd A2 T8 FEE
1. ki A 2 TR

#iif 2 (Digital Legacy) » 4p ﬁhw;tﬂé&i& ER T A RS - 30d

FTA 62 SR 3@ FL8REd ¥ a3k FTA N hTMHA

(R 2] #&i-FAod3 4 MR

FH KR FHp TR

7 & Bt mik (UNESCO) 4 18 i#Hi%

M i 2

&-
\m

Y

(Digital Heritage ) » Tdp A 2~ P chip & 2 K572 2 i) 4
Poo FLAGE2PHFREIL > BAREFRE BEALNL c HMAR

SR A SR T RFEN NI F 5P BRI R ok

38



2. il A2 THFRE

B A AE G TR Rt A AT MR A B A 2 R
R RRIRIFT 5o i B A2 RS AN FE RIS E D 2

ETR o JE Y DA A & ISP 2 B PR IE A2 R B Tk o 47

AT R BLIRTS 0 F A B B R

FREHECEAR A2 E TN Y TP R

B
4

Hp ¥

&3

FEE N Gy RER FRERA NG L2 EE L
HiE 74k 4o T F322 (Bailment Law) ~ 4 £/ (Warehouse
Law) ~" 4247 % ¢ 482 (Law of Safe Deposit Boxes) ; % =% - %
B E TR R BRI AR 0 B E R G
HWARREZHF ARG AL R TRy o NFRZELZH 2R
7 50 M F T S 7% L (Uniform Commercial Code, UCC) |
An7i%if%iﬁi%%&%@*ﬁﬁmiﬂ#ﬂi%%%?‘
ERFLF2F I FARYEAGLE LY RIS F 303w

» 2 22
g A

39



§ 7-206. Termination of Storage at Warehouse's Option.

“(a) Awarehouse, by giving notice to the person on whose account
the goods are held and any other person known to claim an
interest in the goods, may require payment of any charges and
removal of the goods from the warehouse at the termination of the
period of storage fixed by the document of title or, if a period is not
fixed, within a stated period not less than 30 days after the
warehouse gives notice. If the goods are not removed before the
date specified in the notice, the warehouse may sell them pursuant
to Section 7-210.

(b) If a warehouse in good faith believes that goods are about to
deteriorate or decline in value to less than the amount of its lien
within the time provided in subsection (a) and Section 7-210, the
warehouse may specify in the notice given under subsection (a)
any reasonable shorter time for removal of the goods and, if the
goods are not removed, may sell them at public sale held not less
than one week after a single advertisement or posting.

(c) If, as a result of a quality or condition of the goods of which the
warehouse did not have notice at the time of deposit, the goods are
a hazard to other property, the warehouse facilities, or other
persons, the warehouse may sell the goods at public or private sale
without advertisement or posting on reasonable notification to all
persons known to claim an interest in the goods. If the warehouse,
after a reasonable effort, is unable to sell the goods, it may dispose
of them in any lawful manner and does not incur liability by reason
of that disposition.

(d) A warehouse shall deliver the goods to any person entitled to
them under this article upon due demand made at any time before
sale or other disposition under this section.

(e) A warehouse may satisfy its lien from the proceeds of any sale
or disposition under this section but shall hold the balance for
delivery on the demand of any person to which the warehouse
would have been bound to deliver the goods.”
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“That no safe deposit company, corporation, or person having in
possession or under control securities or assets belonging to or
standing in the name of a decedent, or in the joint name of the
decedent and another person, or in the name of a partnership of
which he was a member, shall deliver such assets to the legal
representative of the deceased or to the survivor of the joint
holders, or to the partnership of which he was a member, ...... “
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The digital heritage consists of unique resources of human
knowledge and expression. It embraces cultural, educational,
scientific and administrative resources, as well as technical, legal,
medical and other kinds of information created digitally, or
converted into digital form from existing analogue resources.
Where resources are “born digital”, there is no other format but
the digital object.

Digital materials include texts, databases, still and moving images,
audio, graphics, software and web pages, among a wide and
growing range of formats. They are frequently ephemeral, and
require purposeful production, maintenance and management to
be retained.

Many of these resources have lasting value and significance, and
therefore constitute a heritage that should be protected and
preserved for current and future generations. This ever-growing
heritage may exist in any language, in any part of the world, and
in any area of human knowledge or expression.
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The digital heritage consists of unique resources of human
knowledge and expression. It embraces cultural, educational,
scientific and administrative resources, as well as technical, legal,
medical and other kinds of information created digitally, or
converted into digital form from existing analogue resources.
Where resources are “born digital”, there is no other format but
the digital object.
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The purpose of preserving the digital heritage is to ensure that it
remains accessible to the public. Accordingly, access to digital
heritage materials, especially those in the public domain, should
be free of unreasonable restrictions. At the same time, sensitive
and personal information should be protected from any form of
intrusion.

Member States may wish to cooperate with relevant
organizations and institutions in encouraging a legal and
practical environment which will maximize accessibility of the
digital heritage. A fair balance between the legitimate rights of
creators and other rights holders and the interests of the public
to access digital heritage materials should be reaffirmed and
promoted, in accordance with international norms and
agreements.
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As with all documentary heritage, selection principles may vary
between countries, although the main criteria for deciding what
digital materials to keep would be their significance and lasting
cultural, scientific, evidential or other value. “Born digital”
materials should clearly be given priority. Selection decisions and
any subsequent reviews need to be carried out in an accountable

manner, and be based on defined principles, policies, procedures
and standards.

2016 & 3 7 K= EF‘H& Fir (R RERICEAES
in# (Guidelines for the Selection of Digital Heritage for long-term
Preservation)) 2z B 2 & > F BB ROE (TR L T 424
P REAPE RS B T RIE i e bt i UE s R
g A RROE B B D R BT AT i a
PRAFHEI R AN 50 D F A BRI T 2 B hE KR
ARG N HERBHEPREZAG UE LRP N E S 8

TRl P AEHEZ B gt hoE @ F g o 74

There is a strong risk that the restrictive legal environment will
negatively impact the long-term survival of important digital

74 UNESCO/PERSIST Content Task Force, THE UNESCO/PERSIST GUIDELINES FOR THE
SELECTION OF DIGITAL HERITAGE FOR LONG-TERM PRESERVATION1, 5 (2016/03).
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heritage. Cooperation or specific agreements with rights holders
may be the only way to protect and preserve certain types of

heritage (e.g.the Library of Congress/Twitter agreement ) . We

recommend the adoption of international and domestic
legislation aimed at overcoming barriers to the selection and
preservation of digital heritage for public access.
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“Digital heritage means heritage which is made up of computer-
based materials, whether born digital or digitized from other
formats, which emanates from different communities, industries,
sectors and regions and requires active preservation approaches
to ensure its authenticity, accessibility and usability through
time.”

“Authenticity of digital heritage refers to the trustworthiness of a

record or an item, i.e. the quality of being what it purports to be,

either as an original object or as a reliable copy derived by fully
72




documented processes from an original.”
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(1) #Hvwrin (identification)
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“Identify the material to be acquired or evaluated. What is its
title, creator, provenance, extent, condition? What kind and
which amount of metadata is available? Define the parameters of
the project, if appropriate. Is a simple yes/no decision sufficient,

or is relative evaluation (high, medium, low, or even a

numerical valuing? ) required to compare it against other

material? “

(2) & &2 2125 (legal framework)

FERAPME a2 L3235 B F2 R0 MR AR TR
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“Does the institution have a legal obligation to preserve the
material? Does the institution’s mandate or policies on digital
preservation and collections development require the
preservation of this material? If yes, preserve. A positive decision
is confirmed, no further steps are required. Document/record

your decision made in this step (and how you gotit) and keep

the record. Ensure the record is kept up-to-date and accessible.”
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(3) it * £&E % (Application of Selection Criteria)

FARMABIES R e A2 R T RS E R
# ( Significance ) ; ~ " # A ¢+ ( Sustainability ) , ~ T # & #* 4

(Availability ) | & 7 2| %7 > 28k L3 42 £F BT &7 o
a. " £ & 4 | (Significance)
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3(a) “Does the long-term value of the digital heritage justify its
preservation? Does it have significant social, cultural, historical,
or artistic value for the community served by the institution?
Does it have significant information, content, use, exhibitions, or
research value? How closely do these values support and align
with the institutional mission and mandate? Does the material’s
provenance, rarity, uniqueness, or representativeness affect these
values? How will the institution’s stakeholders (clients, sponsors,
society) be affected if this digital heritage is not preserved? If the
digital heritage is significant in relation to the institution’s
mandate, consider preserving. Document/record your decision
made in this step (and how you got it) and keep the record.
Ensure the record is kept up-to-date and accessible.”
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b. T# X |+ | (Sustainability )
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3(b) “Does the institution have sufficient budget and resources to
preserve the digital heritage material over the long-term? Does
the institution have technical capacity to read, migrate and
preserve the digital heritage? Are specific rights required to
transfer or migrate the material to different file formats and
physical carriers? Is sufficient metadata available to access and
preserve the digital heritage? Can the institution make it
accessible for research, exhibition, or other use to meet its
public’s expectations?”

c. "¥##+ (Availability)
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3(c) “Consider the general availability of the digital heritage in
other institutions in the heritage community or network. Is this
institution the only one preserving this material, or are exact
duplicate copies held by other institutions? Is it rare or unique,
or is it widely duplicated? Where will it receive the most use or be
of the most benefit to the public? Is it at risk at other
institutions? Is this institution the most appropriate or best-
placed to preserve and make accessible this digital heritage?
Keep in mind that a certain amount of redundancy is necessary
to secure proper preservation of digital heritage”

(1) i+ 3% (Decision)

RT3 DR LR TV P i (7 IR
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4. Compile and review all the records made during the process
and make a decision based on the results from steps 1 to 3
Document and record the rationale and justification for the
evaluation or decision. This is vital, both for governance and to
capture important information for potential reappraisal in the
future. Prepare a written statement of the digital heritage’s
significance and its technical preservation issues, incorporating
the answers to the questions in steps 1 to 3 The arguments
behind the decision are often more important than the evaluation
itself. A standard institutional evaluation form or appraisal
document should be created to capture these arguments and be a
record of the decision. Document and record all data produced
during the process and keep it accessible. The documentation of
the rationale and justification for the evaluation or decision is
vital, both for governance and to capture important information
for potential reappraisal in the future.
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Member States may wish to designate one or more agencies to
take coordinating responsibility for the preservation of the digital
heritage, and to make available necessary resources. The sharing
of tasks and responsibilities may be based on existing roles and

expertise. Measures should be taken to :

(a) urge hardware and software developers, creators, publishers,
producers and distributors of digital materials as well as other
private sector partners to cooperate with national libraries,
archives, museums and other public heritage organizations in
preserving the digital heritage;

(b) develop training and research, and share experience and
knowledge among the institutions and professional associations
concerned;

(c) encourage universities and other research organizations, both
public and private, to ensure preservation of research data.
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Preservation of the digital heritage requires sustained efforts on
the part of governments, creators, publishers, relevant industries
and heritage institutions.

In the face of the current digital divide, it is necessary to
reinforce international cooperation and solidarity to enable all
countries to ensure creation, dissemination, preservation and
continued accessibility of their digital heritage.

Industries, publishers and mass communication media are urged
to promote and share knowledge and technical expertise.

The stimulation of education and training programmes,
resource-sharing arrangements, and dissemination of research
results and best practices will democratize access to digital
preservation techniques.
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(=) #F*-Z44 [ ¢ Uniform Law Commission, ULC
Revised Uniform Fiduciary Access to Digital Assets Act

(2015) (F&EFTAf-RS LR * 2 %)

(=7 & fotk » £ 22@ * ;2 % ) (RUFADAA 2015) 7 TR 5L
=¥ (fiduciary) 97 38> d FRagefEe 4 F B MK A i d 2 >
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FRE Y 4R R £ 0 LA 37 custodian” (g 4 )e

RUFDAA 2015°¢ 23 v % Lehid 2 ¢ 24 (fiduciary) :

Lo Fanf g gms
Executors or administrators of deceased person’s estate
2. Fledp T EHS gAML A G A2 4

Court-appointed guardians or conservators of protected
persons’ estates

3. & IR IEA
Agents appointed under powers of attorney
4. T34

Trustees
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1. If the custodian provides an online tool, separate from the
general terms of service, that allows the user to name another
person to have access to the user’s digital assets or to direct the
custodian to delete the user’s digital assets, Revised UFADAA
makes the user’s online instructions legally enforceable.

2. If the custodian does not provide an online planning option, or
if the user declines to use the online tool provided, the user may
give legally enforceable directions for the disposition of digital
assets in a will, trust, power of attorney, or other written record.

3. If the user has not provided any direction, either online or in a
traditional estate plan, the terms of service for the user’s account
will determine whether a fiduciary may access the user’s digital
assets. If the terms of service do not address fiduciary access, the
default rules of Revised UFADAA will apply.
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75 Revised Fiduciary Access to Digital Assets Act (2015), Prefatory Note.
76 Revised Fiduciary Access to Digital Assets Act (2015), Sec.2(10).
77 Revised Fiduciary Access to Digital Assets Act (2015), Sec.2(6).
78 Revised Fiduciary Access to Digital Assets Act (2015), Sec.2(8).
79 Revised Fiduciary Access to Digital Assets Act (2015), Sec.2(14).
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179 Clive Coleman, Legal correspondent, BBC News, How do we protect our digital legacy

after death? , http://www.bbc.com/news/uk-32151999 (&t ¢ P :12/08/2017) .

180 Law Commission (UK) , Outdated law of wills needs “overhaul” to reflect modern
world , https://www.lawcom.gov.uk/outdated-law-of-wills-needs-overhaul-to-reflect-
modern-world/ (& P :12/08/2017) .

181 The Digital Legacy Association (UK) ,https://digitallegacyassociation.org/home/news/
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e the ageing population and the greater incidence of dementia;

e the evolution of the medical understanding of disorders,
diseases and conditions that could affect a person’s capacity to
make a will;

e the emergence of and increasing reliance upon digital
technology;

e changing patterns of family life, for example, more cohabiting
couples and more people having second families; and that
more people now have sufficient property to make it important
to control to whom it passes after their death.

iﬁ]}iﬁ\rj—é’ﬁﬂttﬁ?‘ i # (Digital Heritage) %%+ > # MK § &
2008 # & NB R € T BT A F L 182, ¥ 4 2009 £ 37
da T = % % 5 K (Digital Preservation Policy ) 183> & ¢ 3+ & 4
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LERNEZ2RAET S k2 e X BB IE aFH B
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182 UK Parliament, http://www.parliament.uk/documents/upload/digital-preservation-
strategy-final-public-version.pdf (& {5 % p :12/08/2017) .

183 UK Parliament, http://www.parliament.uk/business/publications/parliamentary-
archives/who-we-are/preservation-and-access/digitalpreservation/ (£ % i
ff:12/08/2017) .
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Charter on the Preservation of the Digital Heritage

QLA U R S

Charter on the Preservation of
the Digital Heritage

B B A REAET

PREAMBLE
The General Conference,

Considering that the
disappearance of heritage in
whatever form constitutes an
impoverishment of the heritage
of all nations,

Recalling that the Constitution
of UNESCO provides that the
Organization will maintain,
increase and diffuse
knowledge, by assuring the
conservation and protection of
the world’s inheritance of
books, works of art and
monuments of history and
science, that its “Information
for All” Programme provides a
platform for discussions and
action on information policies
and the safeguarding of
recorded knowledge, and that
its “Memory of the World”
Programme aims to ensure the
preservation and universal
accessibility of the world’s
documentary heritage,

A3

%g,

S SRR e ¥ o I
L g Aerdp4

B2 otz msheh (mghid) R

ok ER R FEHEE

—

T2 e e B EN B
A2 R gk o Lk s e
3 B L
AP TRl {rrks e
o 0 - BT e

[ . ” 1 - ”»” o =
e s BT 2 R v E g

A et Fr v prid A ehif g

129




Recognizing that such
resources of information and
creative expression are
increasingly produced,
distributed, accessed and
maintained in digital form,
creating a new legacy — the
digital heritage,

Aware that access to this
heritage will offer broadened
opportunities for creation,
communication and sharing of
knowledge among all peoples,

Understanding that this digital
heritage is at risk of being lost
and that its preservation for the
benefit of present and future
generations is an urgent issue
of worldwide concern,

Proclaims the following
principles and adopts the
present Charter.

The digital heritage as a
common heritage
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Article 1 — Scope

The digital heritage consists of
unique resources of human
knowledge and expression. It
embraces cultural, educational,
scientific and administrative
resources, as well as technical,
legal, medical and other kinds
of information created digitally,
or converted into digital form
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from existing analogue
resources. Where resources are
“born digital”, there is no other
format but the digital object.

Digital materials include texts,
databases, still and moving
images, audio, graphics,
software and web pages, among
a wide and growing range of
formats. They are frequently
ephemeral, and require
purposeful production,
maintenance and management
to be retained.

Many of these resources have
lasting value and significance,
and therefore constitute a
heritage that should be
protected and preserved for
current and future generations.
This ever-growing heritage may
exist in any language, in any
part of the world, and in any
area of human knowledge or
expression.
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Article 2 — Access to the
digital heritage
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The purpose of preserving the
digital heritage is to ensure that
it remains accessible to the
public.

Accordingly, access to digital
heritage materials, especially
those in the public domain,
should be free of unreasonable
restrictions. At the same time,
sensitive and personal
information should be
protected from any form of
intrusion.

Member States may wish to
cooperate with relevant
organizations and institutions
in encouraging a legal and
practical environment which
will maximize accessibility of
the digital heritage. A fair
balance between the legitimate
rights of creators and other
rights holders and the interests
of the public to access digital
heritage materials should be
reaffirmed and promoted, in
accordance with international
norms and agreements.
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GUARDING AGAINST
LOSS OF HERITAGE

(Brat Bz~ v Ao &)

Article 3 — The threat of
loss
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The world’s digital heritage is

at risk of being lost to posterity.

Contributing factors include
the rapid obsolescence of the
hardware and software which
brings it to life, uncertainties
about resources, responsibility
and methods for maintenance
and preservation, and the lack
of supportive legislation.

Attitudinal change has fallen
behind technological change.
Digital evolution has been too
rapid and costly for
governments and institutions
to develop timely and informed
preservation strategies. The
threat to the economic, social,
intellectual and cultural
potential of the heritage — the
building blocks of the future —
has not been fully grasped.
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Article 4 — Need for action

Unless the prevailing threats
are addressed, the loss of the
digital heritage will be rapid
and inevitable. Member States
will benefit by encouraging
legal, economic and technical
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measures to safeguard the
heritage. Awareness-raising
and advocacy is urgent, alerting
policy-makers and sensitizing
the general public to both the
potential of the digital media
and the practicalities of
preservation.
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Article 5 — Digital
continuity

Continuity of the digital
heritage is fundamental. To
preserve digital heritage,
measures will need to be taken
throughout the digital
information life cycle, from
creation to access. Long-term
preservation of digital heritage
begins with the design of
reliable systems and
procedures which will produce
authentic and stable digital
objects.
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Article 6 — Developing
strategies and policies

Strategies and policies to
preserve the digital heritage
need to be developed, taking
into account the level of
urgency, local circumstances,
available means and future
projections. The cooperation of
holders of copyright and
related rights, and other
stakeholders, in setting
common standards and
compatibilities, and resource
sharing, will facilitate this.
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Article 7 — Selecting what
should be kept

As with all documentary
heritage, selection principles
may vary between countries,
although the main criteria for
deciding what digital materials
to keep would be their
significance and lasting
cultural, scientific, evidential or
other value. “Born digital”
materials should clearly be
given priority. Selection
decisions and any subsequent
reviews need to be carried out
in an accountable manner, and
be based on defined principles,
policies, procedures and
standards.
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Article 8 — Protecting the
digital heritage

Member States need
appropriate legal and
institutional frameworks to
secure the protection of their
digital heritage.

As a key element of national
preservation policy, archive
legislation and legal or
voluntary deposit

in libraries, archives, museums
and other public repositories
should embrace the digital
heritage.

Access to legally deposited
digital heritage materials,
within reasonable restrictions,
should be assured without
causing prejudice to their
normal exploitation.

Legal and technical
frameworks for authenticity are
crucial to prevent manipulation
or intentional alteration of
digital heritage. Both require
that the content, functionality
of files and documentation

be maintained to the extent
necessary to secure an
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authentic record.

Article 9 — Preserving
cultural heritage

The digital heritage is
inherently unlimited by time,
geography, culture or format. It
is culture-specific,

but potentially accessible to
every person in the world.
Minorities may speak to
majorities, the individual to a
global audience.

The digital heritage of all
regions, countries and
communities should be
preserved and made accessible,
so as to assure over time
representation of all peoples,
nations, cultures and
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responsibilities

Member States may wish to
designate one or more agencies
to take coordinating
responsibility for the
preservation of the digital
heritage, and to make available
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necessary resources. The
sharing of tasks and
responsibilities may be based
on existing roles and expertise.

Measures should be taken to :

(a) urge hardware and software
developers, creators,
publishers, producers and
distributors of digital materials
as well as other private sector
partners to cooperate with
national libraries, archives,
museums and other public
heritage organizations in
preserving the digital heritage;

(b) develop training and
research, and share experience
and knowledge among the
institutions and professional
associations concerned;

(c) encourage universities and
other research organizations,
both public and private, to
ensure preservation of research
data.
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Article 11 — Partnerships
and cooperation

Preservation of the digital
heritage requires sustained
efforts on the part of
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governments, creators,
publishers, relevant industries
and heritage institutions.

In the face of the current digital
divide, it is necessary to
reinforce international
cooperation and

solidarity to enable all
countries to ensure creation,
dissemination, preservation
and continued accessibility of
their digital heritage.

Industries, publishers and
mass communication media
are urged to promote and share
knowledge

and technical expertise.

The stimulation of education
and training programmes,
resource-sharing
arrangements, and

dissemination of research
results and best practices will
democratize access to digital
preservation techniques.
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Article 12 — The role of
UNESCO

UNESCO, by virtue of its
mandate and functions, has the

responsibility to :

(a) take the principles set
forth in this Charter into
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account in the functioning of its
programmes and promote their
implementation within the
United Nations system and by
intergovernmental and
international non-
governmental organizations
concerned with the
preservation of the digital
heritage;

(b) serve as a reference point
and a forum where Member
States, intergovernmental and
international non-
governmental organizations,
civil society and the private
sector may join together in
elaborating objectives, policies
and projects in favour of the
preservation of the digital
heritage;

(c) foster cooperation,
awareness-raising and
capacity-building, and propose
standard ethical, legal and
technical guidelines, to support
the preservation of the digital
heritage;

(d) determine, on the basis of
the experience gained over the
next six years in implementing
the present Charter and the
Guidelines, whether there is a
need for further standard-
setting instruments for the
promotion and preservation of
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the digital heritage.
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Fiduciary Access to Digital Assets Act, Revised (2015)

(T AR S L322 %)

SECTION 2. DEFINITIONS. % 2 i%

In this [act] :

(1) “Account” means an
arrangement under a terms-of-
service arrangement in which a
custodian carries, maintains,
processes, receives, or stores a
digital asset of the user or
provides goods or services to
the user.

(2) “Agent” means an attorney-
in-fact granted authority under
a durable or nondurable power
of attorney.

(3) “Carries” means engages in
the transmission of an
electronic communication.

(4) “Catalogue of electronic
communications” means
information that identifies each
person with which a user has
had an electronic
communication, the time and
date of the communication, and
the electronic address of the
person.
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(5) “[Conservator]” means a
person appointed by a court to
manage the estate of a living
individual. The term includes a
limited [conservator].

(6) “Content of an electronic
communication” means
information concerning the
substance or meaning of the

communication which :

(A) has been sent or received by
a user;

(B) is in electronic storage by a
custodian providing an
electronic-communication
service to the public or is
carried or maintained by a
custodian providing a remote-
computing service to the
public; and

(C) is not readily accessible to
the public.

(7) “Court” means the [insert
name of court in this state
having jurisdiction in matters
relating to the content of this
act].

(8) “Custodian” means a
person that carries, maintains,
processes, receives, or stores a
digital asset of a user.

(9) “Designated recipient”
means a person chosen by a
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user using an online tool to
administer digital assets of the
user.

(10) “Digital asset” means an
electronic record in which an
individual has a right or
interest. The term does not
include an underlying asset or
liability unless the asset or
liability is itself an electronic
record.

(11) “Electronic” means relating
to technology having electrical,
digital, magnetic, wireless,
optical, electromagnetic, or
similar capabilities.

(12) “Electronic
communication” has the
meaning set forth in 18 U.S.C.
Section 2510(12) [, as
amended].

(13) “Electronic-
communication service” means
a custodian that provides to a
user the ability to send or
receive an electronic
communication.

(14) “Fiduciary” means an
original, additional, or
successor personal
representative, [conservator],
agent, or trustee.

(15) “Information” means data,
text, images, videos, sounds,
codes, computer programs,
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software, databases, or the like.

(16) “Online tool” means an
electronic service provided by a
custodian that allows the user,
in an agreement distinct from
the terms-of-service agreement
between the custodian and
user, to provide directions for
disclosure or nondisclosure of
digital assets to a third person.

(17) “Person” means an
individual, estate, business or
nonprofit entity, public
corporation, government or
governmental subdivision,
agency, or instrumentality, or
other legal entity.

(18) “Personal representative”
means an executor,
administrator, special
administrator, or person that
performs substantially the
same function under law of this
state other than this [act].

(19) “Power of attorney” means
a record that grants an agent
authority to act in the place of a
principal.

(20) “Principal” means an
individual who grants authority
to an agent in a power of
attorney.

(21) “[Protected person]”
means an individual for whom
a [conservator] has been
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appointed. The term includes
an individual for whom an
application for the
appointment of a [conservator]
is pending.

(22) “Record” means
information that is inscribed on
a tangible medium or that is
stored in an electronic or other
medium and is retrievable in
perceivable form.

(23) “Remote-computing
service” means a custodian that
provides to a user computer-
processing services or the
storage of digital assets by
means of an electronic
communications system, as
defined in 18 U.S.C. Section
2510(14)[, as amended].

(24) “Terms-of-service
agreement” means an
agreement that controls the
relationship between a user
and a custodian.

(25) “Trustee” means a
fiduciary with legal title to
property under an agreement
or declaration that creates a
beneficial interest in another.
The term includes a successor
trustee.

(26) “User” means a person
that has an account with a
custodian.
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(27) “Will” includes a codicil,
testamentary instrument that
only appoints an executor, and
instrument that revokes or
revises a testamentary
instrument.
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SECTION 4. USER DIRECTION FOR DISCLOSURE OF DIGITAL

ASSETS.
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(a) A user may use an online
tool to direct the custodian to
disclose to a designated
recipient or not to disclose
some or all of the user’s digital
assets, including the content of
electronic communications.

If the online tool allows the
user to modify or delete a
direction at all times, a
direction regarding disclosure
using an online tool overrides a
contrary direction by the user
in a will, trust, power of
attorney, or other record.
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(b) If a user has not used an
online tool to give direction
under subsection (a) or if the
custodian has not provided an
online tool, the user may allow
or prohibit in a will, trust,
power of attorney, or other
record, disclosure to a fiduciary
of some or all of the user’s
digital assets, including the
content of electronic
communications sent or
received by the user.
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(c) A user’s direction under
subsection (a) or (b) overrides
a contrary provision in a terms-
of-service agreement that does
not require the user to act
affirmatively and distinctly
from the user’s assent to the
terms of service.
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SECTION 6. PROCEDURE FOR DISCLOSING DIGITAL ASSETS.

P EhR T AZAR

(a) When disclosing digital
assets of a user under this [act],
the custodian may at its sole
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discretion :
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(1) grant a fiduciary or
designated recipient full access
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to the user’s account;

(2) grant a fiduciary or
designated recipient partial
access to the user’s account
sufficient to perform the tasks
with which the fiduciary or
designated recipient is charged;
or

(3) provide a fiduciary or
designated recipient a copy in a
record of any digital asset that,
on the date the custodian
received the request for
disclosure, the user could have
accessed if the user were alive
and had full capacity and access
to the account.
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digital assets under this [act].
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(¢) A custodian need not
disclose under this [act] a
digital asset deleted by a user.
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(d) If a user directs or a
fiduciary requests a custodian to
disclose under this [act] some,
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but not all, of the user’s digital
assets, the custodian need not
disclose the assets if segregation
of the assets would impose an
undue burden on the custodian.
If the custodian believes the
direction or request imposes an
undue burden, the custodian or
fiduciary may seek an order

from the court to disclose :

(1) a subset limited by date of
the user’s digital assets;

(2) all of the user’s digital assets
to the fiduciary or designated
recipient;

(3) none of the user’s digital
assets; or

(4) all of the user’s digital assets
to the court for review in
camera.
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SECTION 7. DISCLOSURE OF CONTENT OF ELECTRONIC
COMMUNICATIONS OF DECEASED USER.
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Ifa decegsed usgr consented or D N N Y
a court directs disclosure of the

contents of electronic
communications of the user, the
custodian shall disclose to the
personal representative of the
estate of the user the content of
an electronic communication
sent or received by the user if
the representative gives the
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custodian :

(1) a written request for
disclosure in physical or
electronic form;

(2) a [certified] copy of the
death certificate of the user;

(3) a [certified] copy of [the
letter of appointment of the
representative or a small-estate
affidavit or court order];

(4) unless the user provided
direction using an online tool, a
copy of the user’s will, trust,
power of attorney, or other
record evidencing the user’s
consent to disclosure of the
content of electronic
communications; and

(5) if requested by the

custodian :

(A) a number, username,
address, or other unique
subscriber or account identifier
assigned by the custodian to
identify the user’s account;

(B) evidence linking the account
to the user; or

(C) a finding by the court that :

(i) the user had a specific
account with the custodian,
identifiable by the information
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specified in subparagraph (A);

(i1) disclosure of the content of
electronic communications of
the user would not violate 18
U.S.C. Section 2701 et seq.[, as
amended], 47 U.S.C. Section
222[, as amended], or other
applicable law;

(iii) unless the user provided
direction using an online tool,
the user consented to disclosure
of the content of electronic
communications; or

(iv) disclosure of the content of
electronic communications of
the user is reasonably necessary
for administration of the estate.
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SECTION 8. DISCLOSURE OF OTHER DIGITAL ASSETS OF
DECEASED USER.

FAERBAC R AL BB KT A

Upless the user prohlblted AT S S
disclosure of digital assets or T

the court directs otherwise, a
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custodian shall disclose to the
personal representative of the
estate of a deceased user a
catalogue of electronic
communications sent or
received by the user and digital
assets, other than the content of
electronic communications, of
the user, if the representative

gives the custodian :

(1) a written request for
disclosure in physical or
electronic form;

(2) a [certified] copy of the
death certificate of the user;

(3) a [certified] copy of [the
letter of appointment of the
representative or a small-estate
affidavit or court order]; and

(4) if requested by the

custodian :

(A) a number, username,
address, or other unique
subscriber or account identifier
assigned by the custodian to
identify the user’s account;

(B) evidence linking the
account to the user;

(C) an affidavit stating that
disclosure of the user’s digital
assets is reasonably necessary
for administration of the estate;
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or

(C) _ f'\ﬁ‘ﬂg ;}g].:ﬁ ’é P g,{,:
(D) a finding by the court d B! '
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(1) the user had a specific 2
account with the custodian,
identifiable by the information (D) i% st % 4+
specified in subparagraph (A);
or

1) 2% Adgy vidig (A) 2
(i1) disclosure of the user’s (1) Fr (A) zx

digital assets is reasonably FERLEE A R 2 AR
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necessary for administration of

the estate. &
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SECTION 9. DISCLOSURE OF CONTENT OF ELECTRONIC
COMMUNICATIONS OF PRINCIPAL.

-
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To the extent a power of
attorney expressly grants an
agent authority over the content
of electronic communications
sent or received by the principal
and unless directed otherwise
by the principal or the court, a
custodian shall disclose to the
agent the content if the agent

CELEGE SR SR Y L
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gives the custodian :

»k

(1) a written request for
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disclosure in physical or
. N 17 s ’; N -
electronic form; (1) mPpm&g+A582 5

(2) an original or copy of the it
power of attorney expressly
granting the agent authority

. oz L VS N N
over the content of electronic (2) £ EFE g2 7+
communications of the

principal; Hap 7 Az RiEd LA

(3) a certification by the agent, | Bl &
under penalty of perjury, that
the power of attorney is in

effect; and (3) MRIL AR BRAS -
(4) if requested by the B REIIRET kL v
custodian :

(4) 4oiFd * & f:
(A) a number, username, F

address, or other unique
subscriber or account identifier | (A) g * & & rigwn i@ * 4
assigned by the custodian to
identify the principal’s account; | ™ = 2 Sn¥. ~ TR 5L ~ b HE bR 2
or

(B) evidence linking the

account to the principal
(B) * 4 #IE5 M5 G MA2

#H5

SECTION 10. DISCLOSURE OF OTHER DIGITAL ASSETS OF
PRINCIPAL.

F100E B AA2ZH B k=T A

Unless otherwise ordered by the
court, directed by the principal,
or provided by a power of
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attorney, a custodian shall
disclose to an agent with
specific authority over digital
assets or general authority to
act on behalf of a principal a
catalogue of electronic
communications sent or
received by the principal and
digital assets, other than the
content of electronic
communications,

of the principal if the agent

gives the custodian :

(1) a written request for
disclosure in physical or
electronic form;

(2) an original or a copy of the
power of attorney that gives the
agent specific authority over
digital assets or general
authority to act on behalf of the
principal;

(3) a certification by the agent,

under penalty of perjury, that
the power of attorney is in
effect; and

(4) if requested by the

custodian :

(A) a number, username,
address, or other unique
subscriber or account identifier
assigned by the custodian to
identify the principal’s account;
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or
(B) evidence linking the

h . . 1. , )
account to the principa (B) & A gtk = Bz Moz

#IR

SECTION 11. DISCLOSURE OF DIGITAL ASSETS HELD IN
TRUST WHEN TRUSTEE IS ORIGINAL USER.

s ,

F110E B EELEA L R A2 BRIk ETA

Unless otherwise ordered by the
court or provided in a trust, a
custodian shall disclose to a Yo e 4w
trustee that is an original user of ‘ ‘ »
an account any digital asset of
the account held in trust,
including a catalogue of
electronic communications of
the trustee and the content of

: . 2 4y BEF A
electronic communications.

SECTION 12. DISCLOSURE OF CONTENTS OF ELECTRONIC
COMMUNICATIONS HELD IN TRUST WHEN TRUSTEE NOT
ORIGINAL USER.

§ 120 GIEEE AL Rt L2 BT R R

Unless otherwise ordered by the
court, directed by the user, or
provided in a trust, a custodian | _
shall disclose to a trustee thatis | =
not an original user of an
account the content of an
electronic communication sent
or received by an original or
successor user and carried,

L Rher Ao @ F BT R
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maintained, processed,
received, or stored by the
custodian in the account of the
trust if the trustee gives the

custodian :

(1) a written request for
disclosure in physical or
electronic form;

(2) a certified copy of the trust
instrument [ or a certification of
the trust under [cite trust-
certification statute, such as
Uniform Trust Code Section
1013]] that includes consent to

disclosure of the content of
electronic communications to
the trustee;

(3) a certification by the trustee,
under penalty of perjury, that
the trust exists and the trustee
is a currently acting trustee of
the trust; and

(4) if requested by the

custodian :

(A) a number, username,
address, or other unique
subscriber or account identifier
assigned by the custodian to
identify the trust’s account; or

(B) evidence linking the account
to the trust.

haf h A R S A B N B
2 Fe A L@ﬁi%l (carried ) ~ ‘a¥F
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(processed ) ~ 4z (received )
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(B) ® A B24E % W 154 U2
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SECTION 13. DISCLOSURE OF OTHER DIGITAL ASSETS HELD
IN TRUST WHEN TRUSTEE NOT ORIGINAL USER.

EN 13 i ﬁr, a!g,g’%; L%g@&;ﬁk,;g Ao * A2 e f

Unless otherwise ordered by the
court, directed by the user, or
provided in a trust, a custodian
shall disclose, to a trustee that is
not an original user of an
account, a catalogue of
electronic communications sent
or received by an original or
successor user and stored,
carried, or maintained by the
custodian in an account of the
trust and any digital assets,
other than the content of
electronic communications, in
which the trust has a right or
interest if the trustee gives the

custodian :

(1) a written request for
disclosure in physical or
electronic form;

(2) a certified copy of the trust
instrument] or a certification of
the trust under [cite trust-
certification statute, such as
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Uniform Trust Code Section
1013]];

(3) a certification by the trustee,
under penalty of perjury, that
the trust exists and the trustee
is a currently acting trustee of
the trust; and

(4) if requested by the

custodian :

(A) a number, username,
address, or other unique
subscriber or account identifier
assigned by the custodian to
identify the trust’s account; or

(B) evidence linking the account
to the trust.

(2) FINFEs 2 [FeS LiE e &

(4) 4oifg A & f:
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SECTION 14. DISCLOSURE

OF DIGITAL ASSETS TO

[CONSERVATOR] OF [PROTECTED PERSON].

14 0F HEEABEREEA L EKET A

(a) After an opportunity for a
hearing under [state
conservatorship law], the court
may grant a [conservator]
access to the digital assets of a
[protected person].

(b) Unless otherwise ordered by

(a) firfp i M EHEZREA
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the court or directed by the
user, a custodian shall disclose
to a [conservator] the catalogue
of electronic communications
sent or received by a [protected
person] and any digital assets,
other than the content of
electronic communications, in
which the [protected person]
has a right or interest if the
[conservator] gives the

custodian :

(1) a written request for
disclosure in physical or
electronic form;

(2) a [certified] copy of the
court order that gives the
[conservator] authority over

the digital assets of the
[protected person]; and

(3) if requested by the

custodian :

(A) a number, username,
address, or other unique
subscriber or account

identifier assigned by the
custodian to identify the
account of the [protected
person]; or

(B) evidence linking the account
to the [protected person].

(c) A [conservator] with general
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authority to manage the assets
of a [protected person] may
request a custodian of the
digital assets of the [protected
person] to suspend or terminate
an account of the [protected
person] for good cause. A
request made under this section
must be accompanied by a
[certified] copy of the court
order giving the [conservator]
authority over the protected
person’s property.
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SECTION 15. FIDUCIARY DUTY AND AUTHORITY.

¥ 15 6 AirfoRfl -

(a) The legal duties imposed
on a fiduciary charged with
managing tangible property
apply to the management of

digital assets, including :

(1) the duty of care;
(2) the duty of loyalty; and
(3) the duty of confidentiality.

(a) fF#®3 MA2 £32
AEFE T T AL E

| F 4L

(1) ;13 &>

(b) A fiduciary’s or designated
recipient’s authority with
respect to a digital asset of a
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user -

(1) except as otherwise provided
in Section 4, is subject to the
applicable terms of service;

(2) is subject to other applicable
law, including copyright law;

(3) in the case of a fiduciary, is
limited by the scope of the
fiduciary’s duties; and

(4) may not be used to
impersonate the user.

(1) “faw 4 fr,’i,é”ﬁ%&f’i’i;ﬂiﬁ

A HPRAREER

(4) 37 bR 4 -

(c) A fiduciary with authority
over the property of a decedent,
[protected person], principal, or
settlor has the right to access
any digital asset in which the
decedent, [protected person],
principal, or settlor had a right
or interest and that is not held
by a custodian or subject to a
terms-of-service agreement.
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(d) A fiduciary acting within the
scope of the fiduciary’s duties is
an authorized user of the
property of the decedent,
[protected person], principal, or
settlor for the purpose of
applicable computer-fraud and
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unauthorized-computer-access
laws, including [this state’s law
on unauthorized computer
access].

(e) A fiduciary with authority
over the tangible, personal
property of a decedent,
[protected person], principal, or

settlor :

(1) has the right to access the
property and any digital asset
stored in it; and

(2) is an authorized user for the
purpose of computer-fraud and
unauthorized-computer-access
laws, including [this state’s law
on unauthorized computer
access].
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(f) A custodian may disclose
information in an account to a
fiduciary of the user when the
information is required to
terminate an account used to
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(g) A fiduciary of a user may (g) % A2 £324 08 Lk

request a custodian to terminate
the user’s account. A request for
termination must be in writing,
in either physical or electronic

form, and accompanied by :

(1) if the user is deceased, a
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[certified] copy of the death
certificate of the user;

(2) a [certified] copy of the
[letter of appointment of the
representative or a small-estate
affidavit or court order,] court
order, power of attorney, or
trust giving the fiduciary
authority over the account; and

(3) if requested by the

custodian :

(A) a number, username,
address, or other unique
subscriber or account identifier
assigned by the custodian to
identify the user’s account;

(B) evidence linking the account
to the user; or

(C) a finding by the court that
the user had a specific account
with the custodian, identifiable
by the information specified in
subparagraph (A).
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SECTION 16. CUSTODIAN COMPLIANCE AND IMMUNITY.
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(a) Not later than [60] days
after receipt of the information
required under Sections 7
through 15, a custodian shall
comply with a request under
this [act] from a fiduciary or
designated recipient to disclose
digital assets or terminate an
account. If the custodian fails to
comply, the fiduciary or
designated recipient may apply
to the court for an order
directing compliance.

(a) bfed|iz% 73 15 5 & &
T2 60 p o R 4R
ATk g A

Ak b =2

(b) An order under subsection
(a) directing compliance must
contain a finding that
compliance is not in violation of
18 U.S.C. Section 2702[, as
amended].

(b) iz (a) T2 pifix
FORE TRALETAER

18 U.S.C. % 2702 %

(c) A custodian may notify the
user that a request for
disclosure or to terminate an
account was made under this
[act].

() EhiFari 2 afstd ot
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(d) A custodian may deny a
request under this [act] from a
fiduciary or designated recipient
for disclosure of digital assets or
to terminate an account if the
custodian is aware of any lawful
access to the account following
the receipt of the fiduciary’s
request.
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(e) This [act] does not limit a
custodian’s ability to obtain or
require a fiduciary or
designated recipient requesting
disclosure or termination under
this [act] to obtain a court order

which :

(1) specifies that an account
belongs to the [protected
person] or principal;

(2) specifies that there is
sufficient consent from the
[protected person] or principal]
to support the requested
disclosure; and

(3) contains a finding required
by law other than this [act].

Ak R 2 B3R R
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(f) A custodian and its officers,
employees, and agents are
immune from liability for an act
or omission done in good faith
in compliance with this [act].
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SECTION 19. SEVERABILITY.
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If any provision of this [act] or
its application to any person or

170




circumstance is held invalid, the
invalidity does not affect other
provisions or applications of
this [act] which can be given
effect without the invalid
provision or application, and to
this end the provisions of this
[act] are severable.]
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Fiduciary Access to Digital Assets and Digital Accounts
Act (Delaware)

A A (BT Aok X2 *i2)

§ 5001 Short title.

This chapter may be cited as
the “Fiduciary Access to
Digital Assets and Digital
Accounts Act."

§5001 ‘B 4L

*~

el

T F AR P £ E

§ 5002 Definitions.
As used in this chapter :

(1) ”Account holder”
means a decedent, a
disabled person pursuant
to Chapter 39 of this title,
a principal of a durable
personal power of
attorney pursuant to
Chapter 49A of this title, a
settlor of a trust which
was revocable until the
time of the settlor's death
or incapacity, or a trust,
whether or not revocable,
that invokes this chapter.

(2) ”Catalogue of
electronic
communications means
information that identifies
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each person with which
an account holder has had
an electronic
communication, the time
and date of the
communication, and the
electronic address of the
person.

(3) ”Content of an
electronic
communication” means
information not readily
accessible to the public
concerning the substance
or meaning of an
electronic
communication.

(4) ”Court” means the
Court of Chancery for the
State.

(5) ”Custodian” means a
person that electronically
stores digital assets or
digital accounts of an
account holder or
otherwise has control over
digital assets or digital
accounts of the account
holder. “Custodian”
includes an electronic
communication service, as
the term is defined by the
Electronic
Communications Privacy
Act, 18 U.S.C. § 2510, and
a remote computing
service, as the term is
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defined by the Stored
Communications Act, 18
U.S.C. § 2711.

(6) ”Digital account”
means an electronic
system for creating,
generating, sending,
sharing, communicating,
receiving, storing,
displaying, or processing
information which
provides access to a
digital asset which
currently exist or may
exist as technology
develops or such
comparable items as
technology develops,
stored on any type of
digital device, regardless
of the ownership of the
digital device upon which
the digital asset is stored,
including but not in any
way limited to, email
accounts, social network
accounts, social media
accounts, file sharing
accounts, health
insurance accounts,
health-care accounts,
financial management
accounts, domain
registration accounts,
domain name service
accounts, web hosting
accounts, tax preparation
service accounts, online
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store accounts and
affiliate programs thereto,
and other online accounts
which currently exist or
may exist as technology
develops or such
comparable items as
technology develops.

(7) 7Digital asset”
means data, text, emails,
documents, audio, video,
images, sounds, social
media content, social
networking content,
codes, health care records,
health insurance records,
computer source codes,
computer programs,
software, software
licenses, databases, or the
like, including the
usernames and
passwords, created,
generated, sent,
communicated, shared,
received, or stored by
electronic means on a
digital device. “Digital
asset” does not include an
underlying asset or
liability that is governed
under other provisions of
this title.

(8) 7”Digital device”
means an electronic
device that can create,
generate, send, share,
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communicate, receive,
store, display, or process
information, and such
electronic devices shall
include, but not limited
to, desktops, laptops,
tablets, peripherals,
servers, mobile
telephones, smartphones,
and any similar storage
device which currently
exists or may exist as
technology develops or
such comparable items as
technology develops.

(9) ”Electronic” means
relating to technology
having electrical, digital,
magnetic, wireless,
optical, electromagnetic,
or similar capabilities.

(10) ”End user license
agreement” means an
agreement between an
account holder and a
custodian establishing the
rights and responsibilities
of each. The term includes
a terms-of-use agreement,
terms-of-service
agreement, privacy policy,
terms and conditions, and
license agreement.

(11) “Fiduciary”
includes a personal
representative appointed
by the Register of Wills, a
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guardian appointed
pursuant to Chapter 39 of
this title, an agent under a
durable personal power of
attorney pursuant to
Chapter 49A of this title, a
trustee, or an adviser
pursuant to § 3313 of this
title.

(12) ”Good faith” means
honesty in fact.

(13) ”Governing
instrument” means a will,
trust, a durable personal
power of attorney
pursuant to Chapter 49 or
Chapter 49A of this title,
order appointing a
guardian over the
property of the account
holder, or other
dispositive, appointive, or
nominative instrument of
any similar type.

(14) “Person” means an
individual, corporation,
statutory trust, estate,
trust, partnership
(general or limited),
limited liability company,
association, joint venture,
business or nonprofit
entity, public corporation,
government or
governmental
subdivision, agency, or
instrumentality, or any
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other legal or commercial
entity.

(15) “Valid written
request” means a request
made by a fiduciary with
authority over the digital
assets or digital accounts
of another person that
complies on its face with
the requirements of §
5005 of this title.

§ 5003 Applicability.

This chapter applies to a
grant of authority to a
fiduciary over a digital
account or a digital asset.
Digital assets and digital
accounts of an employer
regularly used by an
employee or contractor in
the usual course of business
are not subject to the
provisions of this chapter.
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§ 5004 Control of digital
accounts and digital assets
by a fiduciary.

(a) Except as otherwise
provided by a governing
instrument or court order, a
fiduciary may exercise
control over any and all
rights in digital assets and
digital accounts of an
account holder, to the extent
permitted under applicable
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state or federal law,
including copyright law, or
regulations or any end user
license agreement.

(b) If a provision in an end
user license agreement
limits a fiduciary's access to
or control over a digital asset
or digital account of an
account holder, the
provision is void as against
the strong public policy of
this State, unless the
account holder has agreed to
the provision by an
affirmative act separate
from the account holder's
assent to other provisions of
the end user license
agreement.

(¢) A choice-of-law
provision in an end user
license agreement is
unenforceable against a
fiduciary action under this
chapter to the extent the
provision designates law
that enforces or would
enforce a limitation on a
fiduciary's access to or
control over digital assets or
digital accounts that is void
under subsection (b) of this
section.
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§ 5005 Recovery of digital
assets and digital accounts
from a custodian.

(a) Afiduciary with
authority over digital assets
or digital accounts of an
account holder under this
chapter shall have the same

access as the account holder,

and is deemed to :

(1) Have the lawful
consent of the account
holder; and

(2) Be an authorized
agent or user under all
applicable state and
federal law and
regulations and any end
user license agreement.

(b) Upon receipt of a valid
written request sent
pursuant to the
requirements of subsection
(c) of this section, from a
fiduciary seeking access to,
transfer of, copy of, or
destruction of a digital asset
or digital account, a
custodian shall provide the
fiduciary the applicable
access, transfer, copy, or
destruction of the digital
asset or digital account,
unless it would be
technologically
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impracticable to provide
access to, transfer of, copy
of, or destruction of the
digital asset or digital
account to the fiduciary or to
the account holder. Unless
otherwise provided by a
governing instrument or a
court order, a fiduciary may

access -

(1) The content of an
electronic
communication, as the
term is defined by the
Electronic
Communications Privacy
Act, 18 U.S.C. § 2510, sent
or received by the account
holder only if the
custodian is permitted to
disclose the content under
the Electronic
Communications Privacy
Act, 18 U.S.C. § 2702 (b);

(2) The catalogue of
electronic
communications sent or

received by the account
holder; and

(3) Any other digital
account or digital asset of
the account holder.

(2)

(3)

(c)
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(c) Avalid written request
under subsection (b) of this

section must :

(1) If by a personal
representative, be
accompanied by a
certified copy of the
letters testamentary or
letters of administration
which grant authority to
the personal
representative to
administer the estate of

the deceased account
holder;

(2) If by a guardian, be
accompanied by a
certified copy of the court
order that gives the
guardian authority over
the property of the
disabled person;

(3) If by an agent, be
accompanied by a
certified copy of the
power of attorney that
authorizes the agent to
exercise authority over the
affairs of the principal and
which includes an
authorization regarding
the principal's digital
assets or digital accounts
and, if the power of
attorney provides that the
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agent's power to access a
digital account or digital
asset is conditioned upon
the account holder being
incapacitated, be
accompanied by a
certification from a
licensed physician or an
order of the Court stating
the account holder is
incapacitated;

(4) If by a trustee, be
accompanied by a
certified copy of the trust
instrument, or a
certification of trust
pursuant to § 3591 of this
title, and, if the trustee's
power to access a digital
account or digital asset is
conditioned upon the
account holder being
incapacitated, be
accompanied by a
certification from a
licensed physician or an
order of the Court stating
the account holder is
incapacitated; or

(5) Ifby a fiduciary not
otherwise specified
herein, be accompanied
by a certified copy of the
governing instrument that
authorizes the fiduciary to
exercise authority over
digital assets or digital
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accounts, or in the case of
a fiduciary whose
authority is granted in a
trust instrument, a
certification of trust
pursuant to § 3591 of this
title.

(d) A custodian shall
comply with a valid written
request not later than 60
days after receipt of the valid
written request. If the
custodian fails to comply,
the fiduciary may apply to
the court for an order
directing compliance.

(e) For purposes of this
section, a “certified copy" of
a trust, power of attorney,
certification of trust, or
governing instrument means
a copy accompanied by an
affidavit attesting that the
copy is a true, exact,
complete and unaltered
photocopy of the original,
and that to the best of the
affiant's knowledge, said
document remains in full
force and effect.
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§ 5006 Custodian
immunity.

(a) Except as otherwise
provided in subsection (b) of

this section :
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(1) A custodian shall
accept a valid written
request that complies on
its face with the
requirements of § 5005 of
this title;

(2) A custodian shall
accept a valid written
request that is originally
written in English or is
translated into English,
under oath of the
translator.

(b) A custodian is not
required to accept a valid

written request if :

(1) The custodian is not
otherwise required to
engage in a transaction
with the account holder in
the same circumstances;

(2) Engagingin a
transaction with the
fiduciary or the account
holder in the same
circumstances would be
inconsistent with
applicable state or federal
law, including copyright
law, or regulations or any
end user license
agreement; or

(3) The custodian has
actual knowledge that the
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fiduciary does not have
the authority to perform
the act requested.

(¢) A custodian that in
good faith accepts a valid
written request without
actual knowledge that it is
void, invalid, or terminated,
that the purported
fiduciary's authority is void,
invalid, or terminated, or
that the fiduciary is
exceeding or improperly
exercising the fiduciary's
authority may rely upon
such valid written request as
if it were genuine, valid and
still in effect, the fiduciary's
authority were genuine,
valid and still in effect, and
the fiduciary had not
exceeded and had properly
exercised the authority.

(d) For purposes of this
section, a custodian that
conducts activities through
employees is without actual
knowledge of a fact relating
to a valid written request, an
account holder, or a
fiduciary if the employee
conducting the transaction
involving the valid written
request is without actual
knowledge of the fact.
Notification of revocation of
a valid written request by an

(c)

(d)
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account holder or fiduciary
to an officer of any
custodian shall constitute
actual notice to all
employees.

(e) A custodian that
refuses in violation of this
section to accept a valid
written request from a
fiduciary that complies with
§ 5005 (c) of this title is

subject to :

(1) A court order
compelling compliance
with the valid written
request; and

(2) Liability for
damages, including
reasonable attorney's fees
and costs, incurred in any
action or proceeding that
confirms the validity or
authority of a fiduciary to
act, or compels
acceptance of the
fiduciary's valid written
request under § 5005 (c)
of this title.

(f) A custodian acting in
good faith is immune from
liability for an action done in
compliance with this
chapter.

(g) A custodian acting in
good faith is immune from
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civil liability for the
custodian's accidental
destruction of any digital
asset or digital account
subject to this chapter.

(f)
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