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http://www.nara.gov/ 15 Aug.2000
http://www.pro.gov.uk/ 15 Aug.2000
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http://www.archives.govt.nz 15 Aug.2000
http://www.sara.nysed.gov/ 15 Aug.2000



[13] OPAC
8 7 8293

[14] http://www.loofah.com.tw/newsgroup.html 15 Aug.2000
[15] http://trans-ez.com/intr/index.htm 15 Aug.2000
[16] http://www.ima.com.tw/website/eland/index_0.html 15
Aug.2000
[17] http://www.nationalarchives.ie/ 15 Aug.2000
[18] http://www.museum.org.sg/nas/nas.html 15 Aug.2000
[19] http://www.openfind.com.tw/ 15 Aug.2000
[20] 87
36-49
[21] http://www.tornado.com.tw/ 15 Aug.2000
[22] 88
4 57-75

[23] http://www.hyweb.com.tw/ 15 Aug.2000
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hacker Internet

(1) Packet filtering network level
TCP UDP  Port
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www.01cisco.com.tw
www.lantel.com.tw
Www.ringchai n.com.tw

PIX Cl SCO Btree www.btree.com.tw
WWW.Ci SCo.com
WWW.ascac.com.tw
WWW.Sysage.com.tw
www.genghis.com.tw
Computer Associates www.ringchain.com.tw
Guad IT ) .
WWW.cai.com www.genghis.com.tw
SONICWAL L SONICWALL www.adcom.com.tw
www.sonicwall.com
' WWW.Sysware.com.tw
FIREWALL-1 CheckPoint YW
www.checkpoint.com www.genghis.com.tw
Cyberguard Cyberguard www.trio.com.tw
FIREWALL "n‘r’]""""'cvberq”ardcom'co WWW.i SU.net.tw
Www.ringchai n.com.tw
Netscreen Netscreen
BORDERANAGER Novell WWW.ri ngchai n.com.tw
www.nhovell.com
www.trace.net.tw
FIREBOX || Watchguard ;
www.watchguard.com w3.mitac.com.tw
managed firewall Lucent www.phitech.com.tw
www.datatech.com.tw
WebGuard WebGuard mkt.gennet.com.tw/b5
www.genghis.com.tw
BorderW.
BorderWare orderWare Feya www.feya.com.tw
www.borderware.com
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(2 Application Gateways

client server

HTTP SMTP

E-Mail FTP E-Mail FTP

G ==y

6-1

3) Stateful Inspection
network layer  application layer

“header”
HTTP FTP SMTP TELNET
Gopher POP RedAudio Virus
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Scan URL

6-2

Cisco PIX v v
Guard IT v v v
SONICWALL v v
Check Point FIREWALL-1 v v v
Cyberguard FIREWALL v v

Novell BORDERMANAGER v v v
Watchguard FIREBOX 11 v v v
L ucent managed firewall v v
Netscreen v v v
WebGuard v v v
BorderWare v v

6-3

6-3

Cisco PIX

SONICWALL FIREBOX Il Lucent managed

firewall Netscreen

Guard IT CheckPoint FIREWALL-1 Cyberguard Novell
BORDERANAGER WebGuard BorderWare
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(D)

(2)

Flash Memory DRAM

linux, unix

unix
BorderWare Based on BSD Unix
6-4

6-4

Flash Memory
DRAM
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Intranet
GUI
command line
Windows NT ~ Windows 95/98 Novell Border Manager
NwAdmin Novell Netware
Lucent managed firewall Solaris

Guard IT Cyberguard
FIREWALL Novell BORDER MANAGER WebGuard BorderWare

client terminal Internet

E-Mail
Pager 6-6



Cisco PIX With NT Y Y

Guard IT NT

Check Point Y

FIREWALL-1

Cyberguard FIREWALL  |With NT Y Y

Novell BORDER ViaNDS & NwAdmin

MANAGER Novell

Watchguard FIREBOX 11 (Windows 9x/NT

Lucent managed firewall  (With NT, Solaris Y Y

Netscreen Windows 9x/NT Y Y

WebGuard Windows 9x/NT Y

BorderWare Windows 9x/NT Y NO
6-6

Cisco PIX pager, e-mail

SONICWALL pager, e-mail

Guard IT pager, email direct to Lotus Notes, for

instance, and Exchange serve
Check Point FIREWALL-1 pager, e-mail

Cyberguard FIREWALL

pager, file, mail, SNMP ,user program

Novell BORDER MANAGER

e-mail, SNMP

Watchguard FIREBOX 11

e-mail, other programs

L ucent managed firewall

integrated alarm sub-system

netscreen

e-mail

WebGuard

e-mail, pagerl, SNMP, user program

BorderWare

N.A.
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Il BorderWare WebGuard

Cyberguard

SONICWALL

Watchguard FIREBOX

6-7 IDG
http://www.idg.se/sartryck/art/firewal|3_eng.html
6-7
1IDG

Cisco PIX YES

Guard IT YES

SONICWALL YES

CheckPoint FIREWALL-1 YES

Cyberguard FIREWALL YES

Novell BORDERANAGER YES

Watchguard FIREBOX 11 YES

Lucent managed firewall YES NA
Netscreen NA NA
WebGuard NA NA
BorderWare YES NA

http:// www.idg.se/sartryck/art/firewall3_eng.html
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KeyLabs
Information Technology Security Evaluation Criteria, ITSEC

U.S. National Computer Security Commission NCSC

1 KeyLabs

www.keyl abs.com/results/firebench/final rpt.htm

Throughput firewall Mbps 64 clients
Concurrent Connections connections
CPS  Connections per Second firewall open/close  connection
latency delay milliseconds 64 clients
6-8 KeyLabs
Throughput |  Concurrent CPS Latency
Connections
Cisco PIX with 4 169.36 35000 6579 16
segements
Lucent managed 574 25,871 3168 123.8
firewall
Netscreen 100 84.1 35000 4123.3 34.7
2 ITSEC
http://www.itsec.gov.uk/
ITSEC Assurance Levels ITSEC E1~E6
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Common CriteriaAssurance Levels NSA

NCSC

EAL1~EAL7
3 NCSC NCSC
Trusted Computer System Evaluation Criteria, TCSEC, TCSEC

http://www.radium.ncsc.mil/tpep/process/fag-sect4.html
6-9 6-10 TCSEC

6-9
ITSEC TCSEC
Cisco PIX EAL2 C1
Guard IT NA NA
SONICWALL NA NA
Check Point IREWALL-1 E3 Bl
Cyberguard FIREWALL E3 Bl
Novell ORDERMANAGER NA NA
Watchguard FIREBOX 11 NA NA
Lucent managed firewall EAL2 C1
Netscreen NA NA
WebGuard NA NA
borderWare EAL4 Bl
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6-10 TCSEC

C1

C2

Bl

B2

Trandation VPN Virtua Private Network

(1) NAT

Firewall WWW Server FTP Server

Firewall IP Address

|P address
2 VPN
VPN

Internet Intranet

“ Virtua

Internet

NAT Network Address
DMZ DeMilitarized Zone

Internet

IP NAT

Intranet

“ Virtua "
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3 DMZ

Internet
Internet
1 ICSA
2. ITSEC E3
Common Criteria EAL4
3. Trusted Computer System Evaluation
Criteria OrangeBook B
4,
5. “Deny
of Service”
6. Email Web FTP
7. URL
8. ActiveX, Java
9. HTTP TELNET
FTP SMTP NNTP POP3 DNS SNMP
PING
10.
RealAudio Notes Sybase...
11.
Windows NT, Unix
12. Internet

One-Time
Password A uthentication
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13.

WWW

Browser GUI

14. Access Control
List
15. log
16.
BB CALL
17.
18. 1
10/100Base-T
10/100Base-T 2 8MB
64MB 3
Throughput 100 Mbps 4
10,0000
19. 1
unix 2
20. Virtua Private Network
DES triple-DES
Client IP
21. DMZ Internet Server
22. NAT

23.
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e o o

92

Integrity
Authentication

Non-repudiation

Confidentiality

Access Control

key

Cryptography

143 key”

symmetric cryptography

key cryptography

DES

key

public-key cryptography
private key”

‘ public key”

key secret
Data Encryption Standard

key pair = public
‘ private key”



6. key

key

block cipher
block

secret key

stream cipher

“ XOR”

key

key
key

key
public key public key
private key

Certificate

block

key stream

stream cipher

authentication

digital signature

key
key
Certificate
key

key

private key
public key
public key
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6-11

key manage

6-11

1.
(1) RSA 1977 Ronad Rivest, Adi Shamir, and Leonard Adleman

PG
n=pa;
e.e<n,e p-1 gl
d, del p-1 gl

n,e ->public key

nd ->private key
key pair N oXo private key

n p,q d RSA

RSA 1024 bits

94




RSA

()
m
c,c=m’modn, e n public key
c m=c’modn
°
m m m
s m s
s=mmodn d n private key
m,s m,s
m=s"modn en public key
m m hash function m
digital fingerprint private key  digital fingerprint
S S public key S
hash function m digital fingerprint m
s m
m m m
public key private key m
public key private
key public key private key
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public key

[ modular exponentiation k key
° public key o K
° private key o K
° key O K
RSA
http://www.rsasecurity.com/
RSA DES
() DES 100
) DES 1000 10000
() RSA
RSA DES
[ DES  secret key RSA
secret key RSA DESkey
()
RSA
—publickey  private key
public key private key
o n p.q p,g.e d =
[ c publickey n,e m
mod n m -> e but, key sizeislong
()
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“random hits’

bits’

® Kkey

CA

cards

RSA

private key
RSA
public key

RSA Microsoft, Apple, Sun, and Novell

secure telephones

SMIME SSL

(2) DES DataEncryption Standard

1970

IBM
Block Cipher

64

9

public key

CA

“random

Ethernet network cards smart

IPSec

64
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56 20

key 255 A7

differential cryptanalysis announced by Biham and Shamir Wiener

Pipeline
5760 35
DES 22
[ secret key
[ key
) RSA DES key RSA public key
DES key DES key

® triple-DES DES

[ RSA DES key
RSA key DESkey DES key
° AES Advanced Encryption Standard DES tripleDES

(3 AES Advanced Encryption Standard

[ Block Cipher  128-bit blocks
) 2001
MARS RC6 Rijndael Serpent Twofish
[ www.rsasecurity.com\rsal abs\fag\3-3-2.html
[ “ ” NIST National

Institute of Standards and Technology http://www.nist.gov/aes/.

(4) DSA Digita Signature Algorithm & DSS Digi tal Signature Standard
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[ discrete logarithm problem

RSA DSS

Certificate

ITU-T
X.509 international standard
public key
public key Cryptography private
key public key public
key public key public
key public key
public key
Certification Authority CA
public key public key
"Public-private key Pair”
Government Certification Authority, GCA
PKI
Hierarchical Network Hybrid
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1. Root CA

Cross Certification

2. Certification Path

3. Parent

Directory Attribute Certificate

Cross Certificate Pair

4, Cross Certificate Pair
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http://www.pki.gov.tw/gcasite/q& a.htm

35
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(D) ) ©)
D 2 3)
(4)

(1)
2
3)
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@)

2
3)

(D)

2
3) IC

payment by credit card
debit-credit model

(1)

checking

)

digital cash

electronic check

On-line checking

on-line

Off-line
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—

1)

(2)

3)

(1)

(2)

VISA

6-2



y N

v

A A

vy

6-3

A

v
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6-12

pay-later

pre-pay

pay-later

On-line
checking

double spending
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6-12

WWWwW
SET iKP Ecash Netcash ESTC NetBill
CyberCash Millicent Netcheque SNPP

MPTP

A w bR
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1. DEC Millicent

Q) Script
(2 Script Script
3 Script+ +

hash
4) Script + +

hash

(5) Script
(6) Script

2. MIT Payword MicroMint

1)
2 Payword
Payword
©)
Payword
(4)
" Payword”

108



3. Newcastle  SubScrip

pay-per-view

(D
ticket
2
3
(4)
(5)
(6)
(7)
6-13
DEC Millicent MIT Payword Newcastle
MicroMint SubScrip
scrip
scrip
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RSA 1024 bits
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[1]

[2] http://www.pki.gov.tw/cpshtm 31 Aug 2000

[3] 6 89
50-54

[4]
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5 2 88 56-66
[5] 5 2 88
67-71
[6] 5 2
88 72-79
[7] -
http://ecrg.ba.ntust.edu.tw/powerpoint.ntm 31 Aug.2000

[8] RSA Laboratories: RSA Laboratories’ Frequently Asked Questions About
Today’s Cryptograhy 4.1, www.rsasecurity.com\rsalabs\fag\index.htm 31

Aug.2000
[9] [powerpoint slide] 31 Aug.2000

[10] — http://ca.prsb.gov.tw/ 14 Sep.2000
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firewall

network protocol

hacker

intranet

DB Server AP
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Server Web Server

1 1.1 64 RISC 128
CPU bit SMP  Symmetric
Multiprocessing
1.2 Clock Speed 400MHz
(8. SPECint_rate95 100
1000
(b). SPEC fp_rate95 150
1000
2. 2.1 4GB 28GB
Main Memory 2.2 ECC  Error

Checking and Correction

2.3
Parity-protected address and control signals
3. 8MB
Cache Memory
4, 4.1 Packet Switched
System Bus 4.2 3.2GB/
S. 51
I/0O Bus 200MB/
52 / I/0O Channel
Hot
Plug
53 10/100Mbps Ethernet Interface
54 20 MB/sec Fast/Wide SCSI-2 port

5.5 RS-232
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5.6 100MBps FC-AL

6. 6.1 4 9GB
40MB/
Average Seek Read Time 9.5ms

6.2 2TB

6.3 36.4GB

6.4 Hot Swap

6.5 RAID Redundant Array Independent Disk

RAID 0/1/5
7. CD-ROM SCSI 656M B
Average Access Time 125ms
8. 8.1
Redundant Power supplies
8.2 Hot
Swap

8.3

0. 9.1 GUI
SNMP

9.2

9.3

9.4

9.5 Automatic System

9.6

9.7

Recovery ASR

Remote reboot and power-cycling
Unix-level
Automatic system probing

log API
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10.

UL 1950 CSA 950 TUV EN60950 CB Scheme
FCC ClassA DOC ClassA EN55022 ClassA VCCI
Class 1

Disk Array
1 RAID Leve
0 1 0+1 5 Hot spare Hot plug
2.
3. 64MB
256M
4, Dua Fiber Channe
interface to host 200MB/second
5. 180 9.GB 18GB
3.0TB
DLT 1000GB
Data Transfer Rate 1MB/
Backup
Cluster |1. Cluster
NFS Netscape
Internet Services Oracle Informix Sybase IBM
DB2
2. Oracle OPS Informix
XPS IBM DB2
100MB/sec Redundant
Heartbeat Link
1GB/sec
3. Network

Fail-over
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500M
Fail-Fast
Exclusive Access
Host name IPAddress  NFS Lock

. Mirror RAID-1  RAID
0+1
Clustered Pair N+1 Ring NtoN

GUI

CD-ROM

Site
Preparation Review
Verification and Install ation of Hardware
Install Operating System

24
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DB Server

1. 3 v
2. UNIX v
3. ANSI SQL92 Entry Level v
4, ODBC v
5. v
6. Mutithread
7. v
8.
0. v
10.
10.1 v
10.2 v
10.3 v
10.4 v
11. Internet HTML v
WWWwW
12. JAVA HTTP HTML XML  SSL v
13. Multi-Dimensional Data Base
14. On-Line Analytical Processing

OLAP

15.
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10

10
20
20

11

11

200

10
10
20

Char

Char

Char

Char

Char

Char

Char

Char

Char

Char

Char

Num
Char

Char

Num
Char

Char

Char

Char
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Char 11
Char 10
Char 10
Char 9

Num 4

Char 10
Char 50
Char 20
Char 10
Char 17
Char 20
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10.
11.

HELP

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

22.
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11

1.2 XML HTML 3.0
XML
13 Microsoft IE ~ Netscape

14 Secure Sockets
Layer SSL

21
211 |/
212
213
214 |/
215
216
217
218
22
221
222
223 AND OR NOT
224
225
2.3
231
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24

3.1

3.2

3.3
3.4

2311

2312
23121
23122
23123
23124

232

233
2331

241
2411
2412

311

312

313

321

322

323

324

3.25
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124

41
4.2
4.3
4.4

4.5

4.6

5.1
5.2
5.3

45.1

53.1
5.3.2
5.3.3
534
535
5.3.6
5.3.7
5.3.8
539
5.3.10
53.11
5.3.12
5.3.13
53.14



54

54.1
5.5
5.5.1
5.5.2
5521
55211
55212
55213
55214
5.5.2.15
55216
5.5.2.2
55221
55222
5.5.2.2.3
55224
5.5.2.2.5
5.5.3
5531
5.5.3.2
6.1
6.2
6.3
6.3.1
6.3.2

6.3.2.1
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6.3.211

6.3.2.1.2
6.4 SET
6.5
hacker
Internet
1 | CSA
2. ITSEC E3
Common Criteria EAL4
3. Trusted Computer System Evaluation
Criteria OrangeBook B
4.
5. _ “Deny v
of Service’
6. Email Web FTP v
7. URL
8. ActiveX  Java v
0. HTTP TELNET FTP
SMTP NNTP POP3 DNS SNMP vPI NG
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10.

Real Audi o Notes Slybase
11. Windows v
NT  Unix
12. Internet
One-Time, v
Password Authentication
13. WWW Browser v
GUI
14. ACC €DNn
Li st v
15. log
16. v
BB CALL
17. v
18. 1
10/ 100Base-T
10/ 100Bas2- T8 MB v
6 4 MB3 Throughput
100 Mbps 4 10 0000
19. 1
unix 2
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20. Virtual Private Network
DESttriple-DES v
Client IP
21. DMZ Internet Server v
22. NAT
23. v
1. v
2. v
3. v
4, v
5. v
6. v
7.
8. v
9. v
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130

(Server )
O Windows NT O Windows 2000 O
O UNI X ( UNI X )
O
(Client )
O Windows NT O Windows 2000 O
O UNI X ( UNI X )
O
O MSSQL O Sybase
O Il nf or mi x O Access
O
O Cenutra O Power Bubelptd e r OVisual Basic
O PowerObject [O1Visua FoxPro OVisua Clipper OVisua DB Tool
O
0 Notes O Exchange O GroupWi se




10.

0O C(C++)
O

O Java

O VB Delphi

)

« )

( )
O *.doc (ms-word O * Opdf. t xt o *
O *. xml O *.sgml
O
O *.jpg * . gi f O *. bmp
O *.png
O
O *. avi * . mpg O *. mov
O *. mid *. . mp 3 o *. wayv
O
O *.zip(rar) O *.exe
O

131
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11.

O O O
12.
O O Client Client
O Internet Web
13. ( )
14. ( )
O SQL O ODBC O WWW XML SGML
( )
15.
O O O
O O O
O
O O
O
16.
O O
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17.

18.

19.
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20.

21.

22.

23.
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/
1 1.7 6.7 6.7
1 1.7 6.7 13.3
1 1.7 6.7 20.0
1 1.7 6.7 26.7
1 1.7 6.7 33.3
1 1.7 6.7 40.0
2 3.3 13.3 53.3
1 1.7 6.7 60.0
1 1.7 6.7 66.7
2 3.3 13.3 80.0
1 1.7 6.7 86.7]
1 1.7 6.7 93.3
1 1.7 6.7 100.0
15 25.0 100.0
/
CDFiler 1 1.7 6.7 6.7
Docushare 1 1.7 6.7 13.3
eFile 1 1.7 6.7 20.0
1 1.7 6.7 26.7
1 1.7 6.7 33.3
1 1.7 6.7 40.0
1 1.7 6.7 46.7
1 1.7 6.7 53.3
1 1.7 6.7 60.0
1 1.7 6.7 66.7
1 1.7 6.7 73.3
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1 1.7 6.7 80.0
1 1.7 6.7 86.7]
1 1.7 6.7 93.3
1 1.7 6.7 100.0

15 25.0 100.0

/

80 1 1.7 6.7 6.7
83 1 1.7 6.7 13.3
86 1 1.7 6.7 20.0
87 1 1.7 6.7 26.7
87 6 1 1.7 6.7 33.3
87 7 1 1.7 6.7 40.0
88 2 3.3 13.3 53.3
88 10 1 1.7 6.7 60.0
88 5 1 1.7 6.7 66.7
88 8 1 1.7 6.7 73.3
89 7 2 3.3 13.3 86.7
() 2 3.3 13.3 100.0

15 25.0 100.0

/

2.02 1 1.7 6.7 6.7
1.0 2 3.3 13.3 20.0
5.0 1 1.7 6.7 26.7
5.0 2 3.3 13.3 40.0
Win2000 1 1.7 6.7 46.7
2 3.3 13.3 60.0
4 1 1.7 6.7 66.7
2 3.3 13.3 80.0
() 3 5.0 20.0 100.0

15 25.0 100.0
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/
1 1.7 6.7 6.7
/ 1 1.7 6.7 13.3
() 13 21.7 86.7 100.0
15 25.0 100.0
/
3 5.0 20.0 20.0
9 15.0 60.0 80.0
( ) 3 5.0 20.0 100.0
15 25.0 100.0
(Server )
/
S-Windows NT
1 1.7 6.7 6.7
14 23.3 93.3 100.0
15 25.0 100.0
/
S-Windows 2000
4 6.7 26.7 26.7
10 16.7 66.7] 93.3
( ) 1 1.7 6.7 100.0
15 25.0 100.0
/
S-Windows 95/98
6 10.0 40.0 40.0
9 15.0 60.0 100.0
15 25.0 100.0
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S-UNIX

0 11 18.3 73.3 73.3
1 3 5.0 20.0 93.3
SUN soliar 1 1.7 6.7 100.0
15 25.0 100.0
/
Linux, Novell 1 1.7 6.7 6.7
Novell 1 1.7 6.7 13.3
SunMicro, RS6000, DEC, Compact 1 1.7 6.7 20.0
() 12 20.0 80.0 100.0
15 25.0 100.0
(Client )
/
C-Windows NT
0 5 8.3 33.3 33.3
1 10 16.7 66.7 100.0
15 25.0 100.0
/
C-Windows 2000
0 5 8.3 33.3 33.3
1 10 16.7 66.7 100.0
15 25.0 100.0
/
C-Windows 95/98
1 15 25.0 100.0 100.0
15 25.0 100.0

C-UNIX
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14 23.3 93.3 93.3
1 1.7 6.7 100.0
15 25.0 100.0
/
D-MS-SQL
3 5.0 20.0 20.0
12 20.0 80.0 100.0
15 25.0 100.0
/
D-Sybase
10 16.7) 66.7 66.7,
5 8.3 33.3 100.0
15 25.0 100.0
/
D-Oracel
8 13.3 53.3 53.3
7 11.7 46.7 100.0
15 25.0 100.0
/
D-Informix
9 15.0 60.0 60.0
6 10.0 40.0 100.0
15 25.0 100.0
/
D-Access
11 18.3 73.3 73.3
4 6.7 26.7 100.0
15 25.0 100.0
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/

IBM DB2

13 21.7 86.7 86.7
2 3.3 13.3 100.0
15 25.0 100.0
/
3
VMX 1 1.7 6.7 6.7
() 14 23.3 93.3 100.0
15 25.0 100.0
/
Cenutra
13 21.7 86.7 86.7
1 1.7 6.7 93.3
() 1 1.7 6.7 100.0
15 25.0 100.0
/
PowerBuilder
12 20.0 80.0 80.0
2 3.3 13.3 93.3
() 1 1.7 6.7 100.0
15 25.0 100.0
/
Delphi
14 23.3 93.3 93.3
() 1 1.7 6.7 100.0
15 25.0 100.0
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/
Visual Basic
7 11.7 46.7 46.7
7 11.7 46.7 93.3
() 1 1.7 6.7 100.0
15 25.0 100.0
/
PowerObject
14 23.3 93.3 93.3
() 1 1.7 6.7 100.0
15 25.0 100.0
/
\Visual FoxPro
13 21.7 86.7 86.7
1 1.7 6.7 93.3
() 1 1.7 6.7 100.0
15 25.0 100.0
/
\Visual Clipper
14 23.3 93.3 93.3
() 1 1.7 6.7 100.0
15 25.0 100.0
/
Visual DB Tools
14 23.3 93.3 93.3
() 1 1.7 6.7 100.0
15 25.0 100.0
/
4

141



ASP 1 1.7 6.7 6.7
C(C++) 1 1.7 6.7 13.3
Crystel Report . ASP 1 1.7 6.7 20.0
Development 2000 1 1.7 6.7 26.7
SQL NET 1 1.7 6.7 33.3
VC++ 1 1.7 6.7 40.0
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