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EXECUTIVE SUMMARY
Problems Associated With Spam

Internet service provider America Online has reported that it filters
out more than 2 billion spam e-mails per day. Brightmail, a company
that provides spam-filtering technology to MSN, Hotmail and other
companies, announced that its filters are used to block more than 60
billion spam e-mails per month. This deluge of spam is more than
just an annoyance. According to some research groups, spam will
cost businesses more than US $20 billion worldwide in 2003.

Spam causes various problems including annoyance, fraud, loss
or delay of legitimate messages, consumption of bandwidth and
storage space, strain on servers, lost productivity, costs of additional
equipment and personnel, spoofing, consumer complaints and
possible hostile working environment. All of the problems can be
placed into one of two categories: those caused by spam volume and
those caused by content. Unwanted pornography and fraudulent
spam are problems of content. However, most of the problems — and
most of the monetary damages that result from spam — are caused by
volume. The volume of unwanted messages is what causes lost
productivity for businesses, consumption of bandwidth and storage
space and strain on servers; volume is what forces ISPs and
companies to obtain additional equipment and personnel to block the
flood of unwanted messages; and volume is the primary cause of
frustration and complaints by consumers, businesses and ISPs. Most
authorities therefore agree that the primary goal of spam legislation
should be to reduce the volume of spam.

International Legislative Approaches

Most spam legislation falls into one of two categories: opt-in or
opt-out.  Opt-in legislation prohibits the sending of unsolicited
commercial e-mails, or UCE, without the recipient’s prior consent.
Opt-out legislation allows one to send unlimited UCE, but each
message must contain a feature allowing the recipient to respond and
request that the sender stopping sending UCE to that particular
address. There seems to be a consensus among experts that opt-in
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legislation will be more successful at reducing spam volume than
opt-out. Those who send fraudulent spam will likely ignore any spam
laws, they say, but opt-out legislation legitimizes UCE and will lead to a
dramatic increase of UCE from “legitimate” businesses. Opt-in
legislation is being adopted in Europe and Australia; opt-out is the
approach of the United States.

In Europe, EU Directive 2002/58/EC, dated July 12, 2002, requires
all EU Member States to enact opt-in legislation consistent with the
Directive by October 31, 2003. According to the Directive, no person
may send UCE to an individual without prior consent. Actually, the
Directive is referred to as a “soft opt-in” law because it contains one
major exception. UCE is permitted where the sender received the
recipient’s e-mail address during a sale or negotiations for a sale of
goods or services that are the same or similar to those which are being
offered in the UCE. In addition, the EU Directive prohibits any person
from disguising or concealing his identity when sending UCE and
requires all UCEs to include a valid return address that enables the
recipient to opt-out of receiving UCE in the future. Six EU Member
States — Austria, Denmark, Ireland, Italy, Spain, and the United
Kingdom — have enacted opt-in spam laws implementing the Directive
as required. Seven States have not yet enacted appropriate legislation
and the EU has asked them to explain within two months how they
intend to comply with the law or face possible court action.

While it is not a member of the EU, Australia has also promulgated
an opt-in version of spam legislation in its Australian Spam Bill 2003
which was passed in December 2003. Like the Directive, the Spam
Bill prohibits sending UCE without prior consent. Unlike the Directive,
the Spam Bill does not make an exception where the sender received
the recipient’s address during a prior or ongoing sale or negotiations.
Instead, the law makes an exception where the sender has either
express consent or consent that can be inferred from conduct or
business relationships. The Australian standard is similar but slightly
more vague (and therefore a possible loophole for spammers). The
Australian Spam Bill also includes exceptions for e-mails sent from
government, political, religious, charitable and educational entities.

On the other side of the spectrum, the U.S. is on the verge of
enacting opt-out legislation known as the CAN-SPAM Act. Under
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CAN-SPAM, one may send unlimited UCE, so long as each message
contains a feature allowing the recipient to opt-out of receiving further
UCE. In addition, CAN-SPAM prohibits false or misleading header
information or subject lines, requires UCE to be identified as advertising
(although it does not require any particular form of identification) and
prohibits any display of sexual content on the first page that is visible
when opening UCE (the first page may contain a link to such content).

One of the controversial provisions of CAN-SPAM is the
do-not-spam registry, where Internet users could submit their names if
they wish to opt-out of receiving all UCE. CAN-SPAM does not
actually require that such a registry be created, however, but just that
the FTC investigate that possibility. The Act also contains another
interesting provision, a potential system of rewards to be paid to those
who give information leading to the prosecution of spammers.
Another controversy of CAN-SPAM is that it does not give a private
right of action for enforcement to individuals who are harmed by spam;
instead, it may be enforced only by ISPs and certain state and federal
entities. Many feel a private right of action is necessary to effectively
address the spam problem.

Recommendations for Taiwan

At Article 4 of the Computer-Processed Personal Data Protection
Law, Taiwan has taken an opt-out approach: a person may not waive
in advance the right for others to obtain, review and use that person’s
personal data. It would be a serious mistake for the government of
Taiwan to also adopt an opt-out approach with regard to spam
legislation. Most of the problems caused by spam are due not to its
content but its volume. The tremendous volume of UCE causes not
just annoyance, but also substantial monetary damages and the
volume of UCE seems to be growing incrementally. Because spam
experts almost universally agree that opt-in legislation will be more
effective at reducing spam volume than opt-out, that first decision is
clear: Taiwan should enact opt-in spam legislation.

After that, there are a number of standard provisions in
international spam laws that would benefit Taiwan: the use of false or
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misleading information in the header of subject lines of UCE should be
prohibited; even when a person consents to receive UCE, that UCE
should be required to include an opt-out feature; UCE should also be
required to include a clear label in the subject line, identifying it as UCE
(preferably in a standard required format); use of automated means to
harvest e-mail addresses from websites or to randomly create
addresses for recipients of UCE should be prohibited; the law should
provide statutory damages in amounts great enough that they are not
just another small “cost of doing business”; and the law should
authorize enforcement not just by the government, but also by ISPs
and by any person or entity that is injured by a violation of the law.

Only by enacting strong anti-spam legislation such as the above
can Taiwan expect to see any reduction in the significant damages and
annoyance caused by spam. Without such legislation, the problems
will only grow worse.
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* See_Moseley et al., DBA Victor's Little Secret v. Victoria SecretCatalogue, Inc., et al.,
Supreme Court of the United States, Case N0.01-1015

http://www.supremecourtus.gov/opinions/02pdf/01-1015.pdf (visited on 2003/8/12)

* AOL v. IMS, supra; AOL v. LCGM, supra; see also Hotmail v. Van$Money Pie, supra (court
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® Typhoon, Inc. v. Kentech Enterprises No. CV 97-6270 JSL (AlJX) (C.D.Cal. Sept. 30, 1997).
118U.S.C.§2701 ; §2707 ; ik % » <PBAB 2 HH b ¥ RS TR BRI > W2
bl ﬁ/zfﬁﬁlﬁ’{”ﬂﬁ#mv » AF 86 E67 5189 F o
%2 See State v. Heckel, 143 Wash. 2d 824 (2001), Supreme Court of the State of Washington
www.spamlaws.com/cases/heckel.html (visited at 2003/8/2)
See Ferquson v. Friendfinders, Inc., 94 Cal. App. 4™ 1255 (2002) Supreme Court of the
State of Washington www.spamlaws.com/cases/ferguson.html (visited on 2003/8/12) -
® Heckel, supra, at 143 Wash.
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1.0 = § "5 )= % ;2 (State Computer Crime Act)
aE R LR % e % E (Virginia Computer Crimes Act) ##
T RBAEp B ‘ﬁ'?f*'f?ff’i_ flEg » AR ?,”E\‘?.”m
e S RS A T S ;f§650 *AOLV.LCGM% & ¢ » 3 2
Fli AEAOLS 7 2 s .é *H RS L ;-g 27 E
MEIRH T L EF BER VTR R

2.0 > FERg 7+ 2t (Anti-Spam Law )

T E RS W W E gL aﬂLr (Gray Davis) #2003 # 9 * 24 p
2R 4Rk Y 7 3 222 (California Business and
Professmns Code Division 7, Part 3, Chapter 1 , Article
1.8. Restrictions On Unsolicited Commercial E-mail

Advertisers)%’f% LR AR ERE T IR A E RN b
THREA T FATEGH Y ST VLR SR B
(Kevin Murray) #f# ez &30 B 2je it S P g £k
AHBERZD An g FAaAM G (Opt-in) L Ee i EF RS
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%4 California Assembly Bill 1629(1998) Sec.502(d).

® See Va. Code ss. 18.2-152.3(3).

© FEImes -E W MEEE TS 4pk2 % (California Business and
Professions Code Division 7, Part 3, Chapter 1, Article 1.8. Restrictions On
Unsolicited Commercial E-mail Advertisers)
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Chattels ) 3 # i ;2 (Common Law) %7 & 3n 2. & (7 5 o
CompuServe v. Cyber Promotions® - 12 2 Parker v. CN
Enterprises% % 27 » $ 33 7 I M2 . F 222 B8 W
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EFSFELIFT  TLRN RS AL 7SR ERL
ﬂ@siéﬂﬁ’%#ﬁﬁ B A4 R TR E T
4 %E’zfg;?};‘/ﬁ% iﬂﬁizz» CompuServe &% = 5 Tt >
TR2AFRELFE LI FL L R R2NRE G Ee
IRRAE o

T £ R EEE Y S X FHE218(d)Y R HEEF L
FRFTRE o AEF T EFRESF BT
CompuServe v. Cyber Promotions - % ¥ > CompuServe
4@1 L AR s A H R SR, How ‘”"L’*/‘Ef“}?

AT I B I U EESH A ST FH Y
ERE L H P Bk s FIF L A it P2 %‘E"ﬁ_r_ﬁr
Eox o T F a3 IR TF“ t+_2%' P“ * R B o

5 2. % CompuServe 2z ¢ % 4 T R «;]L

%ﬁm Nﬁﬁ&-“

wr S oW e

®7 See http://news.com.com/2100-1024-5082049.html?part=dht&amp;tag=ntop (visited on
2003/09/29)

% See Compuserve v. Cyber Promotions, Inc., 962 F. Supp. 1015 (S.D. Ohio 1997),
U.S. District Court for the Southern District of Ohio
www.spamlaws.com/cases/compuserve.html (visited on 2003/8/12),
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69|d

© See AOL v. IMS, supra, and AOL v. LCGM, supra (finding at Summary Judgment stage that
,% 7 & 2Rt ¥ s committed trespass to chattels in violation of Virginia common law);
"t See Hotmail v. Van$Money Pie, supra.
' See Tracey Parker, et al. v. C.N. Enterprises, et al., District Court of Travis County, Texas,
345™ Judicial District, Case N0.97-06273
http://www.loundy.com/CASES/Parker v_.CN_Enterprises.html (visited on 2003/8/12), -
® Hotmail v. Van$Money Pie, supra (“plaintiff will likely prevail on its breach of contract claim”)
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# America Online, Inc. v. LCGM-
X aBin i AOL2 P 4 SR4F T 3F 5 A i
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" California Assembly Bill 1629 (1998) Sec.2(b) ~ (c) ~ (d) ~ (H(3)(A).
> Nevada Senate Bill No.13 (1997) Sec.8.
"6 Washington House Bill 2752 (1998) Sec.6.
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" America Online, Inc. v. LCGM, supra.

’® See America Online, Inc. v. Bluecard Publishing, et al., U.S. District Court for the Eastern
District of Virginia, Civil Action N0.98-905-A
http://legal.web.aol.com/decisions/dljunk/bluecardreport.pdf (visited on 2003/8/12) -

® “Because the matter was before the court on a motion for default judgment, based on Virginia
Law, the above damages were set forth not in a Judgment but in a Report and
Recommendation for Judgment, which becomes the Judgment only if no objections are made
within 10 days of its service.”

% See_America Online, Inc. v. Prime Data Systems, Inc., et al., U.S. District Court for the
Eastern District of Virginia, Civil Action N0.97-1652-A
http://legal.web.aol.com/decisions/dljunk/primereport.html ( visited on 2003/8/12), -
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8 AOL had requested $22 million in punitive damages, but Virginia law limits punitive damages
to $350,000.
% See AOL v. Forrest Dayton, U.S. District Court for the Eastern District of Virginia,
Case No0.98-1815-A. http://legal.web.aol.com/decisions/dljunk/dayton.html (visited on
2003/8/12) -
® See AOL v. CN Productions, U.S. District Court for the Eastern District of Virginia.
http://legal.web.aol.com/decisions/dljunk/cnproductions12-2002.pdf (visited on 2003/8/12) -
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1.Cyber Promotions, Inc. v. American Online®®

8 Hotmail v. Van$Money Pie, supra.
% AOL v. Prime Data, supra; AOL v. IMS, supra.

% See Compuserve v. Cyber Promotions, Inc., 962 F. Supp. 1015 (S.D. Ohio 1997), U.S

District Court for the Southern District of Ohio www.spamlaws.com/cases/compuserve.html
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See America Online, Inc. v. Bluecard Publishing, et al., U.S. District Court for the Eastern
District of Virginia, Civil Action N0.98-905-A
http://legal.web.aol.com/decisions/dljunk/bluecardreport.pdf (visited on 2003/8/12) -
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4.Cyber Promotions, Inc. v. Apex Global Information
Services, Inc.

xR 1996 & 10 ' 25 p - Apex Global Information
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BiEx BT ég‘jo»’* PO AXTHNES - 2 LR A R
2B FPAGISA AN = L pwid wafF T % o ¥ Cyberdi R
it D FEGRCyber i K F FE A ERF L F B HE L o &I
1997 & 9 * > AGIS £ Flpingse #¥4 d » A5 T v T
Cyber# iF g PR 7+ » >t § Cyber 423 » 2 o & F i -

AR EE PG o T R A £ S R s o
TAEEE L F R EH R kR Y R FET - TS
A PR AAGRARREAORT FEHPFEA 0 2 pings F LA
AL BAGIS i & AT 414 #1 > AGISH P! awie i-Cyberig st § § %

®HE L pingse F v o A AGISS ¥ % Cyberi%% 2 it &
H LS o § b L AGISH 1 ¥ Cybershit MR AL {5 > AGISTE

SR ERREE B EF TSy B sy £ 7l ping s
# 5, F P AGISIE G & B MIRFE % Cybers g d Lo
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% See Tracey Parker, et al. v. C.N. Enterprises, et al., District Court of Travis County,
Texas, 345" Judicial District, Case N0.97-06273
http://www.loundy.com/CASES/Parker v_CN_Enterprises.html (visited on 2003/8/12) -
89 Pingser i L RE R Y F AN RRABAL Y o L AR 2 SRR T
% See Cyber Promotions, Inc v. Apex Global Information Serwces Inc., No. 97-5931 (E.D.Pa.
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¥ ook 2002 # 4r M Ferguson v. Friendfinders% i+ 4 2 » &
MOEE IR d A gk 4o M E B R 3 #8272 % (California Business &
Professions Code sec. 17,538.4 et seq., and Penal Code, sec.
502) i & 0 fei B R danE e

2R IEF L A E R F LR N 2R

Sept. 30, 1997)

° See http://www.spamlaws.com/cases/heckel.html (visited on 2003/8312)

%2 See Ferguson v. Friendfinders, Inc., 94 Cal. App. 4™ 1255 (2002) Supreme Court of the State
of Washington www.spamlaws.com/cases/ferguson.html (visited on 2003/8/12),
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% See People of the State of California v. Paul Willis, et al., Superior Court of California, County
of Santa Clara, Case No0.CV811428 http://caag.state.ca.us/newsalerts/2002/02-111.pdf
(visited on 2003/8/12) -

% See

http://www.reuters.com/newsArticle.jhtml?type=internetNews&storylD=3687808&pageNumber

=0 visited on 2003/10/29 )
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Earthlink v. Kahn% 2 (12002 & 7 * ) 2 fa 2|88 7 &+ 2K
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AOL v. C.N. Productions % & ¥4 5 3
F Rz Bl L o FRIMEA T T L
S IR A S ST

Earthlinkv Carmack%x ¢ (2003 # 5 7 ) 2L k8 7 +
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%See http://news.com.com/2100-1028-5089720.html  ( visited on 2003/10/29 )

% See http://news.com.com/2100-1029-996002.html (visited on 2003/8/12)

" See http://www.internetnews.com/IAR/article.php/1430591 (visited on 2003/8/12)

% See AOL v. C.N. Productions, (E.D. Va. 1998),
http://legal.web.aol.com/decisions/dljunk/cnproductions12-2002.pdf (visited on 2003/8/12)

¥See http://www.earthlink.net/about/press/carmack/ (visited on 2003/8/12), "EarthLink (Nasdagq:
ELNK), one of the nation's leading Internet service providers today received a $16.4 million
judgment against a Buffalo, New York &% ¥ + #8i AF‘]‘ who sent more than 825 million illegal
spam emails since March 2002.U.S. "
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AN-SPAM ACT #2004 &£ 1 7 1 p 5w 7 » & VB L2
ISP % ¥ $HF 5 T F 202 & 4 EE Ik fHiEA R (TS L G
SR fﬁ CAN-SPAM ACT #- % % 7 »c % HBLAE vk o

0

1%5ee http://www.chsnews.com/stories/2003/04/15/tech/main549378.shtml (visited on

2003/8/12), " America Online has filed five federal lawsuits targeting &% 7 + #Ri* ¥ s it
accuses of sending some 1 billion junk e-mail messages promoting mortgages, steroids and
pornography to its subscribers. The case resulted from about 8 million individual spam
complaints from subscribers, most of whom used a "Report Spam" feature AOL introduced last
fall, the company said Tuesday. The lawsuits, one filed Friday and the rest Monday in the U.S.
District Court in Alexandria, Va., are the first anti-spam cases AOL launched since May 2001.
They seek damages of more than $10 million plus an end to the messages."

191 See http://www.msnbc.com/news/927809.asp,
http://news.findlaw.com/hdocs/docs/microsoft/spam/ (visited on 2003/8/12).
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102 Alaska Statutes sec. 45.50.479, http://www.spamlaws.com/state/ak.html ( visited on
2003/9/18 )

" Sec. 45.50.479. Limitation on electronic mail.

(a) A person may not send unsolicited commercial electronic mail to another person from a
computer located in this state or to an electronic mail address that the sender knows is held
by a resident of this state if the commercial electronic mail contains information that
consists of explicit sexual material that another law provides may only be viewed,
purchased, rented, leased, or held by an individual who is 18 years of age or older, unless
the subject line of the advertisement contains "ADV:ADLT" as the first eight characters.

(b) In (a) of this section,

(1) "commercial electronic mail" means electronic mail consisting of advertising
material for the lease, sale, rental, gift, offer, or other disposition of real property,
goods, or services, including an extension of credit; (2) "explicit sexual material"
means material that visually or aurally depicts conduct described in AS 11.41.455(a),
but is not limited to conduct engaged in by a child under 18 years of age; (3)
"unsolicited commercial electronic mail" means commercial electronic mail sent to a
person who (A) does not have an existing personal or business relationship with the
sender; and (B) has not given permission for or requested the sending of the
commercial electronic mail.

193 Arizona Statutes sec.44-1372 et seq.  (approved 5/16/03) , http://www.spamlaws.com/state/az.html
(visited on 2003/9/18 )

194 Arkansas Code sec. 4-88-601 et seq.  ( approved 4/2/03) , Criminal Code sec. 5-41-201 ( approved

4/13/01) , http://www.spamlaws.com/state/ar.html (visited on 2003/9/18 )
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195 california Business & Professions Code sec. 17,538.4 et seq., and Penal Code, sec. 502,

http://www.spamlaws.com/state/cal.html (visited on 2003/9/18 )
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(effective 6/3/00)
(visited on 2003/9/18 )

Colorado Revised Statutes sec. 6-2.5-101 et seq.
http://www.spamlaws.com/state/co.html

197 Connecticut Criminal Code sec. 53-451 (effective 10/1/99) and Civil Code sec. 52-59b (effective

1999),] http://www.soamlaws.com/state/ct.html

(visited on 2003/9/18 )

1% Delaware Criminal Code sec. 931 et seq. (effective 7/2/99), http://www.spamlaws.com/state/de.html

(visited on 2003/9/18 )
Idaho Code sec. 48-603E (effective 7/1/00), http://www.spamlaws.com/state/id.html
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Indiana Code sec. IC 24-5-22-1 et seq. (approved 4/17/03), http://www.spamlaws.com/state/in.html
(visited on 2003/9/18 )

11 1owa Code sec. 714E.1 et seq. (effective 7/1/99), http://www.spamlaw.com/state/ia.ntml  ( visited on

2003/9/18) -

12 Kansas Senate Bill 467 (approved 5/17/02), http://www.spamlaws.com/states/ks.html  ( visited on

2003/9/18) -

113 | ouisiana Revised Statutes, sec. 73.1 et seq. (effective 8/15/99),
http://www.spamlaws.com/state/la.html  (visited on 2003/9/18 ) -
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%3 As there have been increasing concerns with respect to the effectiveness of opt-out scheme,

the Korean government is currently reviewing the possibility of enacting an opt-in regime in an
attempt to further tighten the enforcement of anti-spam regulations ($ % B # > ¥ {$£5 2 =
FE AR AP o A LAY RMNETR AL AR )
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%% Article 50 (Restrictions on Transmission of Advertisement Information)

(1) Any person shall be prohibited from transmitting advertisement information for the
purpose of soliciting business against the addressee’s explicit rejection of such
information.

(2) Any person who intends to transmit by email, telephone, facsimile, or other media
prescribed by Presidential Decree any advertisement information for the purpose of
soliciting business under paragraph (1) shall expressly indicate the matters falling
under each of the following subparagraphs in the advertisement information under the
conditions as prescribed by Presidential Decree:

1. The types of transmission information and major contents thereof;

2. The name and contact means of the addressor;

3. The source of email address harvested (pertinent to email spam); and

4. Matters concerning easy methods to reject receipt of future advertisement
information.

(3) It shall prohibit senders of advertisement information for the purpose of soliciting
business from performing any technical manipulation so as to avoid denying further
reception.

(4) Senders of advertisement information for the purpose of soliciting business shall
perform necessary management prescribed under Presidential Decree so that
recipients do not expenses the fees caused by indicating their intention not to receive
any further advertisement.

(5) No one shall transmit advertisement information for the purpose of soliciting business
by using software or other technical equipment that generate contacts by collating
with numbers, codes, or characters.

155 2 of Article 42 (Prohibition of the Advertising “Media Materials Harmful to Minor”)
Providers of information and communications services shall be prohibited from
transmitting to minors, under subparagraph 1 of Article 2 of the Minor Protection Act,
advertisement implying media materials harmful to minor described in subparagraph 4 of
Article 7 of the Minor Protection Act, which are prescribed as harmful to minors in
accordance with subparagraph 3 of Article 2 of the same Act, via email, telephone,
facsimile, or other media prescribed by Presidential Decree.

196 2 of Article 50 (Prohibition of the Harvesting Email Addresses from Websites, etc.)

(1) No person shall harvest email addresses from web pages that expressly prohibit
automatic harvesting of email addresses with software or other equipment.

(2) No person shall sell or circulate email addresses in violation of paragraph (1).

(3) No person shall knowingly use email addresses that had been automatically harvested
for the purpose of sale or exchange as stipulated by paragraph (1) or (2) regarding
transmission of advertisement information.
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7 4 of Article 50 (Restrictions of Service for Transmitting Advertisement)

(1) 1SPs may deny certain services at their own discretion where there is or will be
obstruction caused by repetitive transmission spam, or if users do not want to receive
such information.

(2) Where ISPs intend to deny certain services under paragraph (1), they shall indicate
matters of their right of denial in their contract.

(3) Where ISPs intend to deny certain services under paragraph (1), they shall give notice
to the user of that service or persons having an interest.

% 3% A L > - “Anti-Spam Regulations in Korea” by Dr. Hyu-Bong Chung, Ph.D

(2003/03/28)http://www.privacy.org.nz/media/Chung.pdf (visited on 2003/8/12) -

- 97



http://www.spamcop.or.kr/
http://www.privacy.org.nz/media/Chung.pdf

ERRAIMEEF L2 g RAZHIRFEATH REFL

AR B @B BRI A TR T CADV'E o 5 B F
TrhAA o BHRUEIBNNTRRABARYE I3 A

P FEEREFRFIENEHMAESNF S TR X TN @B R
%%%aﬁﬁﬁ’??ﬂwﬁbﬂ*m*%%#uw@&ﬂ?ﬁﬁﬁﬁi
owwﬁﬁﬁﬁ’%@ BN P EEE S DIRER S K- Wi
il R FRRRRY fRW Y e e Bk TR BB g i
Fz 50 ¢ ‘;{f’“@" VT OPEIERE AL K p i RS T R

c IR B ABRIFI YT o S REFRRMAR LS
”Lrﬁm— s A o TR FEE T PR KA RE R
EomaaE e £V LR F

A,
A
g
=

» 1\

EORRATEERHREF T 7

il R S s DA S A A Daum Communications Corp., 4 %
PELENEFLFIENER S F R F2 PR 5788
BT ARFF L RCEFR I MEGEE > 22002 £ 47 1 p gk
*oard e DA e ko

—_—\ X
i
T \E‘
»5:
ST
>~
m’
,m
g
-
T,
=4
m 3
133
|
H\
R
‘ﬁ&\
o 4

P4 w o E g ,% eipsta 5 ISP %

TE DS AR RFNFE A o m T

*ﬂ%‘Aﬁﬁwiﬁﬂfﬁﬁﬁ’%@
-y
ES

o

’ %Eﬁhﬁﬁi TR ’—"Li‘)%ﬁ.’;'f% S B PR AR L,E;u,%
ﬁ%

=R

= I NCEaC

<~ —\ @ =N =\
3w SOow R
)

A
&
P
=
L
v

i
FPEE T E B BSERRERRET o 57 FHE R A2 R
MOXFAEREEFEFFEFFRY BRFT RS PAK AT
B 3.1 57 en Dawt P ki
ﬁi@%ﬁﬁ%*%ﬁ*§?4ﬂkﬂifp’iféi %
S 2R FEME2 P& > Daum Communications ¥t & + 28 i
R ke iEge Fl [ s AL Ed ”"ﬁ R R AR R
EERIPLADG BB CREEF T SRR R
A/ WL ﬁm»] PR ey fﬁﬁ’tﬁﬁ%(rewards)o iz & Daum
Communications 2. p “Kﬁ‘ﬁ SRR SR T S .?fu."l 63 %
AT W ol él’S’i]L&“é‘;ﬁxﬁz;” \&'—ﬁ}?}%fg,ﬁstjiﬁ—%ﬂi”j—
WEFRIMEZ VY RS FR DR o

98



i R AT

Daum Communications

5 IR
LA I P\ AL G E

fg,\ PO G

B

Onlinestamp system : Process Map

hﬁl

’

A

P Re koup
EFERELLG vk

Email Senders Onlinestamp shop Account

3.Sending
Bulk Emails

1.Self Registration :
+1000/day email sender

2. Onlinestamp shop
access account issue

1
1
1
U
1
1
1
1
1
1
1
1
1
Registered SMTP !
Server Internet !
Protocol ] Exclusively
Daum-Stamped
email delivery

infra system

3.stable delivery
with 'Daum stamp’
feedback templete

4.'Informative/com
mercial' Feedback

5. Daum Reward
point (Daum point)

6. Recipients
Feedback Analysis

__________

Unguaranteed
Delivery /
No Bulk Mailing

Unregisterd SMTP
Server Internet

Protocol
I e e e e e e e e e ———— 1
Sm AP Net Abuse Workshop / 23 February 2003 —
4
W31 T&tPw ki

F“’Eﬂ_&ma,&ﬁ@@ﬁ?ﬂ\ﬁm~$&ﬂ?£?
WREE N EHEF R F R A2 & d) ¥ 0 Daum
Communications *> 2003 & 6 * ¥tw ®F % %2 47w % 7 F W i &
%ﬁﬁﬁQE’aﬁﬁ%%%&ﬁﬁ%ﬁw&i%ﬁ P %o
7o e R vﬁhﬁ;Ri&@4’%ﬁﬁi”%‘ﬁ
B ~friw & (& F«M;’s? T IR S EER S - =
dARFFAHEFT I MBI RGN 2 Rt R alde g
”%uﬁ%ﬁ%ﬁ““ﬁﬁﬁiRW%Jﬁhi%éiﬂﬁﬁ%

54
,ﬁ'/

>3 0

Z]

A 4 ih

ok B8 e 2 MRS B S8 E REF TS
ﬂﬁ&%ﬁﬂﬁé%ﬁ“ﬁﬁ4o%ﬁﬂﬁﬂ”?%%DAﬁﬁ
et s kR ;,_200041—- lﬁ:ﬁ}i » T4 EF B OISP ¥ F‘A LR =
Je D42 2000 P EF R I L2 e B H Y a2 N Lk

99



ERRAIMEEF L2 g RAZHIRFEATH REFL

e 3 R FrAeH W RRETE D2 EF R IR Ao

( Computer Misuse Act) *° » i» ¢ % 5] 2
TS LI FET T PR

R

B A FE P EREBER T LT E A (The
Infocomm Development Authority , IDA) p 2002 # 4= ¥ 54 7
FEE2 A2 B FRENEFT ML 2 F TR R
S VL SR N

B A B ¥ (R R et dpRE-GY o8 W%
SAlEFFERAT RT3 ;gvg;-,g,‘-_ z % F‘ A
%@%)%ﬁiJWﬁ&ﬁﬁ%imj%ﬁ‘ﬂ@ﬁ@ﬁwggiﬁg
( National Trust Council, NTC) > #& % IDAZ = F 7 =~ %#H
EORTHBR BT AN EENY L@ R BEEE T SR
E f@j/ﬁ”%%‘%ﬁ‘ LR A o NTCiu s » APM 22 1 (T 4y
oo @ﬁﬁgéi%*??’mféiﬂm;ﬁ, B e 4]
cas ﬁ"’? TFMEZ R SRV AFED LB EF L TG
BT

- v

pa A > e . / ~ 8 N = ¥ >
A4 RS St (7L 2R 7L o d 3T

4
N,

=5
R

i%}.zlsooﬁ%tii]} CRFIFHFENP L R :‘_/z”p?ﬁ? i SR 1
BV ANE A ALY ERRFEZEE A P AL 2

159 5. 7 Unauthorized Obstruction of Use of Computer
(1) Any person who, knowingly and without authority or lawful excuse,
(a) Interferes with, or interrupts or obstructs the lawful use of, a computer; or,
(b) Impedes or prevents access to, or impairs the usefulness or effectiveness of, any
program or data stored in a computer,
shall be guilty of an offence and shall be liable on conviction to a fine not exceeding
$10,000 or to imprisonment for a term not exceeding 3 years or to both and, in the case of
a second or subsequent conviction, to a fine not exceeding $20,000 or to imprisonment for
a term not exceeding 5 years or to both.

(2) If any damage is caused as a result of an offence under this section, a person convicted of
the offence shall be liable to a fine not exceeding $50,000 or to imprisonment for a term not
exceeding 7 years or to both.

180 See National Trust Council Website at http://www.trustsg.org.sg/anti_spam.htm (visited on

2003/8/13).
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181 A copy of the Model Data Protection Code can be obtained at the website of National Trust
Council at http://www.trustsg.org.sg/model_data.htm (visited on 2003/8/13).
%2 The 10 principles are prescribed in the Model Code as follow:

] Principle 1 — Accountability: An organization is responsible for personal data in its
possession or custody.

] Principle 2 — Specifying Purposes: The purposes for which personal data are
collected shall be specified by the organization.

n Principle 3 — Consent: The knowledge and consent of the individual are required
for the collection, use, or disclosure of personal data to a third party, except
otherwise prescribed by law.

n Principle 4 — Limiting Collection: Except as provided by law, the collection of
personal data shall be limited to that which is necessary for the purposes specified
by the organization. Data shall be collected by fair and lawful means.

] Principle 5 — Limiting Use, Disclosure, and Retention: Except as provided by law,
personal data shall not be used or disclosed to a third party for purposes other than
those for which it was collected, unless the individual consents to such use or
disclosure.

n Principle 6 — Accuracy: Personal data shall be as accurate, complete, and
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up-to-date as is necessary for the purposes for which it is to be used.

] Principle 7 — Safeguards: Personal data shall be protected by appropriate security
safeguards.

n Principle 8 — Openness: An organization shall make readily available information
about its policies and procedures for handling personal data.

n Principle 9 — Individual Access and Correction: Subject to the exceptions as
prescribed by law, an individual shall upon his or her request be informed of the
existence, use, and disclosure of his or her personal data and shall be given access
to that data. An individual shall be able to challenge the accuracy and completeness
of his personal data and have them amended as appropriate. The reasons for
denying access should be provided to the individual upon request.

] Principle 10 — Challenging Compliance: An individual shall be able to address a
challenge concerning compliance with the above principles to the designated person
or persons accountable for the organization’s compliance.
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'3 Article 12 Unsolicited Calls

(1) The use of automated calling systems without human intervention (automatic calling
machine) or facsimile machines (fax) for the purposes of direct marketing may only be
allowed in respect of subscribers who have given their prior consent.

(2) Member States shall take appropriate measures to ensure that, free of charge, unsolicited
calls for purposes of direct marketing, by means other than those referred to in paragraph 1,
are not allowed either without the consent of the subscribers concerned or in respect of
subscribers who do not wish to receive these calls, the choice between these options to be
determined by national legislation.

(3) The rights conferred by paragraphs 1 and 2 shall apply to subscribers who are natural
persons. Member States shall also guarantee, in the framework of Community law and
applicable national legislation, that the legitimate interests of subscribers other than natural
persons with regard to unsolicited calls are sufficiently protected.

e “j"%‘sﬂ.‘r}‘l——: —-% B 2000/31/ECF it § & " PRix? P WS F5 BT+ 5

2 Piﬁ{#g 4 Directive 2000/31/EC of the European Parliament and of the Council of
8 June 2000 on Certain Legal Aspects of Information Society Services, in Particular
Electronic Commerce (Directive on Electronic Commerce)
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5 Article 7 Unsolicited Commercial Communication

(1) In addition to other requirements established by Community law, Member States which
permit unsolicited commercial communication by electronic mail shall ensure that such
commercial communication by a service provider established in their territory shall be
identifiable clearly and unambiguously as such as soon as it is received by the recipient.

(2) Without prejudice to Directive 97/7/EC and Directive 97/66/EC, Member States shall take
measures to ensure that service providers undertaking unsolicited commercial
communications by electronic mail consult regularly and respect the opt-out registers in
which natural persons not wishing to receive such commercial communications can register
themselves.

VO grgavis o Fp 2002/58/ECT M AT L B A FAALZ BER L EF 4L

Directive 2002/58/EC of the European Parliament and of the Council of 12
July 2002 Concerning the Processing of Personal Data and the Protection of Privacy in
the Electronic Communica- tions Sector (Directive on Electronic Communications).

Preamble 8§45 of Directive 2002/58/EC Concerning the Processing of Personal Data and the

Protection of Privacy in the Electronic Communications Sector states that:
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845 This Directive is without prejudice to the arrangements which Member States make to
protect the legitimate interests of legal persons with regard to unsolicited communications
for direct marketing purposes. Where Member States establish an opt-out register for such
communications to legal persons, mostly business users, the provisions of Article 7 of
Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 On
Certain Legal Aspects of Information Society Services, in Particular Electronic Commerce,
in the Internal Market (Directive on Electronic Commerce) are fully applicable.

Art. 13 Unsolicited Communications

(1) The use of automated calling systems without human intervention (automatic
calling machines) facsimile machines (fax) or electronic mail for the purposes of
direct marketing may only be allowed in respect of subscribers who have given
their prior consent.

(2) Notwithstanding paragraph 1, where a natural or legal person obtains from its
customers their electronic contact details for electronic mail, in the context of the
sale of a product or a service, in accordance with Directive 95/46/EC, the same
natural or legal person may use these electronic contact details for direct
marketing of its own similar products or services provided that customers clearly
and distinctly are given the opportunity to object, free of charge and in an easy
manner, to such use of electronic contact details when they are collected and on
the occasion of each message in case the customer has not initially refused such
use.

(3) Member States shall take appropriate measures to ensure that, free of charge,
unsolicited communications for purposes of direct marketing, in cases other than
those referred to in paragraphs 1 and 2, are not allowed either without the consent
of the subscribers concerned or in respect of subscribers who do not wish to
receive these communications, the choice between these options to be
determined by national legislation.

(4) Inany event, the practice of sending electronic mail for purposes of direct
marketing disguising or concealing the identity of the sender on whose behalf the
communication is made, or without a valid address to which the recipient may
send a request that such communications cease, shall be prohibited.

(5) Paragraphs 1 and 3 shall apply to subscribers who are natural persons. Member
States shall also ensure, in the framework of Community law and applicable
national legislation, that the legitimate interests of subscribers other than natural
persons with regard to unsolicited communications are sufficiently protected.
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179 See

http://www.worldebusinesslawreport.com/index.cfm?selectedpub=1,8&action=dsp_item&id=24
58&keyword=Liikanen%20sets%200ut%20further%20EU%20anti-spam%20measures (visited
on 2003/11/25)
% The Amendments to the Telecommunications Act (1999-07-19) (Unofficial Translation)
§ 101 Unsolicited Calls
Calls — including the sending of telefaxes — for advertising purposes without the prior consent
of the subscriber are not permitted. The consent of any one person authorized by the
subscriber to use that subscriber’s connection is of equal standing. Consent can be revoked
at any time; the revocation of such consent has no effect on contractual relations with the
party to whom consent had been given. Sending of email in bulk or for advertising purposes
requires the prior — revocable at any time — consent of the recipient.
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S. 6a Unsolicited Calls to Certain Customers

(1) Where a supplier sells goods, immovable or movable property or work or services to
customers, he shall not be allowed to make calls to anybody using electronic mail,
automated calling systems (automatic calling machines) or facsimile machines (fax) for the
purposes of such selling unless the particular customer has made a prior request for such
calls.

(2) Without regard to subsection (1), at supplier having received a customer’s electronic
address in connection with sale of a good or a service may market his own similar goods or
services to that customer electronically. This implies, however, that the customer can easily
and with no extra charge object to this, both when handling over his mail address to the
supplier and by subsequent calls.

183 See www.fs.dk/index-uk.htm (visited on 2003/8/16)

116



http://www.fs.dk/index-uk.htm

EHELFHEELI L REZHRPFLH RAED

(z) 5f

S p Y 1999 & i3
Act ) B TE % R
et EEnrLFER:
ﬁ%$§mﬁ7;?én“ﬁﬁ
oA i Rplc SARE B R
EFEIE A T

% > i%# ;2 ( Data Security
Opt-in model) o * ;* # j+ 2t ;
4 #REEBEBA (pARA) D

SR L %\&?ﬂazéyzf;f?
% 0 #4559 w B & 2002/58/EC

N\
1=y
—
W

K,f 7 i f& Directive 97/66/EC4p £ >t 2001 # -l sPE - S
’7}\’/;Wl/;#ﬁ—,ﬂfb' @E/j’i’%’?‘:}égl—-i /é’-o/;@]i}t)ﬂ_f]\%ﬂcﬁ

N
ww

2002 & 11 % 18 p» Rk AT2 Rk 0 HE k2L P hik K
F B 2002/58/ECH M'Ef 2 T+ dp s P 2 #3323
RPN Rz o iaB2%2003& 2% 26 pd Fzkfa— %30 2na
ﬁQW@’%ﬁﬁféﬂmié’ﬁﬂoé%é$”¢:@%igg
P21 E W &%# Pl F WM EIAT > FEEPRER
133 iﬁh%; " B 4 (direct marketing) &= &> @ 0+ 3 50 R
E‘ﬁiﬁé,lﬁ BARBERLNEF LT &3P o g

D ERTEZ B A RHNEF T I MY B A TR AEE f

wi# % B ¢ (National Commission on Data Processing and

Freedoms) Ao g & RISPE FHREREFLFMBANEZ
BOF AEE At B 10
(=) WAHK

WRP D EEFTF BT RFR 22 E A TR
BERER LTI MME L ER R TR AL 2 B
FEERE AL R o A TAMEELT LR TR NG
2 GE o RIFd 2RE BRI

HypazHErTEa kI (opt-in) & £ % 5482 (opt-out)

2y ’_m@% 4i§’%%‘ii%%*%ﬁ?%%%ﬂ
/}_73"%533% P] iﬁk%’iﬁigfﬂﬁ%;‘ﬁ&%ﬁ%o’ﬁ
184

See http://newsobserver.com/24hour/technology/story/782597p-5609931c.html (visited on
2003/10/29)
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185 See http://news.yam.com/afp/color/news/200307/20030722003501.html (visited on
2003/8/16)

1% 3% = L = ——Arthur Cox Tech Brief Technology Group Bulletin, March/April 2003
http://www.arthurcox.ie/dynamic/publications/Techbrief%20-%20March-April%202003.pdf
(visited on 2003/8/13)
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187 See http://news.bbc.co.uk/1/hi/technology/3120628.stm (visited on 2003/9/29)
188 See http://www.worldebusinesslawreport.com/index.cfm?action=login&c=59163&id=2344,
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(visited on 2003/10/15)
See http://www.etat.lu/OLAS/docs/comelec.pdf (Only available in French)
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9% | aw on the Information Society and Electronic Commerce
Article 21 Prohibitive Rule of Commercial Communications Sent by Email or Other
Equivalent Electronic Means of Communication
(1) The distribution of promotional or advertising communications by electronic mail or
equivalent electronic means is forbidden if they have not been solicited before or if they
have not been explicitly authorized by the recipient.
(2) Commercial communications sent by email or by equivalent means of electronic
communication, in accordance with set terms, have to start with the word “publicidad”
(“publicity™).
Article 22 Legal Rights of Recipients of Commercial E-Communications
(1) In case the user of an internet service has to give his email address during the contracting
or subscription process with the service provider and the provider has the intention to use
this address afterwards for the purpose of sending commercial communications to the
customer, he has to inform the customer of this intention. Also he has to ask for the
customer’s approval to do so before finally concluding the contract procedures.
(2) The recipient has at any time the right to withdraw his given consent to receive commercial
communications by simply notifying the sender of his wish to do so.
For this purpose the service provider has to set up easy operating procedures free of
charge to enable the recipient to revoke his once given permission. Thus the service
provider ahs to make information available regarding those procedures and they must be
accessible by electronic means.
92 13a § Asupplier may not advertise to a natural person using telefax or an automated dialing
system or other similar automatic system for individual communication not operated by a
human, unless that natural person has agreed beforehand.
A supplier may use other means for individual communication over distance unless the
natural person has clearly objected to the use of that method.
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198 See http://www.dti.gov.uk/industries/ecommunications (visited on 2003/8/16)

Y g A s L= — R 2003 wErE 4 £ 7 5 i e UK Privacy and Electronic
Communications (EC Directive) Regulations of 2003
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195 Use of electronic mail for direct marketing purposes:

- (1) This regulation applies to the transmission of unsolicited communications by means of
electronic mail to individual subscribers.
(2) Except in the circumstances referred to in paragraph (3), a person shall neither transmit, nor
instigate the transmission of, unsolicited communications for the purposes of direct marketing
by means of electronic mail unless the recipient of the electronic mail has previously notified the
sender that he consents for the time being to such communications being sent by, or at the
instigation of, the sender.
(3) A person may send or instigate the sending of electronic mail for the purposes of direct
marketing where —
(a) that person has obtained the contact details of the recipient of that electronic mail in the
course of the sale or negotiations for the sale of a product or service to that recipient;
(b) the direct marketing is in respect of that person's similar products and services only; and
(c) the recipient has been given a simple means of refusing (free of charge except for the costs
of the transmission of the refusal) the use of his contact details for the purposes of such direct
marketing, at the time that the details were initially collected, and, where he did not initially
refuse the use of the details, at the time of each subsequent communication.
(4) A subscriber shall not permit his line to be used in contravention of paragraph (2).

Use of electronic mail for direct marketing purposes where the identity or address of the
sender is concealed

23. A person shall neither transmit, nor instigate the transmission of, a communication for the
purposes of direct marketing by means of electronic mail -

(a) where the identity of the person on whose behalf the communication has been sent has
been disguised or concealed; or

(b) where a valid address to which the recipient of the communication may send a request that
such communications cease has not been provided.
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