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Undlassified Undassifie|

Spectrum of Cyber Operations

With that background, we will discuss several real world

. o and exercise examples of cyber operations to determine
ASSQSS' n g ACtl ons AI on g where they fall on the spectrum of cyber operations

the Spectrum of < >

Cyberspace Operations

Access Operations Cyber Disruption Cyber Attack
* Digital intelligence *Interrupt the flow of information or function * Use of force
(e.g., stealthy implant) of information systems without physical * Physical damag{
damage or injury or destruction
* Physical injury
or death

necessarily reflect the position of
the US Government.

Unclassified H

ERIZKR : USCYBERCOM)
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EZAE—HIEIEL(2/2)

{

Access Operations Cyber Disruption
* Digital intelligence * Interrupt the flow of information or
(e.g., stealthy implant) function of information systems

U.S. and South Korea 2009

* Estimated over 50K+ computers in botnet sending requests
*» Targeted NY Stock Exchange, NASDAQ, Yahoo financial,

* DDOS lasted from hours to a few days

Very stealthy

Spectrum of Cyber Operations

>

» 27 Government and commercial sites hit with a denial of service

Dept of Transportation, Treasury, FTC, White House, Secret Service

Unclassified

Cyber Attack

* Physical damage
to property or
injury to persons

Less stealthy

Unclassified

Undassified

Spectrum of Cyber Operations

>

Cyber Attack

Access Operations Cyber Disruption ¥ ool
* Digital intelligence * Interrupt the flow of information or Physical damage
(e.g., stealthy implant) function of information systems .to.property or
! injury to persons
Estonia 2007

* Intermittent DDOS against government and businesses over the course of a month
* Botnets used; actions transited over 170 countries

* Online banking down for most of the month

* Government unable to send emails for days at a time

« Data changed on websites including defacement and propaganda

* Primarily economic impact and degraded communications

Very stealthy Less stealthy

©

Unclassified
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