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Digital transformation is so much more complex than software or hardware. It actually

changes the way your company operates. You can't just cast a spell on an application and

transform it overnight.

Now, don't get me wrong: Technology plays a big part in helping an organization adapt to
change and develop an environment that supports rapid iterations. Cloud-based services can
reduce the amount of time you need to think about undifferentiated components of your

systems and free your talent to focus on more important endeavors.

Don’t Avoid The Need To Transform

Your competition, regardless of the industry, is already finding ways to be more responsive to
their customers. I often meet with companies that are embracing new technologies and
changing the way they function to create rapid feedback loops and put the right people in the

right roles at their organization to achieve that.

Don't avoid the digitization process if you plan to stay in business. It doesn't matter if you're a

large enterprise or a small business operating in a very traditional industry. The choice isn't a
| —
choice any longer.
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Digital transformation requires a business to put the right people in the right roles, whic

likely different than how most organizations structure their teams today. It’s also a proceg

that necessitates input and buy-in from software developers, DevOps, the IT division,

executives and essentially every member of an organization.

Consider all the capabilities that your company offers to customers, partners and internal
employees. Now, think about the product management discipline that must be sprinkled
throughout your company to facilitate a systematic change in how those people interact v

each other, the organization and its customers.

To increase the rate of iteration, businesses need the right technology, but they can’t be

distracted by the latest shiny object that fascinates developers or excitable members of th

team.

There is tremendous potential in leveraging and open-source technologies,
organizations must also be disciplined about what they build in-house and the tools they
should seek from a service provider, cloud provider or vendor. This takes extraordinary
discipline because you have to focus time, people and resources on iterating in a way that

generates meaningful feedback and contributions from everyone involved.

Digital Transformation Isn't A Product; It's A Lifestyle

= Forbes @Research-

0
1

We are in an era of digital revolution,
where competitive advantage depends
on how well we use the enterprise
digital infrastructure, and how we utilize
the business applications and massive
amounts of data flowing across it. Every
company Is becoming a software
company - some just don't all realize it
yet. But those that do are digitally
transforming themselves to take
advantage of cloud computing at scale,
advanced analytics, massive amounts of
data coming from every connected
device, and the power of Al and
machine learning to derive insights from
that data and drive better decision-
making.
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OpenStack community

i bR BE I TEELIN
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Contribution by companies Contribution by modules
W HP M nova
M Red Hat M project-config
M Mirantis ¥ neutron
Il BM M heat
M Rackspace M cinder
M Huawei M ho

M “independent

M Intel

¥ OpenStack Foundation
M others
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kibana

Discover
Visualize
Dashboard
Timelion
Dev Toc

Management

5.308 hits

search... (e.g. status:200 AND extension:PHP)

Add a filter 4

api_gateway_log
Selected Fields
? _source

Available Felds

Popular
t _id

t hest

-

request.body

-

request.headers.X-Forwarded-For

-

request.headers.host

-

request.method

-

request.uri

-

response.size_bytes
@ @timestamp

@versit

-

t _index

# _score

-

request.headers.accept

-

request.headers.accept-encoding

-

request.headers.accept-language

-

request.headers.access-control-requ.

-

request.headers.access-control-req...

New Save Open Share <€ O Last15minutes

Uses lucene query syntax E

May 13th 2019, 17:32:58.310 - May 13th 2019, 17:47:58.310 — Auto v
230 (<]
200
£ 150
H]
]
w100
- .
0 —
17:33:00 17:34:00 17:35:00 17:36:00 17:37:00 17:38:00 17:39:00 17:40:00 17:41:00 17:42:00 17:43:00 174400 174500 17:46:00 17:47:00
(A @timestamp per 30 seconds
Time _source
» May 13th 2019, 17:47:52.504  guarsion: 1 port: 45,410 response.response_time: O response.headers.access-control-allow-headers: =,x-api-host,x-api-key response.headers.connection: close
response.headers.server: kong/0.13.1 response.headers.access-control-allow-origin: * response.headers.transfer-encoding: chunked response.headers.content-type: text/p

»  May 13th 2019, 17:47:51.773

»  May 13th 2019, 17:47:51.148

»  May 13th 2019, 17:47:51.032

lain; charset=UTF-8 response.headers.access-control-allow-methods: GET, HEAD, PUT, PATCH, POST, DELETE response.body: response.size bytes: 5 response.status: 200
response.timestamp: 1,557,740,872.502 reguest.method: OPTIONS request.headers.user-agent: Mozilla/5.0 (Windows NT 10.0; Win64; x84; rv:66.0) Gecko/20100101 Fire

fox/66.0 request.headers.accept-encoding: gzip, deflate, br request.headers.connection: close request.headers.access-control-reguest-headers: x-api-host,x-api-key

host: localhost @version: 1 port: 52,256 response.timestamp: 1,557,740,871.771 response.body: response.response_time: O response.status: 200

r ize_bytes: 5 headers.server: kong/0.13.1 response.headers.connection: close response.headers.content-type: text/plain; charset=UTF-8

response.headers.access-control-allow-origin: = response.headers.transfer-encoding: chunked response.headers.access-control-allow-methods: GET, HEAD, PUT, PATCH, POS
T, DELETE response.headers.access-control-allow-headers: *,x-api-host,x-api-key request.timestamp: 1,557,740,871.771 request.uri: /api/v2/k8s-taichung-default/sit

es/ request.url: http://apigateway.twcc.ai:8000/api/v2/kss-taichung-default/sites/?project=438&sol_categ=container&all_users=1 request.headers.connection: close

@version: 1 port: 45,406 response.response_time: 1.447 response.headers.x-frame-options: SAMEORIGIN response.headers.connection: close response.headers.via: kong/
0.13.1 response.headers.x-kong-upstream-latency: 1447 response.headers.allow: GET, POST, HEAD, OPTIONS response.headers.date: Mon, 13 May 2019 09:47:49 GMT
response.headers.x-kong-proxy-latency: 0 response.headers.server: Apache/2.4.7 (Ubuntu) response.headers.access-control-allow-origin: * response.headers.vary: Accep
t,Accept-Language,Cookie response.headers.transfer-encoding: chunked response.headers.content-type: application/json response.headers.content-language: zh-tw

response.body: [{"id":4553,"name" : "ENT108037", "platform”: "k8s-taichung-default”}] response.size bytes: 77 response.status: 200 response.timestamp: 1,557,740,87

request.url: http://apigateway.twcc. ai:8000/api /v2/kss-taichung-default/sites/Pproject=5533&s0]_categ=container request.method: OPTIONS request.timestamp: 1,55
7,740,871.029 request.uri: /fapi/v2/kBs-taichung-default/sites/ request.headers.accept-language: en-US,en;q=0.5 request.headers.referer: https://www.twec.ai/user/
containers/Tist request.headers.x-forwarded-for: 140.109.23.37 request.headers.connection: close request.headers.user-agent: Mozilla/3.0 (X11; Ubuntu; Linux xB6_&
4; rv:66.0) Gecko/20100101 Firefox/66.0 request.headers.access-control-request-method: GET request.headers.host: apigateway.twcc.ai reguest.headers.accept-

encoding: gzip, deflate, br request.headers.X-Forwarded-For: 140.109.23.37 request.headers.access-control-request-headers: x-api-host,x-api-key
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Application |

OpensStack (laaS)

"
OpenStack API/CLI I Dashboard (HORIZON)
\ J

Management Computing

Software-Defined Storage Software-Defined Network (NEUTRON)
Hardware
Datacenter Racks
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What i1s Docker?

Docker 1s the world’s leading software container
platform.
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Who uses Docker?

say Docker is part I
of cloud strategy

60% %

want application want to avoid
plan to use Docker to portability across cloud vendor
migrate workloads to cloud environments lock-in

& docker

Source: https://www.docker.com/survey-2016
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Who uses Docker?

* Modernize Traditional Apps

* Continuous Integration and
Deployment

e Microservices

* IT Infrastructure Optimization
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Who uses Docker?

——" Service Providers

f} /" amazon
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App Development Changes

I
* Huge Applications
e Hours to Build
* Huge Downtime

.

Microservices
Container Deployment
Independent Deployments
Fast Version Releases
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What 1s Microservices®?

Sidekiq Redis
(Background Processing Framework) (Storage)

Nginx Postgresq|
(Reverse Proxy Service) (Database)

Rails
(Web Framework)

Bootstrap
(Front-end Framework) (DB Search Engine
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What 1s Microservices®?

101010101010
010101010101
101010101010
010101010101
101010101010

101010101010
010101010101
101010101010
010101010101
101010101010

Hypervisor
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CONTAINER

App A App B

Bins/Libs Bins/Libs

Docker

Host OS

Infrastructure

App C

Bins/Libs

What 1s Microservices®?

VM

App A App B
Bins/Libs Bins/Libs

Guest 0OS Guest OS

Hypervisor

Host OS

Infrastructure

App C

Bins/Libs

Guest OS
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Containers

* Light-weighted
* Isolated Apps

* Version Control
* Fast Delivery

* Portability

App A

Bins/Libs

CONTAINER

App B

Bins/Libs

Docker

Host OS

Infrastructure

App C

Bins/Libs
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Containers
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Containers

* Local Development

Container

\. J
~
\ J

Container Engi
(Docker)
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Containers

Simplified Testing

Fﬁonz.s

Container

J

\.

F’Uao”zﬂ

Container

J

(Docker)

Container Engine

&

\




We'’ ve learned what it can do

but. ..

What 1is Docker, actually?
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Docker 101

Docker provides a uniformed wrapper around a

software package

e (Containers

* Images

e Dockerfile
* Docker Hub
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Docker 101

Docker provides a uniformed wrapper around a
software package

e (Containers:

1. Includes the running application

2. Contains everything needed to run App
3. Isolated App platform
4

Based on one or more images
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Docker 101

Docker provides a uniformed wrapper around a
software package

* Images:

1. Read-only template to create containers
2. Built by Dockerfile
3. Stored in Docker Hub

il
l 1 L1

il
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Docker 101

Docker provides a uniformed wrapper around a
software package

* Dockerfile:

1. Instructions for Docker to build images
2. Text document

3. Calls command line

build )

e
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Docker 101

Docker provides a uniformed wrapper around a

software package

* Docker Hub

1. Image Repositories

2. Automated Builds
3. Webhooks (it’s kinda 1like gitHub)
4

Organizations
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(

\.

\

GitHub

Docker Hub

Automated

builds
>

Code change/
Commit

b

L

DockerHub

ra

5 A
Webhook
e )

/
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What i1is Kubernetes?

A powerful container orchestrator open sourced by

Google Inc.
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Introduction

B

 KuPBepvnNTnG: Governor, Pilot.
. “K85” kubernetes
* Current Release: 1.14+
e https://kubernetes.io/

* Release Roadmap
https://github.com/kubernetes/kubernetes/milestones/



https://kubernetes.io/
https://github.com/kubernetes/kubernetes/milestones/
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Introduction

* Fasy to use

* Auto load balance
* Simple migration
* Yaml based tasks
* Orchestration

e Public, private,

B

kubernetes

hybrid clouds
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Kubernetes Cluster

Master

11
API Server Scheduler cantsalio etcd
Manager

<

10G
Switch

)

Network:172.24.0.0/24
Gateway:172.24.0.254

Container Container Container Container
Pod Pod Pod Pod

Minion

kubelet

kube-proxy

Container Container Container
Container Container
Pod Pod Pod

Minion

kubelet

kube-proxy
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Master Node Haster

API Server Scheduler Cosiiralles
Manager

* API Server

Validates & configures data for the API objects

* Scheduler

Schedule & manage resources of the distributed cluster

* Controller Manager

A daemon that embeds the core control loops

e Ftcd

A key value store which Kubernetes uses for persistent storage
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Mi n i o n NQ e Container [ Container Container } Container
<
Pod Pod Pod Pod

* kubelet

The primary “node agent” that Minion

runs on each node kubelet kube-proxy

* kube-proxy

The Kubernetes network proxy

that runs on each node

* Pods

Single instance of an application, constructed by one or more

containers
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API Server

Master <

Controller
hedul
Scheduler — etcd

Container [>Container Container Container
Pod Pod Pod Pod
.
kubelet kube-proxy

Container Container Container
Container Container
Pod Pod Pod

Minion

kubelet

kube-proxy
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Master <

API Server Scheduler Sitalies
Manager

Kubernetes Cluster

rirewal
]

r

Container

Container

Container

Container

Container

Container

Minion

kubelet

kube-proxy

7

Container

Container

Container

Container

Container

Pod

Mipion

kubelet

kube-proxy
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K8S Concepts & Terms

* Pods (po)
* Label

* Service (svc)
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Concegts & Terms

f _)
ClusterIP
LoadBalancer
220.132.5.189 10.101.214.237 curl 10.101.214.237
o — . l
|
10.32.0.3:80 A2 S
Internet
Sve Sve
N—r ! ) L )
<
a ( A N é \
)
© (Cv)v NodePort -E 80 Container Container
& 192.168.99.100:30294
Lo o
o - 1o.32.lo.3:so 81 Container Container
~ o
S & Sve Pod (10.32.0.3) Pod
N - \ 7 \ ] \ y
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4
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0 ) Minion
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9]
LBip: 220.132.5.189
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BE an official website of the United States government Here's how vou know

a Federal Cloud Computing Strategy

Cloud Smart Cl10 Council Actions

From Cloud First to Cloud Smart

The 2018 Federal Cloud Computing Strategy — Cloud Smart — is a long-term, high-level strategy to drive cloud adoption in Federal
agencies. This is the first cloud policy update in seven years, offering a path forward for agencies to migrate to a safe and secure cloud
infrastructure. This new strategy will support agencies to achieve additional savings, security, and will deliver faster services. Read the
Federal Register Notice here.




INWINSTACK

Cloud Smart

Cloud Smart focuses on three inter-related areas to drive cloud adoption through building knowledge in government and removing

burdensome policy barriers.

Modernize security policies to focus on risk- Improve the ability of agencies to purchase

based decision-making, automation, and cloud solutions through repeatable

moving protections closer to data. practices and sharing knowledge.

Upskill, retrain, and recruit key talent for
cybersecurity, acquisition, and cloud

engineering.
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ﬁ U.S. Department of the Interior B § W t e &

Foundation Cloud Hosting Services

Cloud Home  Strategy Portfolio Contracts FCHS FAQ's Contact

The DOI Cloud Pro

o9

Essential Characteristics of Cloud

Organizations will be able to measure and only pay for the IT resources they consume. Control over usage
gives agencies the flexibility to match requirements and budget constraints, and leverage the shared
underlving capacity of IT resources.

Cloud Characteristics and Benefits:

Cloud computing is 3 model for enabling convenient, on-demand network access to a shared pool of configurable computing

resources (e.g., networks, servers, storage, applications, and services). Other benefits include:

+ Efficient and Scalable: Computing resources can be rapidly provisioned and released with minimal management effort
or service provider interaction,

* Agile and Elastic: MNetwork access available from anywhers with an Internet connection. Commen resources build
economies of scale, high efficiency infrastructure drawn from a common poaol.

* Available and Accessible: On-demand access through a self-serve web interface.

* Cost-efficient and Resourceful: Services are metered, like 3 utility, where users pay only for services used and they can
be cancelled at any time. Cloud services provide for reduced upfront capital expenditures.

* Productive and Measurable: Leveraging of cloud infrastructure allows an agency to launch new initiatives, without

having to acquire significant hardware, lowering the time and cost barriers to deployment.
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Future Image 2020 —Services-
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Position of IT Strategic HQ and Recent Issues

IT Strategic HQ

Economy
Revitalization H ,

Cybersecurity -
Strategic HQ

National ID

* ITinvestment reform
(central, regional)

IT governance
etc.

Economic Growth

Data Driven Economy
Regulatory reform

Regional revitalization
Open Innovation

* Citizen-centric e-govern

E-Government

Council for
Regulatory

. | Reform

Council for )
Science,
Technology and
Transportation Innovation y
s Disaster risk managemen

* Energy management
Work style
*  Education & human resources

etc.
Social Solutions
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B
Government of Japan January, 2018

Contents
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Vision: Society 5.0(Super Smart society)

B Society5.0, Super Smart Society, is a society vision in Japan.

» Itis necessary to aim at “systemization” of services and businesses, system
advancement, and coordination between multiple systems.

» Therefore, we will promote the measures needed to develop a common platform for
this goal (called “Society 5.0 Service Platform”), through collaboration between
industry, academia, and government and the relevant government ministries.
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eGovernment working group
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The Government Shared Platform System

Government information systems ’ (()'loud govemmeilt information systems
Private Cloud

» 'To reduce the total operational costs of the Government Information System

» 'To strengthen security measures against disaster and unauthorized access
» Started operation on March 18, 2013.

Before consolidation of the Government PF . After consolidation of the Government Shared PF _

1
/
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[After] * Each government information system is consolidated and streamlined by the
Government Shared PF
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2.Streamlining and Rebuilding of Information Infrastructure

Elimination and consolidation of government Review the roadmap every fiscal year to promote
acceleration and expansion.

‘information systems and adoption of cloud services
® 1,450 governmental information systems = FY 2018: -579, FY 2021: -601
= FY 2018: 252, FY 2021: 300

@ Integration into cross-ministry platform
0SS/ virtualization and introducrtm
governmentilicense

® Reduction in development costs
® Use cloud services for office tools
and unify the PC environment.

® Promotion of remote and mobile
systems

Kasumigaseki
Cloud

Reduction in costs for large-scale system

P

® Work with the ruling party (IT
strategy special committee) to create

a cost reduction plan.

Elimination, consolidation and .
reorganization of communicatio .7 & Information
network = system
@ Creation of reorganization Avoidance of d:plic‘aqte
policies in FY 2014 bl investment in municipal'systems
Virtualization of network D e et A s i xRt sk Ao ® In principle, a cross-
199 Milon vae municipality shared system is

Loulmwlcw About 320 billion yen (2012)- About -
Acceleration of cloud services for bulit at once to automate
‘municip'al information system

-
municipal paperwork across
® Double the number of local municipalities that use cloud services by FY 2017 using the introduction of number system as a

* 0SS: Open Source Software

<
7 AN
Japan.

motivator.
©® Promote the reform of municipal information systems in line with the progress of nationwide roadmap

® Promote to share and consolidate the hardware in the municipal intermediate server for the number system within FY 2015 (Over
99% of organizations are expected to share and consolidate their hardware).
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Cooperation between the central and local governments

B Government-wide network connects to the Local Government WAN
» Cloud services.
» Secure communication

ii'f"
etwork =
iA-ministries Online services Home
) Company
Kasumigaseki WAN | »
(G-net) Ii"\"

Agency S

{la Prefecture

tie

tal Government WAN (LGWA
Network system

r“- for basic residents’ registe n 1.
L — M Ci
Village e i ty
Town

Local Government cloud Services
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Future Image 2020 -Work Style-

Adoption of cloud services for office Office tools
tools, etc. and virtualization of PC = ot | Spreadsheet | Prese n | System configuration based on open
environment | _Email | Browser | Oniine meeting | source software (OSS) and virtualization

Thorough control of IT assets and
introduction of government license

System In eac
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Virtual  Virtual  Virtual Virtual | Virtual ; Cross-ministry system reduces

FCasver PCosrver PConivar | PC sarver | PG server costs and unifies and standardizes
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agreement

LAN in each

Standardize the LAN environment in
each ministry.

r_l—'-' == = 2 minist
You can make | .. — A o
approvals even on Accessible to — In m'w Cabinet Secretary casgo.p
the road. => Faster smartphone or tablet. bullding on the rosd. Improve the ability to Cabinet Office  caogoJp
decision making plan administrative MIC soumu.go.jp
measures for example e
through big data
[ athome At ra ~ . A e
t ordinary In an emergency Example:  nippongojp
N times e T e ~Support people
gees &8 n 1 the e Rmh”:\rd:medmnmer
ﬂ Accessible to home even if you ' .
. homePC. - cannot go to
m g Kasumigaseki.
[ M) Balance between work Business continuity

and private life at disaster
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Bridge Monitoring System

B Based on the sensor network and Business Intelligence, Bridge Monitoring
System detects strain of the bridge and constantly assesses its structural

health of bridges.

B The system is developed and maintained through public-private
Optical fiber sensors ®cmergency  @ordinary times
S e R e

S R v Application of Real-time Busines!
I s s cent hanellt Intelligence
-------- 2 ' v Help maintenance of public
e infrastructure by monitoring
. ®Prioritize check points

2 Workers v Detect the weight of vehicles by
®Smooth recovery operations picking up strain

®Mitigate panic
®Understand necessity of control

Source: http://www.nttdata.com/jp/ja/lineup/brimos/
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G-Cloud framework

To find technology suppliers and purchase services that are affiliated with the U.K. Government G-Cloud, public sector
organizations can use the Digital Marketplace.

Within the G-Cloud framework, organizations can choose from three categories of cloud services:

* cloud hosting: infrastructure-as-a-service (laaS) and platform-as-a-service (PaaS) offerings;
* cloud software: software-as-a-service (SaaS) applications; and
* cloud support: support and maintenance services for cloud hosting and software.

Beyond G-Cloud, public sector organizations can use the Digital Marketplace to purchase services that fall under two other
frameworks from the U.K. government: the Digital Outcomes and Specialists framework and the Crown Hosting Data Centres
framework


https://searchcloudcomputing.techtarget.com/definition/Infrastructure-as-a-Service-IaaS
https://searchcloudcomputing.techtarget.com/definition/Platform-as-a-Service-PaaS
https://searchcloudcomputing.techtarget.com/definition/Software-as-a-Service
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Data
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Cloud 2.0 @
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T
Raw Data Sources Streaming Analytics
plT
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' o elastic
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&8 Microsoft Azure
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Federation

Federation makes it easy to manage
multiple clusters.

» Sync resources across clusters:
Federation provides the ability to keep
resources in multiple clusters in sync.

* Cross cluster discovery: Federation
provides the ability to auto-configure
DNS servers and load balancers with
backends from all clusters.

;

Cluster-1

Cluster-2

PO A

Xu
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Fundamentals to A Successful Microservice Design

* The Scope Of Functionality

* High Cohesion Combined With Loose Coupling

* APl Integration

* Unique Source Of Identification

* Data Storage Segregation

* Traffic Management

 Automating The Process

 Minimal Database Tables (Preferably Isolated Tables)
* Constant Monitoring
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Hybrid Cleud — One Cloud Many Pieces
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